Course Name:  Systems and Network Administration                                                (ICS 436-01)
Semester:         Second Semester (062)
Instructor: Dr. Farag Azzedin
        Phone : 3431  
        Email: fazzedin@kfupm.edu.sa       

        Office : 22-107 

        Office hours:   SMW 9:00 a.m.- 9:50 a.m.

	Course Number and Title:
	ICS 436  Systems and Network Administration                                                


	Course Description:
	Installing UNIX; Making file systems; Setting up users; Configuring the X11 Window system; Configuring a local printer; Installing a package; Backing up the file system; Changing kernel parameters; Configuring NFS; TCP/IP networking; Routing; Domain Name System; Electronic Mail; Network Management and Debugging; Security; Printing services.

	Course Objectives:
	1. To provide appropriate knowledge required to administer computer systems and networks.

2. To know about the working of various network protocols.

3. To help learn practical aspects of various system configurations in UNIX variants.

	Course Learning Outcomes:
	Upon completion of this course, students will have the ability to:

1. Install and configure the UNIX operating system and selected application and server software packages (Lab work).

2. Configure Unix networking (Lab work).

3. Understand Unix internal elements, such as the steps of the boot and login processes, kernel-tuning options, and file system implementations (Lab work).
4. Get to know how various network protocols like DNS, DHCP, HTTP, etc work and able to implement them (Exams & Quizzes).
5. Identify and perform system administration tasks like system logging, configure NFS, creating a backup and recovery plan, designing a Unix security policy, account administration tasks (Lab & Project).

6. Discuss the role of Unix in heterogeneous environments, become familiar with interoperability tools like Samba (Labs & Project).

	Prerequisite(s):
	Prerequisite:  ICS 342
Co-requisite:
ICS 431 

	Textbook(s) and References:
	Red Hat Linux Networking and System Administration (3rd Edition).
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	Grading Policy
	Grading policy

Midterm………….   20%

Final……………...   30%

Quizzes ………...… 10%

Lab……………….   40% [Includes hands-on project]

	Weekly Breakdown
	1. Introduction, Basic Commands (2 hours)
2. Installing UNIX & Configuring X11 window (2 hours & 1 Lab)
3. User Management (2 hours & ½ Lab)
4. File Systems (2 hours & ½ Lab)
5. Networking (TCP/IP & Routing) (2 hours & 1 Lab)
6. DHCP & Name Services (DNS and BIND) (2 hours & 1 Lab)
7. Software assessment and acquisition, Tools of the Trade: make, cc/gcc, autoconfigure (2 hours & 1 Lab)
8. Common Server Processes (Apache Web Server/http, sendmail) (2 hours & 1 Lab)
9. Network File System (NFS) (2 hours & 1 Lab)
10. Security (2 hours & 1 Lab)
11. Logging (2 hours & ½ Lab)
12. Backups (2 hours & ½ Lab)
13. Printing Services, Serial Port Configuration (2 hours & 1 Lab)
14. Network Management and Debugging, Troubleshooting
15. Samba (2 hours & 1 Lab)

	Lab Objectives and Assignments; and Computer Requirements:
(if applicable)
	The objective of the lab is to make students to have hands on experience on the topics mentioned below.

- Installing Unix and Configuring X11 window.

- User management.

- File Systems

- TCP IP/Routing

- DHCP, Name Services

- HTTP, Sendmail

- Network File System

- Security and Protection

- Logging and Backups

- Printing Services

- Lab project




