Lab 04 – FTP Server and User Management
Introduction
In this lab you will perform the installation and configuration of FTP and Secure FTP server. Fedora Core 4 includes vsftpd and openssh that may have been installed in your system. You need to practice cofigure the server with various settings, explain and show them. You also need to perform user management to show that your FTP server works.
Reference

· Configuring FTP Services (Chapter 22)
· Administering Users and Groups (Chapter 29)

Tasks
1. FTP

· Installation of vsftpd
· Setting it to start at boot time

· Configuring user level FTP access

· Configuring vsftpd features

· Configuring anonymous FTP (upload/download, download-only, upload-only)

· Configuring guest user FTP accounts

· Using xinetd to run vsftpd

· Running vsftpd under SSL
2. Secure FTP

· Installing openssh
· Configuring sftp service

For each task above, you need to create different users and groups to show the result of different configurations e.g. how can we provide FTP access only to certain users/groups? Also, show how file permissions affect FTP service e.g. what should be the permission of a directory or a file to be accessed/downloaded through FTP?
