ICS 570 - Advanced Computer Networking 
Assignment 1:  Decoding IP Packets
Tuesday, February 28, 2006
Due:  Tuesday, March 18, 2006
Description
There exists variety of tools that analyze packets on a network; they are invaluable when debugging network protocols.  Tcpdump is one such tool. In this assignment, you will write a computer program to automatically parse incoming IP packets.  
This assignment will focus on enhancing your understanding of the Internet Protocol stack. For obvious reasons, you typically need root privilege to capture packets. Therefore, we provide you with a sample of captured packets that you will use to test your program.
 

Your task is to write a computer program to automatically parse incoming IP packets.  The program should automatically extract all the fields of the IP header of the datagram as well as the Ethernet header in which the datagram is encapsulated, as was done manually in class. The IP source and destination addresses should be printed out in both hexidecimal and in dotted decimal notation.  In your parsing and translation, you should assume the following Ethernet and IP data unit structures.  

 

typedef
unsigned char
Eaddr[EP_ALEN]; 

                                    /* physical Ethernet address
*/

 

typedef
unsigned long IPaddr;
/* internet address

*/

 

struct
ep {


/* ethernet header


*/
Eaddr
eh_dst;

/* destination host address

*/


Eaddr
eh_src;

/* source host address


*/


unsigned short eh_type; /* Ethernet packet type

      */


char
ep_data[EP_DLEN];
/* data in the packet

      */

};

 

 

struct
ip
{


u_char
ip_verlen;
/* IP version & header length (in longs)*/


u_char
ip_tos;
/* type of service


*/


short

ip_len;
/* total packet length (in octets)
*/


short

ip_id;
/* datagram id



*/


short 
ip_fragoff;
/* fragment offset (in 8-octet's)
*/


u_char
ip_ttl;
/* time to live, in gateway hops
*/


u_char
ip_proto;
/* IP protocol (see IPT_* above)
*/


short

ip_cksum;
/* header checksum 


*/


IPaddr
ip_src;
/* IP address of source


*/


IPaddr
ip_dst;
/* IP address of destination

*/


u_char
ip_data[1];
/* variable length data


*/

}; 
Guidelines and Marking Policy
The following minimum rules must be adhered to:
· Write the program in your language of choice 

· Application Protocol (format of messages) and Code Design needs to be well documented
· Plagiarism will be seriously punished; any students found to have been copying will automatically result in both students receiving 0%. Students are encouraged to discuss ideas but they should have their own implementation.
Marks will be given for:

· Application protocol

· Running code
· Comments and Code Quality (Readability, Robustness, Reusability, etc.)

· Quality of Demonstration

Code Demonstration
· A timetable for demonstrations will be posted; you must be ready to demonstrate your assignment at this time
· The demonstration will last between 5 and 10 minutes
· You will need a printout of the code for the demonstration (This is the code that will be been submitted)
· You will need to show your code on screen where it will be compared with the code that you have handed up.  You will then compile this code and provide a running demonstration of you program
· You are required to demonstrate all of your programs functionality, including error handling and any additional functionality
· Your knowledge of the program its internal workings and structure will be tested.  This is very important; failure to explain any part of your program or a design decision taken will result in a deduction of marks
· If you fail to provide a running program in your demonstration you will be marked out of 60%
Sample Execution

Given the following Ethernet frame as input, your output should contain the following information.

(You may wish to format it differently.)

 

input:

d4 6e 07 00 01 00 3c 00 00 aa 00

a3 49 93 08 00 20 08 b7 82 08 00

45 00 29 00 21 96 00 40 10 06 80 

0a 03 64 80 0a 03 65 e8 7a ff ff 

80 61 c1 59 3c d5 be 65 53 e2 50 

18 22 38 68 78 00 00 0d 08 69 6e 

75 20
output:

 ETHERNET HEADER INFORMATION:  

          Ethernet Dest Host:

00 aa 00 a3 49 93 

          Ethernet Source Host:
08 00 20 08 b7 82                

          Ethernet Frame Type:             08 00 

          IP PACKET HEADER INFORMATION:  

               IP Version :

4

Packet Length:

5 

               Type of Service: 

00 

               IP Packet Length:
29 00 
 

               Datagram ID:

21 96 

               Fragment Offset (8-octs):
00 40 

               Time To Live (# hops):
10

               IP Protocol:

06

               IP Header Checksum:
e8 78

               IP Source Host (hex):
80 0a 03 64

IP Source Host (dec):
128.10.3.100

IP Destination Host (hex):
80 0a 03 65

IP Destination Host (dec):
128.10.3.101

IP Header Checksum:
e87a


 

IP PAYLOAD: 

ff ff 80 61 c1 59 3c d5 be 65 53 e2 50 

18 22 38 68 78 00 00 0d 08 69 6e 75 20
