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A B S T R A C T

There is an increase use of security driven approaches to support software development activities, such as
requirements, design and implementation. The objective of this paper is to identify the existing software
security approaches used in the software development lifecycle (SDLC). In order to meet our goal, we conducted
a systematic mapping study to identify the primary studies on the use of software security techniques in SDLC.
In total, we selected and categorized 118 primary studies. After analyzing the selected studies, we identified 52
security approaches and we categorized them in to five main categories, namely, ‘secure requirements
modeling’, ‘vulnerability identification, adaption and mitigation’, ‘software security focused process’, ‘extended
UML-based secure modeling profiles’, ‘non UML-based secure modeling notations’. The results show that the
most frequently used approaches are static analysis and dynamic analysis that provide security checks in the
coding phase. In addition, our results show that many studies in this review considered security checks around
the coding stage of software development. This work will assist software development organizations in better
understanding the existing software security approaches used in the software development lifecycle. It can also
provide researchers with a firm basis on which to develop new software security approaches.

http://dx.doi.org/10.1016/j.csi.2016.10.001
Received 5 May 2016; Received in revised form 3 October 2016; Accepted 3 October 2016

⁎ Corresponding author at: Information of Computer Science Department, King Fahd University of Petroleum and Minerals, Saudi Arabia.
E-mail addresses: alqadhi82@gmail.com (N.M. Mohammed), mkniazi@kfupm.edu.sa (M. Niazi), alshayeb@kfupm.edu.sa (M. Alshayeb),

smahmood@kfupm.edu.sa (S. Mahmood).

Computer Standards & Interfaces 50 (2017) 107–115

0920-5489/ © 2016 Elsevier B.V. All rights reserved.
Available online 05 October 2016

crossmark

http://www.sciencedirect.com/science/journal/09205489
http://www.elsevier.com/locate/csi
http://dx.doi.org/10.1016/j.csi.2016.10.001
http://dx.doi.org/10.1016/j.csi.2016.10.001
http://dx.doi.org/10.1016/j.csi.2016.10.001
http://crossmark.crossref.org/dialog/?doi=10.1016/j.csi.2016.10.001&domain=pdf

	Exploring software security approaches in software development lifecycle: A systematic mapping study
	Introduction
	Background
	Software security concepts
	Software security terminology
	How is security addressed?

	Research methodology
	Search strategy
	Construct search terms by identifying keywords from population, intervention and outcome
	Find synonyms of the derived terms and use of Boolean operators
	Verify these terms in various academic databases

	Publication selection

	Results and discussion
	Categorization of software security approaches
	Lifecycles phases frequency analysis
	Active researchers analysis
	Publication venues and sources types analysis
	Demographic analysis
	Study strategy analysis

	Discussion
	Threats to validity
	Conclusion
	Acknowledgement
	Appendix A
	References


