Microsoft Proxy Server 2.0 Configuration

(Hands-on Exercise 5.2)

Proxy Server Backgrounder

A proxy server listens to the computers on your internal network. When a client application makes a request, it responds by translating the request and passing it to the Internet. When a computer on the Internet responds, the proxy server passes that response back to the client application on the computer that made the request.

Microsoft Proxy Server 2.0 supports all Internet protocols, including Hypertext Transfer Protocol (HTTP), and HTTPS, File Transfer Protocol (FTP), RealPlayer (streaming audio and video), VDOLive (streaming video), Internet Relay Chat (IRC), and mail (SMTP & POP3) and news (NNTP) protocols. It also supports the IPX/SPX protocol, which gives the choice of using either TCP/IP or IPX/SPX on the network.

Proxy Server supports chained, or cascaded, configurations, and can be placed behind an existing firewall. It can also listen on behalf of internal mail and application servers, and can perform reverse proxying to Web servers. It also supports the SOCKS standard and can act as a SOCKS server to clients on your network.
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It uses reverse proxying and reverse hosting to send requests to Web publishing servers connected behind the Proxy Server computer. It impersonates a Web server to the outside world, while the Web server maintains access to internal network services. Reverse hosting allows several servers, not just a Web server, that are located downstream behind the proxy server computer to publish to the Internet.

Reverse Proxying

Proxy Server can listen for inbound packets destined to a computer that is connected behind the Proxy Server computer. Proxy Server then forwards the incoming requests to the internal computer. For example, incoming mail can be directed to your Microsoft Exchange Server computer, without compromising network security. 
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Server Proxying

It can filter sites by IP address or domain name. It also provides for distributing a cache across multiple proxy server computers in arrays or chains, thereby saving on Internet connection costs.

It can be configured to allow anonymous requests by users or to require users to be authenticated (validated) by the server. Users can be granted access to selected protocols Once they are authenticated. Each user can be assigned special permissions to specific protocols (HTTP, FTP, or Gopher).

All requests to the Internet are done with the Proxy Server's external (Internet) IP address as the source address. This hides internal IP addresses and allows the use of unregistered or private addresses.

Web Proxy Service

The Web Proxy service supports proxy requests from any browser that is compatible with the standard CERN proxy protocol, such as Microsoft Internet Explorer or Netscape Navigator. You can use a computer that runs any operating system, such as Windows 95, Windows NT, Macintosh, or UNIX. The following shows the communication path for the Web Proxy service.
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The Web Proxy service supports all popular Internet browsers and the Hypertext Transport Protocol (HTTP), Gopher, and File Transfer Protocol (FTP) protocols. Also, the Web Proxy service supports the HTTP-S protocol for secure sessions by using Secure Socket Layer (SSL) connections. 


WinSock Proxy Service

The WinSock Proxy service makes a Windows Sockets–compatible client application, such as Telnet, mail, news, NetShow, RealAudio, or IRC, perform as if it were directly connected to the Internet. The client application makes Windows Sockets API calls to communicate with an application running on an Internet-based computer. The WinSock Proxy components redirect the necessary APIs to the Proxy Server computer, thus establishing a communication path from the internal application to the Internet application through the Proxy Server computer. The following illustration shows the communication path for the WinSock Proxy service.
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Socks Proxy Service

SOCKS is a cross-platform mechanism that establishes secure communications between client and server computers. The Socks Proxy service supports SOCKS version 4.3a and allows users transparent access to the Internet by means of Proxy Server. The Socks Proxy service extends the redirection provided by the WinSock Proxy service to non-Windows platforms. It uses TCP/IP and can be used for Telnet, FTP, Gopher, and HTTP. The Socks Proxy service does not support applications that rely on the UDP protocol.

Socks Proxy clients establish a connection to the Proxy Server computer and the Socks Proxy service relays information between the client and the Internet server. Security is based on IP addresses, port numbers, and destination hosts. The Socks Proxy service does not perform client password authentication, nor does it support the IPX/SPX protocol.
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