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• A “garbled” version of a Boolean circuit
•Also known as encrypted circuit, or scrambled circuit

•Overview
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Bellare, Mihir, Viet Tung Hoang, and Phillip Rogaway. "Foundations of garbled circuits." Proceedings of the 2012 ACM conference on Computer and 

communications security. 2012.
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Garbled Circuit
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OUTPUT yINPUT x

GC

Garbled Circuit

EnEncoding function DeX* y* Decoding function

Bellare, Mihir, Viet Tung Hoang, and Phillip Rogaway. "Foundations of garbled circuits." Proceedings of the 2012 ACM conference on Computer and 

communications security. 2012.

computing in 
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Yao’s Garbling Scheme

Computation in Clear

src: Secure Computation (Online Course)

https://www.youtube.com/playlist?list=PLgMDNELGJ1Ca3l-xioOzN86BIZ2a0N8Ds
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Yao’s 2-PC Protocol

Src: https://web.engr.oregonstate.edu/~rosulekm/cryptabit/1-overview.pdf

https://web.engr.oregonstate.edu/~rosulekm/cryptabit/1-overview.pdf
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Yao’s 2-PC Protocol

Alice
GC Constructor

Bob
GC Evaluator

x, z y, z

src: Secure Computation (Online Course)

https://www.youtube.com/playlist?list=PLgMDNELGJ1Ca3l-xioOzN86BIZ2a0N8Ds
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Yao’s 2-PC Protocol
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Yao’s 2-PC Protocol

Alice
GC Constructor

Bob
GC Evaluator

x, z y, z
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0

0

0

- 6 random keys
- 4 ciphertexts – generated through double-encryption
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Yao’s 2-PC Protocol
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Yao’s 2-PC Protocol
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Yao’s 2-PC Protocol
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Yao’s 2-PC Protocol
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Yao’s 2-PC Protocol
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x, z y, z
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Yao’s 2-PC Protocol (Complex function)

Alice
GC Constructor

Bob
GC Evaluator

Bob’s input:
𝐵 = 0

Alice’s input:
𝐴 = 1

Assume 𝐶𝑖𝑛 = 0

D

E

F

𝐺1 𝐺2

𝐺3

𝐺4

𝐺5
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Yao’s 2-PC Protocol (Complex function)

Alice
GC Constructor

Bob
GC Evaluator

Bob’s input:
𝐵 = 0

Alice’s input:
𝐴 = 1

Assume 𝐶𝑖𝑛 = 0

1

Generate keys:
(𝐴 = 0, 𝑘𝐴0), (𝐴 = 1, 𝑘𝐴1)

(𝐵 = 0, 𝑘𝐵0), (𝐵 = 1, 𝑘𝐵1)

(𝐶𝑖𝑛 = 0, 𝑘𝐶𝑖𝑛0), (𝐶𝑖𝑛 = 1, 𝑘𝐶𝑖𝑛1)

(𝐷 = 0, 𝑘𝐷0), (𝐷 = 1, 𝑘𝐷1)

(𝐸 = 0, 𝑘𝐸0), (𝐸 = 1, 𝑘𝐸1)

(𝐹 = 0, 𝑘𝐹0), (𝐹 = 1, 𝑘𝐹1)

(𝑆 = 0, 𝑘𝑆0), (𝑆 = 1, 𝑘𝑆1)

(𝐶𝑜𝑢𝑡 = 0, 𝑘𝐶𝑜𝑢𝑡0), (𝐶𝑜𝑢𝑡 = 1, 𝑘𝐶𝑜𝑢𝑡1)

D

E

F

𝐺1 𝐺2

Truth tables for all gates 𝒢
𝐺1

𝐸𝑘𝐴0 𝐸𝑘𝐵0 𝑘𝐷0

𝐸𝑘𝐴0 𝐸𝑘𝐵1 𝑘𝐷1

𝐸𝑘𝐴1 𝐸𝑘𝐵0 𝑘𝐷1

𝐸𝑘𝐴1 𝐸𝑘𝐵1 𝑘𝐷0

𝐺3

𝐺4

𝐺5

𝐺2

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛0 𝑘𝑆0

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛1 𝑘𝑆1

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛0 𝑘𝑆1

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛1 𝑘𝑆0

𝐺4

𝐸𝑘𝐴0 𝐸𝐶𝐵0 𝑘𝐹0

𝐸𝑘𝐴0 𝐸𝐶𝐵1 𝑘𝐹0

𝐸𝑘𝐴1 𝐸𝐶𝐵0 𝑘𝐹0

𝐸𝑘𝐴1 𝐸𝐶𝐵1 𝑘𝐹1

𝐺5

𝐸𝑘𝐹0 𝐸𝑘𝐸0 𝑘𝐶𝑜𝑢𝑡0

𝐸𝑘𝐹0 𝐸𝑘𝐸1 𝑘𝐶𝑜𝑢𝑡1

𝐸𝑘𝐹1 𝐸𝑘𝐸0 𝑘𝐶𝑜𝑢𝑡1

𝐸𝑘𝐹1 𝐸𝑘𝐸1 𝑘𝐶𝑜𝑢𝑡1

𝐺3

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛0 𝑘𝐸0

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛1 𝑘𝐸0

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛0 𝑘𝐸0

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛1 𝑘𝐸1

Manifest for the digital circuit 𝒞

𝐺1 𝐴, 𝐵 = 𝐷
𝐺2 𝐷, 𝐶𝑖𝑛 = 𝑆
𝐺3 𝐷, 𝐶𝑖𝑛 = 𝐸
𝐺4 𝐴, 𝐵 = 𝐹

𝐺5 𝐸, 𝐹 = 𝐶𝑜𝑢𝑡
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Yao’s 2-PC Protocol (Complex function)

Alice
GC Constructor

Bob
GC Evaluator

Bob’s input:
𝐵 = 0

Alice’s input:
𝐴 = 1

Assume 𝐶𝑖𝑛 = 0

2

D

E

F

𝐺1 𝐺2

𝐺3

𝐺4

𝐺5

𝒢 = 𝐺1, 𝐺2, 𝐺3, 𝐺4, 𝐺5 , 𝒞, (𝐴, 𝑘𝐴1), (𝐶𝑖𝑛𝑘𝐶𝑖𝑛0
)

Generate keys:
(𝐴 = 0, 𝑘𝐴0), (𝐴 = 1, 𝑘𝐴1)

(𝐵 = 0, 𝑘𝐵0), (𝐵 = 1, 𝑘𝐵1)

(𝐶𝑖𝑛 = 0, 𝑘𝐶𝑖𝑛0), (𝐶𝑖𝑛 = 1, 𝑘𝐶𝑖𝑛1)

(𝐷 = 0, 𝑘𝐷0), (𝐷 = 1, 𝑘𝐷1)

(𝐸 = 0, 𝑘𝐸0), (𝐸 = 1, 𝑘𝐸1)

(𝐹 = 0, 𝑘𝐹0), (𝐹 = 1, 𝑘𝐹1)

(𝑆 = 0, 𝑘𝑆0), (𝑆 = 1, 𝑘𝑆1)

(𝐶𝑜𝑢𝑡 = 0, 𝑘𝐶𝑜𝑢𝑡0), (𝐶𝑜𝑢𝑡 = 1, 𝑘𝐶𝑜𝑢𝑡1)
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Yao’s 2-PC Protocol (Complex function)

Alice
GC Constructor

Bob
GC Evaluator

Bob’s input:
𝐵 = 0

Alice’s input:
𝐴 = 1

Assume 𝐶𝑖𝑛 = 0

D

E

F

𝐺1 𝐺2

𝐺3

𝐺4

𝐺5
𝐺1 𝐴, 𝐵 = 𝐷
𝐺2 𝐷, 𝐶𝑖𝑛 = 𝑆
𝐺3 𝐷, 𝐶𝑖𝑛 = 𝐸
𝐺4 𝐴, 𝐵 = 𝐹
𝐺5 𝐸, 𝐹 = 𝐶𝑜𝑢𝑡

OT

3

𝑘𝐵0

𝑘𝐵1

0

𝑘𝐵0

𝒢 = 𝐺1, 𝐺2, 𝐺3, 𝐺4, 𝐺5 , 𝒞, (𝐴, 𝑘𝐴1), (𝐶𝑖𝑛𝑘𝐶𝑖𝑛0
)

Generate keys:
(𝐴 = 0, 𝑘𝐴0), (𝐴 = 1, 𝑘𝐴1)

(𝐵 = 0, 𝑘𝐵0), (𝐵 = 1, 𝑘𝐵1)

(𝐶𝑖𝑛 = 0, 𝑘𝐶𝑖𝑛0), (𝐶𝑖𝑛 = 1, 𝑘𝐶𝑖𝑛1)

(𝐷 = 0, 𝑘𝐷0), (𝐷 = 1, 𝑘𝐷1)

(𝐸 = 0, 𝑘𝐸0), (𝐸 = 1, 𝑘𝐸1)

(𝐹 = 0, 𝑘𝐹0), (𝐹 = 1, 𝑘𝐹1)

(𝑆 = 0, 𝑘𝑆0), (𝑆 = 1, 𝑘𝑆1)

(𝐶𝑜𝑢𝑡 = 0, 𝑘𝐶𝑜𝑢𝑡0), (𝐶𝑜𝑢𝑡 = 1, 𝑘𝐶𝑜𝑢𝑡1)



27

Yao’s 2-PC Protocol (Complex function)

Alice
GC Constructor

Bob
GC Evaluator

Bob’s input:
𝐵 = 0

Alice’s input:
𝐴 = 1

Assume 𝐶𝑖𝑛 = 0

D

E

F

𝐺1 𝐺2

𝐺3

𝐺4

𝐺5
𝐺1 𝐴, 𝐵 = 𝐷
𝐺2 𝐷, 𝐶𝑖𝑛 = 𝑆
𝐺3 𝐷, 𝐶𝑖𝑛 = 𝐸
𝐺4 𝐴, 𝐵 = 𝐹
𝐺5 𝐸, 𝐹 = 𝐶𝑜𝑢𝑡

𝐺1

𝐸𝑘𝐴0 𝐸𝑘𝐵0 𝑘𝐷0

𝐸𝑘𝐴0 𝐸𝑘𝐵1 𝑘𝐷1

𝐸𝑘𝐴1 𝐸𝑘𝐵0 𝑘𝐷1

𝐸𝑘𝐴1 𝐸𝑘𝐵1 𝑘𝐷0

-> 𝑘𝐷1

𝒢 = 𝐺1, 𝐺2, 𝐺3, 𝐺4, 𝐺5 , 𝒞, (𝐴, 𝑘𝐴1), (𝐶𝑖𝑛𝑘𝐶𝑖𝑛0
), 𝑘𝐵0

4
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Yao’s 2-PC Protocol (Complex function)

Alice
GC Constructor

Bob
GC Evaluator

Bob’s input:
𝐵 = 0

Alice’s input:
𝐴 = 1

Assume 𝐶𝑖𝑛 = 0

D

E

F

𝐺1 𝐺2

𝐺3

𝐺4

𝐺5
𝐺1 𝐴, 𝐵 = 𝐷
𝐺2 𝐷, 𝐶𝑖𝑛 = 𝑆
𝐺3 𝐷, 𝐶𝑖𝑛 = 𝐸
𝐺4 𝐴, 𝐵 = 𝐹
𝐺5 𝐸, 𝐹 = 𝐶𝑜𝑢𝑡

𝒢 = 𝐺1, 𝐺2, 𝐺3, 𝐺4, 𝐺5 , 𝒞, (𝐴, 𝑘𝐴1), (𝐶𝑖𝑛𝑘𝐶𝑖𝑛0
), 𝑘𝐵0

𝐺1

𝐸𝑘𝐴0 𝐸𝑘𝐵0 𝑘𝐷0

𝐸𝑘𝐴0 𝐸𝑘𝐵1 𝑘𝐷1

𝐸𝑘𝐴1 𝐸𝑘𝐵0 𝑘𝐷1

𝐸𝑘𝐴1 𝐸𝑘𝐵1 𝑘𝐷0

-> 𝑘𝐷1

𝐺2

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛0 𝑘𝑆0

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛1 𝑘𝑆1

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛0 𝑘𝑆1

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛1 𝑘𝑆0

-> 𝑘𝑆1

4
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Yao’s 2-PC Protocol (Complex function)

Alice
GC Constructor

Bob
GC Evaluator

Bob’s input:
𝐵 = 0

Alice’s input:
𝐴 = 1

Assume 𝐶𝑖𝑛 = 0

D

E

F

𝐺1 𝐺2

𝐺3

𝐺4

𝐺5
𝐺1 𝐴, 𝐵 = 𝐷
𝐺2 𝐷, 𝐶𝑖𝑛 = 𝑆
𝐺3 𝐷, 𝐶𝑖𝑛 = 𝐸
𝐺4 𝐴, 𝐵 = 𝐹
𝐺5 𝐸, 𝐹 = 𝐶𝑜𝑢𝑡

𝒢 = 𝐺1, 𝐺2, 𝐺3, 𝐺4, 𝐺5 , 𝒞, (𝐴, 𝑘𝐴1), (𝐶𝑖𝑛𝑘𝐶𝑖𝑛0
), 𝑘𝐵0

𝐺1

𝐸𝑘𝐴0 𝐸𝑘𝐵0 𝑘𝐷0

𝐸𝑘𝐴0 𝐸𝑘𝐵1 𝑘𝐷1

𝐸𝑘𝐴1 𝐸𝑘𝐵0 𝑘𝐷1

𝐸𝑘𝐴1 𝐸𝑘𝐵1 𝑘𝐷0

-> 𝑘𝐷1

𝐺2

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛0 𝑘𝑆0

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛1 𝑘𝑆1

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛0 𝑘𝑆1

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛1 𝑘𝑆0

-> 𝑘𝑆1

𝐺3

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛0 𝑘𝐸0

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛1 𝑘𝐸0

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛0 𝑘𝐸0

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛1 𝑘𝐸1

-> 𝑘𝐸0

4



30

Yao’s 2-PC Protocol (Complex function)

Alice
GC Constructor

Bob
GC Evaluator

Bob’s input:
𝐵 = 0

Alice’s input:
𝐴 = 1

Assume 𝐶𝑖𝑛 = 0

D

E

F

𝐺1 𝐺2

𝐺3

𝐺4

𝐺5
𝐺1 𝐴, 𝐵 = 𝐷
𝐺2 𝐷, 𝐶𝑖𝑛 = 𝑆
𝐺3 𝐷, 𝐶𝑖𝑛 = 𝐸
𝐺4 𝐴, 𝐵 = 𝐹
𝐺5 𝐸, 𝐹 = 𝐶𝑜𝑢𝑡

𝒢 = 𝐺1, 𝐺2, 𝐺3, 𝐺4, 𝐺5 , 𝒞, (𝐴, 𝑘𝐴1), (𝐶𝑖𝑛𝑘𝐶𝑖𝑛0
), 𝑘𝐵0

𝐺1

𝐸𝑘𝐴0 𝐸𝑘𝐵0 𝑘𝐷0

𝐸𝑘𝐴0 𝐸𝑘𝐵1 𝑘𝐷1

𝐸𝑘𝐴1 𝐸𝑘𝐵0 𝑘𝐷1

𝐸𝑘𝐴1 𝐸𝑘𝐵1 𝑘𝐷0

-> 𝑘𝐷1

𝐺2

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛0 𝑘𝑆0

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛1 𝑘𝑆1

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛0 𝑘𝑆1

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛1 𝑘𝑆0

-> 𝑘𝑆1

𝐺3

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛0 𝑘𝐸0

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛1 𝑘𝐸0

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛0 𝑘𝐸0

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛1 𝑘𝐸1

-> 𝑘𝐸0

𝐺4

𝐸𝑘𝐴0 𝐸𝐶𝐵0 𝑘𝐹0

𝐸𝑘𝐴0 𝐸𝐶𝐵1 𝑘𝐹0

𝐸𝑘𝐴1 𝐸𝐶𝐵0 𝑘𝐹0

𝐸𝑘𝐴1 𝐸𝐶𝐵1 𝑘𝐹1

-> 𝑘𝐹0

4
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Yao’s 2-PC Protocol (Complex function)

Alice
GC Constructor

Bob
GC Evaluator

Bob’s input:
𝐵 = 0

Alice’s input:
𝐴 = 1

Assume 𝐶𝑖𝑛 = 0

D

E

F

𝐺1 𝐺2

𝐺3

𝐺4

𝐺5
𝐺1 𝐴, 𝐵 = 𝐷
𝐺2 𝐷, 𝐶𝑖𝑛 = 𝑆
𝐺3 𝐷, 𝐶𝑖𝑛 = 𝐸
𝐺4 𝐴, 𝐵 = 𝐹
𝐺5 𝐸, 𝐹 = 𝐶𝑜𝑢𝑡

𝒢 = 𝐺1, 𝐺2, 𝐺3, 𝐺4, 𝐺5 , 𝒞, (𝐴, 𝑘𝐴1), (𝐶𝑖𝑛𝑘𝐶𝑖𝑛0
), 𝑘𝐵0

𝐺1

𝐸𝑘𝐴0 𝐸𝑘𝐵0 𝑘𝐷0

𝐸𝑘𝐴0 𝐸𝑘𝐵1 𝑘𝐷1

𝐸𝑘𝐴1 𝐸𝑘𝐵0 𝑘𝐷1

𝐸𝑘𝐴1 𝐸𝑘𝐵1 𝑘𝐷0

-> 𝑘𝐷1

𝐺2

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛0 𝑘𝑆0

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛1 𝑘𝑆1

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛0 𝑘𝑆1

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛1 𝑘𝑆0

-> 𝑘𝑆1

𝐺3

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛0 𝑘𝐸0

𝐸𝑘𝐷0 𝐸𝐶𝑖𝑛1 𝑘𝐸0

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛0 𝑘𝐸0

𝐸𝑘𝐷1 𝐸𝐶𝑖𝑛1 𝑘𝐸1

-> 𝑘𝐸0

𝐺4

𝐸𝑘𝐴0 𝐸𝐶𝐵0 𝑘𝐹0

𝐸𝑘𝐴0 𝐸𝐶𝐵1 𝑘𝐹0

𝐸𝑘𝐴1 𝐸𝐶𝐵0 𝑘𝐹0

𝐸𝑘𝐴1 𝐸𝐶𝐵1 𝑘𝐹1

-> 𝑘𝐹0

𝐺5

𝐸𝑘𝐹0 𝐸𝑘𝐸0 𝑘𝐶𝑜𝑢𝑡0

𝐸𝑘𝐹0 𝐸𝑘𝐸1 𝑘𝐶𝑜𝑢𝑡1

𝐸𝑘𝐹1 𝐸𝑘𝐸0 𝑘𝐶𝑜𝑢𝑡1

𝐸𝑘𝐹1 𝐸𝑘𝐸1 𝑘𝐶𝑜𝑢𝑡1

->𝑘𝐶𝑜𝑢𝑡0

4
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Yao’s 2-PC Protocol (Complex function)

Alice
GC Constructor

Bob
GC Evaluator

Bob’s input:
𝐵 = 0

Alice’s input:
𝐴 = 1

Assume 𝐶𝑖𝑛 = 0

D

E

F

𝐺1 𝐺2

𝐺3

𝐺4

𝐺5
𝐺1 𝐴, 𝐵 = 𝐷
𝐺2 𝐷, 𝐶𝑖𝑛 = 𝑆
𝐺3 𝐷, 𝐶𝑖𝑛 = 𝐸
𝐺4 𝐴, 𝐵 = 𝐹
𝐺5 𝐸, 𝐹 = 𝐶𝑜𝑢𝑡

𝒢 = 𝐺1, 𝐺2, 𝐺3, 𝐺4, 𝐺5 , 𝒞, (𝐴, 𝑘𝐴1), (𝐶𝑖𝑛𝑘𝐶𝑖𝑛0
), 𝑘𝐵0

5

𝒪 = {𝑘𝑆1, 𝑘𝐶𝑜𝑢𝑡0}

Generate keys:
(𝐴 = 0, 𝑘𝐴0), (𝐴 = 1, 𝑘𝐴1)

(𝐵 = 0, 𝑘𝐵0), (𝐵 = 1, 𝑘𝐵1)

(𝐶𝑖𝑛 = 0, 𝑘𝐶𝑖𝑛0), (𝐶𝑖𝑛 = 1, 𝑘𝐶𝑖𝑛1)

(𝐷 = 0, 𝑘𝐷0), (𝐷 = 1, 𝑘𝐷1)

(𝐸 = 0, 𝑘𝐸0), (𝐸 = 1, 𝑘𝐸1)

(𝐹 = 0, 𝑘𝐹0), (𝐹 = 1, 𝑘𝐹1)

(𝑆 = 0, 𝑘𝑆0), (𝑆 = 1, 𝑘𝑆1)

(𝐶𝑜𝑢𝑡 = 0, 𝑘𝐶𝑜𝑢𝑡0), (𝐶𝑜𝑢𝑡 = 1, 𝑘𝐶𝑜𝑢𝑡1)



• Secure Computation (Online Course)

• https://web.engr.oregonstate.edu/~rosulekm/
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