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Lecture 18: Garbled Circuit
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Garbled Circuit

* A “garbled” version of a Boolean circuit
*Also known as encrypted circuit, or scrambled circuit

Qverview

Boolean Circuit

INPUT x OUTPUTy the clear

Bellare, Mihir, Viet Tung Hoang, and Phillip Rogaway. "Foundations of garbled circuits.” Proceedings of the 2012 ACM conference on Computer and
communications security. 2012.



Garbled Circuit

* A “garbled” version of a Boolean circuit
* Also known as encrypted circuit, and scrambled circuit

Qverview

Boolean Circuit

computing in
“secure” way

Encoding function Decoding function

Garbled Circuit

Bellare, Mihir, Viet Tung Hoang, and Phillip Rogaway. "Foundations of garbled circuits.” Proceedings of the 2012 ACM conference on Computer and
communications security. 2012.



Yao’s Garbling Scheme

Computation in Clear

a b

src: Secure Computation (Online Course)



https://www.youtube.com/playlist?list=PLgMDNELGJ1Ca3l-xioOzN86BIZ2a0N8Ds

Yao’s Garbling Scheme

Computation in Clear

a b
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Yao’s Garbling Scheme

Computation in Clear Garbled Computation
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Yao’s Garbling Scheme

Computation in Clear Garbled Computation

Garbling Phase:
Oa b 1 k 0 k 1 a b
1. Garbling Wires: 1
Assign two keys for each

wire —e.g wl -> (k,°, k1)

kzo’ k21
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Yao’s Garbling Scheme

Computation in Clear

0, b 1

rlo|lo|o

= l|lOoO|l—]|O

Garbling Phase:

1. Garbling Wires:
Assign two keys for each
wire —e.g wl -> (k,°, k;!)

2. Garbling Gates:
- Use double encryption
- Shuffle rows

Garbled Computation

Eyo (Exg(k3))
kO k! 2 K0 K Ek‘l) (Ek% (kg))
| T BB kD)
Epa (B (kb))
ke, k,!

k301 k31 w3 w4



Yao’s Garbling Scheme

Computation in Clear

RrlOo|lc|o

= l|lOoO|l—]|O

Garbling Phase:

1. Garbling Wires:
Assign two keys for each
wire —e.g wl -> (k,°, k;!)

2. Garbling Gates:
- Use double encryption

- Shuffle rows

Evaluation Phase:

1. Use unlabeled keys
corresponding to actual
inputs

2. Evaluate in
topological order

Garbled Computation

Eyo (Eyg (k3))
kO k! 2 ° k2 k! Ekg(Ek%(kg))
g by Eya (Eyg (k3))
\Eki(E@(k%))/

k,?, k,t

k30l k31 w3 w4
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Yao’s Garbling Scheme

Computation in Clear

= l|lOoO|l—]|O
RrlOo|lc|o

Garbling Phase:

1. Garbling Wires:
Assign two keys for each
wire —e.g wl -> (k,°, k;!)

2. Garbling Gates:
- Use double encryption

- Shuffle rows

Evaluation Phase:

1. Use unlabeled keys
corresponding to actual
inputs

2. Evaluate in
topological order

Garbled Computation

o P o (B (k)
kO k! 2 kY, k221 Ek(l) (Ek% (k3))
g by Eya (Eyg (k3))
0>k, \Ek} (Ek% (kﬁ))/
X k,?, k,t

k30l k31 w3 w4
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Yao’s Garbling Scheme

Computation in Clear

= l|lOoO|l—]|O
RrlOo|lc|o

Garbling Phase:

1. Garbling Wires:
Assign two keys for each
wire —e.g wl -> (k,°, k;!)

2. Garbling Gates:
- Use double encryption

- Shuffle rows

Evaluation Phase:

1. Use unlabeled keys
corresponding to actual
inputs

2. Evaluate in
topological order

Garbled Computation

0
0 -> k,° 1->k,t! Ek? (Ekg (k?(,)))
ke® Kt S A Ek‘l’ (Ek% (k3))
tL T B (B ()
1
0 -> k.0 \Ek% (Ek% (k3))/
0 k30 ) T( 0 k,!

k30l k31 w3 w4
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Yao’s Garbling Scheme

Computation in Clear

= l|lOoO|l—]|O
RrlOo|lc|o

Garbling Phase:

1. Garbling Wires:
Assign two keys for each
wire —e.g wl -> (k,°, k;!)

2. Garbling Gates:
- Use double encryption

- Shuffle rows

Evaluation Phase:

1. Use unlabeled keys
corresponding to actual
inputs

2. Evaluate in
topological order

Garbled Computation

0
0 -> k,° 1->k,t! Ek? (Ekg (k?(,)))
ke® Kt S A Ek‘l’ (Ek% (k3))
tL T B (B ()
1
0 -> k.0 \Ek% (Ek% (k3))/
0 k30 ) T( 0 k,!

k30l k31 w3 w4

0->k°
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Yao’s 2-PC Protocol

garbled circuit f,
garbled input x,
output wire labels

input 4
OT (xn) ,
wire labels

garbled y

(—
fixy)

Src: https://web.engr.oregonstate.edu/~rosulekm/cryptabit/1-overview.pdf

NV,

y
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https://web.engr.oregonstate.edu/~rosulekm/cryptabit/1-overview.pdf

Yao’s 2-PC Protocol

Alice

GC Constructor

X, Z

Bob
GC Evaluator

Y, Z

src: Secure Computation (Online Course)
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https://www.youtube.com/playlist?list=PLgMDNELGJ1Ca3l-xioOzN86BIZ2a0N8Ds

Yao’s 2-PC Protocol

Alice

GC Constructor

X, Z

Bob
GC Evaluator

Y, Z

16



Yao’s 2-PC Protocol

X y
0 [ \ 0
Alice ¢ 3 ‘ ‘ Bob
GC Constructor \ GC Evaluator
X, 2 0| V. 2
=Xy
k. k,? l 1 k,% k!

Exo (Exo (k3)) ‘. ‘
BgBg0d) | 5
TRTCE)) I
Ea(Exa(k3))y c4

- 6 random keys
- 4 ciphertexts — generated through double-encryption
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Yao’s 2-PC Protocol

X y
0 \ ] 0
Alice ¢ 3 | ¢ Bob
GC Constructor GC Evaluator
X, Z 0 l Y, Z
Z=Xy
KO k.1 KO k.1 -GC:{c3, c1, c2, c4}}
1™ e - keys corresponding to Alice’s input x: k,°

| cl
c2
c3
c4
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Yao’s 2-PC Protocol

X y
0 \ ‘o
Alice | Bob
GC Constructor < 4 < > GC Evaluator
X, 2 o | V. 2
=Xy

- GC:{c3,cl,c2, c4}
0 .1 0 k.1 P 0 |1 0 k.1
ki) kg l l " ke - keys corresponding to Alice’s input x: k,° ky's kg l l k' Kz

v

cl cl
c2 e c2
c3 ' k,° o «——— U0 \ c3
cl k.1 i OT ] > k2° c4

k30l k31 l

Perform OT; Bob
obtains key
corresponding to his
input y: k,°




Yao’s 2-PC Protocol

X y
0 \ ‘o
Alice | Bob
GC Constructor < 4 < > GC Evaluator
X, 2 o | V. 2
=Xy

- keys corresponding to Alice’s input x: k;°

v

- GC:{c1, c2, c3, c4} + Decoding info: {k,°, k,!
okt || Cescorespondng o Alees ek k| [

cl cl
c2 e c2
c3 ' k' — 5 «—0 \ c3
cl k.1 i OT ] > k2° c4

k30' k31 l

- Evaluates GC




Yao’s 2-PC Protocol

X y
0 \ ‘o
Alice | Bob
GC Constructor < 4 < > GC Evaluator
X, 2 o | V. 2
=Xy

- GC: {c1, c2, c3, c4} + Decoding info: {k,°, k,1}
0 | 1 0 k.1 3773 0 1 0 | 1
ky®s ky l l " ke - keys corresponding to Alice’s input x: k,° ki) ky l l % ks

v

cl cl
c2 e c2
c3 ' k' — 5 «—0 \ c3
cl k.1 i OT ] > k2° c4

k30' k31 l

- Evaluates GC
- Decodes output



Yao’s 2-PC Protocol

X y
0 \ [ 0
Alice ¢ 3 ¢ Bob
GC Constructor GC Evaluator
X, Z ] l Y, Z
Z=Xy
- GC: {c1, c2, c3, c4} + Decoding info: {k;°, k,'}

0 1 0 1 0 1
ky®s ky l l " ke - keys corresponding to Alice’s input x: k,° ki’ kg l l % ks

cl cl

c2 e c2

c3 ' k,° o oT p 0 c3

c4 k,1—_ — k,° c4

k30r k3:l l k30, k31 l

k,°

- Evaluates GC
- Decodes output
- Send output to Alice

A
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Yao’s 2-PC Protocol (Complex function)

G4 G
e
Alice C_B >
GC Constructor | < Gs
~E G:
Alice’s input: F
A=1 G,

Assume C;,, = 0

Bob
GC Evaluator

Bob’s input:
B=0
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Yao’s 2-PC Protocol (Complex function)

Gy Gy

P> —
) B S
Alice .

GC Constructor | <

Cout

Alice’s input:
A=1

4
Assume C;,, = 0

Bob

GC Evaluator

Bob’s input:

B=0

Generate keys: Truth tables for all gates §
(A =0,knp) (A =1kp) ( G, ) 6, 6,
(B = 0, kBO)’ (B = 1, kBl) EkAo EkBo(kDO) E E . (k E E k
(Cin =0, kCino)l Cin=1, kCin1) E (E (k )> kDO( e SO)) kDO( Ci""( EO))

_ _ kag kp, \""D1 EkDo (Ecml (k51)> EkDo (Ecin (kEO))

(D = 0,kp,), (D = 1,kp,) 1

(E = O, kEO)’ (E = 1, kEl) EkAl (EkB (le)) Eknl (Ecino (k51)> EkD1 (ECino (kEO))

((I; i (())’ Ilipog, E.I; f ::[l,llfcpl)) EkA1 (EkBl (kDO)) EkD1 <ECin1 (kso)) Ek[n <Ecin1 (k51)>
— Y, SO ) - 4, Sl

(Cout =0, kCouto)' (Cout =1, kCoutl) Ga Gs

Manifest for the digital circuit C

G,(A,B) = D

Gz(D, Cin) =S5
GS(DrCin) =E
G.(A,B) = F
Gs(E,F) = Coyt
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Yao’s 2-PC Protocol (Complex function)

Gy Gy

P> —
Alice c: > Bob

GC Constructor | < {——= | GCEvaluator

Cout

Alice’s input:
A=1

Bob’s input:
B=0

4
Assume C;,, = 0

e g — {61; GZJ G3' G4' GS}' C, (A! kAl)r (CinkCinO)
Generate keys:

(A = 0, kA())t (A = 1! kAl)
(B = 0,kgy), (B = 1,k5,)
(Cin = 0 k¢y ), (Cin = L kg,
(D = 0’ kDo)’ (D = 1’ le)
(E=0,kgy), (E=1kg,)
(F = 0,kpy), (F = Lkg,)
(S = 0,ks,), (S = 1,ks,)
(Cout =0, kCouto)' (Cour =1, kcoutl)

v



Yao’s 2-PC Protocol (Complex function)

Alice
GC Constructor

Alice’s input:
A=1

Gy

)>

Assume C;,, = 0

Cout

Bob
N— GC Evaluator
_ G.(A,B) =D
Bob’s input: G2(D,Cin) =S
B=0 G3(D,Cpn) = E
G.(AB)=F

GS(E: F) = Cout

Generate keys:
(A=0,kpp) (A=1ky )
(B =0,kg,), (B =1,kg,)
(Cin = 0,kcy ) (Cin = L kg,
(D =0,kpy), (D =1kp,)
(E=0,kgy), (E=1kg,)
(F =0,kpy), (F =1,kp,)
(S =0,ksy), (S=1ks,)
(Cout =0, kCouto)' (Cour =1, kcoutl)

kzg —

1

G ={G1, G, G3, G4, Gs}, C, (4, kAl): (Cinkcino)
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Yao’s 2-PC Protocol (Complex function)

G G,

] B j )75
Alice .

Bob

GC Constructor | < {—= | GCEvaluator
Alice’s input: Cout Bob’s input:
A=1 B =0
4
Assume Cy;,, = 0
G ={G1, G, G3, G4, Gs}, C, (4, kAl): (Cinkcino), kBo
Gy
Ek, <Ek30(k00))
Ey, (EkBl(kD1)>
Ey, (EkBo(kD1)) >kp,
Ex, (EkBl(kDO))

GI(AJ B) =D
G,(D,Ci) =S

G3(D, Cin) =F

G,(A,B)=F

GS(E: F) = Cout
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Yao’s 2-PC Protocol (Complex function)

Gy Gy

P> —
Alice c: > Bob

GC Constructor | < {——= | GCEvaluator

G1(A4,B) =D
Alice’s input: Cout Bob’s input: Go(D,Ci) = S
A=1 \ B =0 6634(&%,3)==FE
Assume C;,, = 0 Gs(E,F) = Cout
G ={G1, G, G3, G4, Gs}, C, (4, kAl): (Cinkcino), kBo
4
Gy G,
o (Balbod) (o)
Ek, (Eksl(km)) Ex, (Ecm1(k51)>
Eea (EkBo(le)) > 1 Exp, (Ecmu(ksl)> -> ks,
Ek, (Ekgl(kno)) Eiep, (Ecinl(kso))

28



Yao’s 2-PC Protocol (Complex function)

Gy Gy

P> —
Alice c: > Bob

GC Constructor | < {——= | GCEvaluator

o, Cout L G,(A,B) =D
Alice’s input: ou Bob’s input: Go(D,Cip) = S
A=1 B=0 Gz(D,Cin) = E

4 G,(A,B) =F
Assume C;,, = 0 Gs(E, F) = Cour

G ={G1, G, G3, G4, Gs}, C, (4, kAl): (Cinkcino), kBo

Gy Go Gs
Bk <Ek30 (kDO)) Exp, (Ecino (kso)) Exp, (Ecino (kEo))
Ey, (Eksl(kD1)> Eip, (Ecinl(k51)> Eip, <Ecin (kEO)>
Ey, (Ekgo(kD1)) >kp, Eiep, (Ecmo (k51)> > ks, Epp, (Eci o(kEo)) > kg,
E, (Ekgl(kbo)) Epp, (Ecinl(kso)) Eyp, (Ec- 1(k51))
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Yao’s 2-PC Protocol (Complex function)

G, G,
>
Alice c: > Bob
GC Constructor | < GC Evaluator
Alice’s input: Cout Bob’s input: Gil((DA,'c]‘giZ)ZDS
A=1 B=0 63(?,(,},3) =E
G,(A,B)=F
Assume Cjy, =4O Gs(E,F) = Cout
G ={G1, G, G3, G4, Gs}, C, (4, kAl): (Cinkcino)r kBo
4
G, G, G3 Gy
Ek s, <Ek30(kD())) Epep, (Ecino(kso)) Ex, (Ecino(kgo)) Ejea, (ECBO(kFO))
EkAO (Ek'Bl (kD1)> EkDO (Ecin1 (k51)> Eyp <ECin1 (kEo)> EkAO (ECB1 (kFo)>
Ex,, (EkBO (kD1)) >kp, Ep, (Ecmo (k51)> -> ks, Eyp, (Ecino (kEO)> > kg, Ey,, (ECBO (kFO)) >k,
B, (B, (ko)) B, (B, (i) Fu, (e, (k) B (e, (k)
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Yao’s 2-PC Protocol (Complex function)

Gy G
DR —
Alice c: > Bob
GC Constructor | < {—= | GCEvaluator
Alice’s input: Cout Bob’s input:
A=1 B =0
Assume C;, =4O
G ={G1, G, G3, G4, Gs}, C, (4, kAl): (Cinkcino)r kBo
4
G, G, Gs G, Gs
Ey, <Ek30 (kDo)) Ekp, (ECznO(kSo)) Ey, (Ecino(kEO)) Eyn, (ECB (kFo)) . (EkEO (kCouto)) ke,
Ex, (Eksl(kD1)> Exy, (Ecinl(k51)> Exy (Ecl-nl(kEo)> Er,, (ECBl(kFo)> O(EkE (kcoutl))
E, (EkBO (kD1)) >kp, Ep, (ECmU (k51)> > ks, Erp, (Ecino (kEo)> ko Eiy, (ECBO (kF())) > kg ) (EkEo (kcoutl))
Ey, (Ekgl(kDo)) Exp. (Ecinl(kSO)) Ex, (Ecinl(kEl)) By, (EcBl(kFl)) 1(EkE1 (ke, tl))

G.(A,B) =D

GZ(DfCin) =S
G3(D, Cin) =E
G.(A,B) = F
Gs(E,F) = Cout
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Yao’s 2-PC Protocol (Complex function)

Gy Gy

P> —
Alice c: > Bob

GC Constructor | < {——= | GCEvaluator

. _ c _ G,(A,B)=D
Alice’s input: out Bob’s input: Go(D,Ci) = S
A=1 B=0 Gz(D,Cin) = E
4 G,(A,B)=F
Assume C;,, = 0 Gs(E, F) = Cour
G ={G1, G, G3, G4, Gs}, C, (4, kAl): (Cinkcino), kBo
Generate keys:
(A=0kyy) (A= 1,ky,)
(B =0,kpy), (B =1kg,) 9
(Cin = 0. kc, ) (Cin = Lkey,,)
(D =0,kpgy), (D =1,kp,) 0 = {ksl’ kcout }
0

(E=0,kgy), (E=1kg,)

(F =0,kpy), (F =1,kp,)

$=0, kso)x (S =1L ks,)
(Cout = 0,key ) (Coue = Lkcye,)

A
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