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Problem # 1 – 10 points: Compute the following A(x) · B(x) mod P(x) in GF(24), where A(x) = x2+1, B(x) 

= x3+x2+1, and P(x) = x4+x+1 being the irreducible polynomial. 

 

Problem # 2 – 20 points: The following table contains a list of all multiplicative inverses for this field. As 

such, compute (x4+x+1)/(x7+x6+x3+x2) in GF(28), where the irreducible polynomial is the one used by AES, 

P(x)=x8+x4+x3+x+1. 

 

 
 

Problem # 3 – 10 points: Assume that (E0,B4,52,AE) is a column of the input state to the MixColumn 

step of AES, find the 2nd element of the corresponding column of the output state of the MixColumn step. 

 

Problem # 4 – 20 points; 10 points each: Consider the field GF(24) with P(x)=x4+x+1 being the irreducible 

polynomial. Find the inverses for each of A(x) = x and B(x) = x2 +x by applying the Extended Euclidean 

algorithm for polynomials. Verify your answer by multiplying the inverses you determined by A and B, 

respectively. 

 

Problem # 5 – 10 points: Using the Extended Euclidean algorithm, find the multiplicative inverse of 19 

mod 999. 

 

Problem # 6 – 20 points; 10 points each: Compute the inverse a−1 mod n with Fermat’s Theorem (if 

applicable) or Euler’s Theorem: 

 

1. a = 5, n = 12 

2. a = 6, n = 13 

 

Problem # 7 – 10 points: Use Euler’s Theorem to compute ((3371 + 28543) · (14320 + 15061)) mod 7. 


