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Question 1:

a)
Briefly describe two of the following- in the database security environment:
(4 Points)
(Authorization, Authentication, Encryption, Backup, Contingency Plan)

· Authorization: is granting of a right or privilege, which enables a subject (person or program) to have legitimate access to a system or a system’s object.

· Authentication: is a mechanism that determines whether a user is, who he claims to be.

· Encryption: is the encoding of the data by a special algorithm that renders the date unreadable by any program without the decryption key.

· Backup: is the process of periodically taking a copy of the database and leg file (and possibly programs) into offline storage media.

· Contingency Plan: is the plan that an organization prepare to ensure it will continue to function in emergency situations.

b)
Briefly explain journaling and its relationship to database recovery
(2 Points)
Journaling is the process of keeping and maintaining a log file of all the changes made to the database. The journal enables the DBMS to redo / undo all the necessary database transaction in case of failure to ensure that the database is in a consistent state.

Question 2:

a)
Describe two of the four properties of Transactions
(3 Points)
· Atomicity: A transaction is an entity that should be done completely or not done at all.

· Consistency: A transaction should move the database from a consistence state to another consistent state.

· Isolation: Transactions should execute independently of one another, i.e. transaction cannot see partial effects of in complete transaction.

· Durability: The effects of a successfully completed (committed) transaction are permanently recorded in the database and must not be lost because of a subsequent failure.

b)
Briefly explain why it is important to have concurrency on transaction execution and why it is important to have this concurrency controlled.
(3 Points)
Execution transaction concurrently will increase the efficiency of the system and will allow more users to access/use the system at the same time. If this concurrency is not controlled inter having transaction may cause an in consistent database.









