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1.0
Introduction:-
The Personal Area Network, which is abbreviated as (PAN), is a computer network used for communication among computer devices close to one person. Personal Area Network is also known these days as Wireless Personal Area Network (WPAN). For example, interconnecting a laptop and a printer without plugging any wires between them, also, interconnecting computer devices into the internet or any other networks, and etc….[4]
Moreover, the concept of PAN (or WPAN) was first developed by Thomas Zimmerman and other researchers at Massachusetts Institute of Technology (MIT) who introduced this technology to the world, and it was supported and applied to the real life by IBM. [4]
However, the main difference between PAN and LAN is that the WPAN is centered around one person while the LAN serves multiple users. In addition, in order not to confuse between some applications such as Bluetooth which belongs to WPAN and WiFi which belongs to LAN, we would consider some comparisons between them as shown in table 1 in the next page. [1]
	Bluetooth
	WiFi

	covers less distance
	covers larger Distance

	requires less power consumption
	requires higher power consumption

	           No need for configuration 
	Needs a configuration to transmit files, set up headsets,..etc

	Slower connection
	Faster connection

	Less security 
	Better security 

	Suited for small-scale applications
	Suited for full-scale applications


Table1: Comparisons between Bluetooth and WiFi. [1]
On the other hand, the Personal Area Network (PAN) is applied on many network technologies such as Bluetooth, ZigBee,…etc. Therefore, in this project, we are going to talk about the PAN's physical layer and its general physical specifications. Specifically, we are going to focus on one of the PAN's applications that is the Bluetooth technology which is going to be described according to its different protocols which are distributed in the physical, data link, and transport layers separately as shown in figure 1. In addition, at the end of the report, we are going to talk about some other applications (briefly) such as ZigBee and its protocols according to the physical, data link, network, and transport layers.


[image: image1]
Figure 1: Bluetooth Layer Architecture according to its protocols. [2]
2.0
The Physical Layer:-

The physical process of PANs in general is simply done as follows:-
At the first stage, one of the communicating devices within the PAN will be selected to represent a controller during the wireless PAN process. Then, this controller device synchronizes all the devices with each other by sending "a beacon". After that, each device will request a time slot from the controller which, in turn, assigns a different time slot for each device to transmit data. Moreover, those devices can send their data to all devices in the PAN using the PAN destination address or to a specific device. [3] 

However, there are two standards for PAN i.e. IEEE 802.15.3 which focuses on low-power MAC and physical layers, and IEEE 802.15.4 which focuses on extra-low power MAC and physical layers. [1]
On the other hand, the following table (table 2) determines the general specifications of PAN:-

	The standards
	No. of devices
	Coverage
	 Data Rate

	IEEE 802.15.3
	At most 255 devices 
	10 -100m
	500 Mbit/sec

	IEEE 802.15.4
	At most 255 devices
	10 -100m
	250 Mbit/sec


Table 2: The general specifications of Wireless Personal Area Network. [1]
2.1
The Bluetooth's Physical Layer:-

Bluetooth is a wireless protocol for transmitting and exchanging data between devices over short distances creating Personal Area Network. It provides exchanging data between devices through a secure 2.4GHz short range frequency bandwidth. In addition, a bandwidth of 83.5 MHz is, also, available in US and Europe and operates at 69 Radio Frequency (RF) channels while in other countries like France, a smaller bandwidth is available and it operates at 23 RF. Moreover, Bluetooth provides connection of several devices at the same time. Such devices are i.e. mobile phones, telephones, laptops, personal computers, and printers. [1]

2.1.1
Bluetooth Physical Specifications:-

The following tables (tables 3 and 4 in the next page) show the Bluetooth specifications, which are developed and licensed by Bluetooth Special Interest Group (SIG), and they are classified into class 1, 2, and 3 according to the range of coverage :-

Table 3: Bluetooth Specifications. [1]
	    Class
	Maximum Permitted Power mW(dBm)
	Range (approximate)
	Modulation

	  Class 1 (Versions 2.1 and newer Versions)
	100 mW(20dBm)
	100 meters
	Gaussian frequency-shift keying (GFSK) 

	  Class 2 (Version 2.0)
	2.5 mW(4 dBm)
	10 meters
	

	  Class 3 (Version 1.2)
	1 mW(0dBm)
	1 meter
	


As we notice in table 3, the range of coverage for the Bluetooth can be extended beyond 10 meters, which is within the general range of coverage for PANs that varies from 10 – 100m at most, up to 100 meters if class 2 Bluetooth devices connect to a class 1 transceiver. [1]
On the other hand, table 4 shows different versions of Bluetooth and their advantages. Moreover, data rate specifications which vary according to those different versions are listed in the table:-

	Version
	Data Rate
	Advantages

	Version 1.2
	1 Mbit/sec
	1- Includes Adaptive Frequency hopping which improves the resistance to frequencies interference.

2-    Faster connection and discovery of other devices in the range. 

3-  Allows retransmission of corrupted packets.

	Version 2.0
	3 Mbit/sec
	1-  Three times faster than version 1.2.
2- Lower power consumption than version 1.2.

	Versions 2.1 and newer Versions
	53 – 480 Mbit/sec
	1- They allow better filtering of devices before connection by providing more information about them during inquiry.
2- They provide lower power consumption than version 2.0.

3- They have better security than older versions.  


Table 4: Data Rate Specifications. [1]


2.1.2
The Physical Layer's Protocols:-
The Bluetooth's physical layer has one important protocol which is the Baseband protocol that is described in the following section:-
2.1.2.1
The Baseband Protocol:-

2.1.2.2  The Baseband Physical Channel:-
The Baseband is the physical layer of the Bluetooth. The Baseband provides a 2.4GHz ISM as a standard bandwidth for the Bluetooth operation in most countries and 83.5 MHz in the US. It provides a piconet for two or more devices which are using the same channel. That piconet provides a master and slave technique to a several devices which are connected to each other in the same channel as shown in figure 2 in the next page. [2]
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Figure 2: Master and Slave technique diagram. [2]
As we notice in figure 2, the hopping sequence is determined by the Bluetooth device address (BD_ADDR) of the master while the phase in this hopping sequence is determined by what is called the Bluetooth clock of the master. For Bluetooth devices' packets transmission, there are different time slots, which are 625us in length, divided and allocated to each device of the Bluetooth devices which are connected in the same channel where each slot corresponds to a different RF hop frequency, as shown in figure 3. Those time slots are numbered according to the Bluetooth clock of the master by allowing the master device to transmit in, only, even numbered time slots while the slave devices transmits at odd numbered time slots. [2]

[image: image3]
Figure 3: Master and Slave time slots division. [2]
2.1.2.2 
 The Baseband Physical Links:-
There are two types of links in the Baseband protocol:-
1. SCO (Synchronous Connection-Oriented): which is a symmetric point-to-point link between a master and a single slave in the piconet, and it mainly carries voice information. It's used only for 64 kB/sec speech transmission. [2]
2. ACL (Asynchronous Connection-Less): Which is a point-to-multipoint link between the master and all slaves which are located on the same channel. In addition, it applies packets retransmission. [2]
2.1.2.3
  The Baseband Packets:-
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Figure 4: The Baseband packet format. [2]
As shown in figure 4, each packet consists of 3 main entities:-
1. Access Code: Which is used for timing synchronization, offset compensation, paging and inquiry, which is the property of discovering all devices in a specific range and determining their addresses and clocks. The Access Code's total length is 72 bits. [2]
However, there are three different types of Access code which are:-
A. Channel Access Code (CAC): Which is used for identifying a unique piconet. [2]
B. Device Access Code (DAC): Which is used for paging, which is the property of setting up a connection between devices. [2]
C. Inquiry Access Code (IAC): Which is used for inquiry purpose. [2]
2.  Header: Which contains information for packet acknowledgement, packets' numbers to be in order, flow control, slave address and error check for header. The header's total length is 54 bits. [2]
3.   Payload: Which contains voice and data fields. Its total length varies from 0 to 2745 bits. [2]
3. Data Link Layer:-
3.2 L2CAP:-
L2CAP Protocol is used mainly to multiplex several connections between two devices and to provide segmentation and reassembly of packets.
3.1 Link Manager (LM):-

The link manager (LM) establishes a link configuration and other protocol. It discovers any remote LM’s. After that, it communicates with them through Link Manager Protocol (LMP) between two devices. The Link Manager Protocol essentially consists of a number of PDU (Protocol Data Units), which are sent from one device to another. LM PDUs are always sent as single-slot packets. [6]
The Link Manager Protocol (LMP) is used to control and negotiate all aspects of the operation of the Bluetooth connection between two devices. This includes the set-up and control of logical transports and logical links, and for control of physical links. The Link Manager Protocol is used to communicate between the Link Managers (LM) on the two devices which are connected by the Asynchronous Connection-Oriented (ACL). [6]
LMP messages are exchanged over the Asynchronous Connection-Oriented Control (ACL-C) logical link that is carried on the default ACL.  The ACL-C logical link is distinguished from the ACL-U (which carries L2CAP and user data) by the Logical Link Identifier (LLID) field carried in the payload header of variable-length packets.[6]

LMP messages are carried on the ACL-C logical link, which does not guarantee a time to deliver or acknowledge packets. LMP procedures take account of this when synchronizing state changes in the two devices. For example, criteria are defined that specify when a logical transport address (LT_ADDR) may be re-used after it becomes available due to a device leaving the Pico net or entering the park state. Other LMP procedures, such as hold or role switch include the Bluetooth clock as a parameter in order to define a fixed synchronization point. The transitions into and out of sniff mode are protected with a transition mode. The LMP operates in terms of transactions. A transaction is a connected set of message exchanges which achieve a particular purpose. [6]
Therefore, the main objectives of this layer are: 

1. Link configuration: setup link, detach link, switch master and slave roles.

2. Management: low power modes – Hold, Sniff and Park, QOS.

3. Security: Authentication, Pairing, Encryption. 

The layers' messages, which are used for network control, such as link setup and configuration, are not propagated to the upper levels. This layer doesn't need any acknowledgement message because the link controller.
4. The Transport Layer:-

There are three main protocols for Bluetooth described in the following sections:-

4.1 Point-to-Point Protocol (PPP):-
Briefly, described as an internet standard protocol that transports IP datagrams over a point-to-point link which is set up between two devices. [1]
4.2 BNEP (Bluetooth Network Encapsulation Protocol):-

Its main purpose is to transfer IP packets and protocol stack's over an L2CAP channel. [1]
4.3 RFCOMM (Cable Replacement Protocol):- 
Radio frequency communications (RFCOMM) is the cable replacement protocol used to create a virtual serial data stream. RFCOMM transports binary data and, also, emulates RS-232 control signals over the Bluetooth physical layer. Furthermore, RFCOMM provides a simple reliable data stream to the user. It is used directly by many telephony related profiles as a carrier for AT commands. [1]
However, many Bluetooth applications use RFCOMM because of its widespread support and its availability to the public. In addition, applications that use a serial port to communicate can be quickly ported to use RFCOMM. [1]
On the other hand, L2CAP provides maximum reliability for the RFCOMM, to ensure that all frames are delivered in order, and without duplicates. If L2CAP channel fails to provide reliability, RFCOMM will expect a link loss notification, which should be handled by RFCOMM. [2]
4.4 HCI Transport Layer:-
The Link Management Protocol (LMP), Baseband and radio are typically implemented in the Bluetooth hardware modules. These modules can interface to the host using different interfaces. However, all Bluetooth controllers should implement the Bluetooth Host Controller Interface (HCI).  Essentially this interface provides a uniform method of accessing the Bluetooth Baseband capabilities .The HCI exists across 3 sections, the Host, Transport Layer, and Host Controller. [6]
Using HCI, the Bluetooth application can access Bluetooth Hardware without knowledge of the transport layer or other hardware implementation details. For many devices, the Bluetooth enabling module may be added as a separate card, for instance, on a PC or a laptop, the Bluetooth hardware may be added as a PCI card or a USB adapter.  Hardware modules usually implement the lower layers radio, Baseband and LMP. Then the data to be sent to LMP and Baseband travels over the physical bus like USB .A driver for this bus is required on the “host”, that is the PC and a “host controller interface” is required on the Bluetooth hardware card to accept data over the physical bus. [6]
Some Bluetooth systems will have the Baseband and Link Manager on one processor with higher layers such as L2CAP, SDP, RFCOMM and applications running on a separate host processor .A Bluetooth card for a PC could be implemented like this with the Link Manager and Baseband, and the higher layers on the PC’s processor. [6]
In systems where the higher layers are run on a host device’s processor and lower layers on a Bluetooth device, an interface is needed between the higher and lower layers.  The Bluetooth standard defines the HCI.  By making this a standard interface, it is possible to mix and match higher and lower layers, so for instance one set of higher layer software on a PC could run from different manufacturers. [6]
5. Bluetooth's Protocols Summary:-

We will summarize all of the Bluetooth's protocols that are related to the layers that we focus on in this project and, also, the ones which are related to the other layers that we didn't mention. But, first, we will generally classify these protocols, according to their functions, into four main protocols as shown in figure 5. Therefore, as we notice in the figure that those main protocols are considered as core protocols which include the protocols that the Bluetooth depend directly on in its main operations such as communicating with the other devices, setting up connections between them,…etc. Also, there are two single protocols which are RFCOMM and TCS Bin which are considered as a Cable Replacement Protocol and a Telephone Control Protocol, respectively. Finally, the fourth main protocols are called the adopted protocols which are defined by other standards making organizations and incorporated into Bluetooth’s protocol stack, allowing Bluetooth to create protocols only when necessary.[1]
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Figure 5: A general classification of the Bluetooth's protocols.
However, those protocols are summarized in table 5 in the next page with brief descriptions about their functions and locations. 
	The Protocol
	Its Location
	Protocol's Function 

	Baseband
	Physical Layer
	To provide Bluetooth's physical characteristics and specifications such as proper bandwidths, data rate and range of coverage and to provide techniques for transferring packets by providing master and slave technique.

	LMP (Link Management Protocol )
	Data link layer
	To control the radio link between two devices.

	HCI (Host/Controller Interface)
	Transport Layer
	To provide a communication between a host stack such as a mobile phone and a controller (Bluetooth Interface controller). 

	L2CAP (Logical Link Control and Adaptation Protocol)
	Data Link Layer
	To multiplex several connections between two devices and to provide segmentation and reassembly of packets.

	SDP (Service Discovery Protocol)
	Application Layer
	To allow devices to know what common services do they support and to determine what suitable parameters to use to connect to each other.

	RFCOMM (Cable Replacement Protocol)
	Transport Layer
	To create virtual series data stream and a simple reliable data stream to the user.

	BNEP (Bluetooth Network Encapsulation Protocol)
	Transport Layer
	Its main purpose is to transfer IP packets and protocol stack's over an L2CAP channel. 



	AVCTP & AVDTP (Audio/Control & Audio/Visual Transport Protocol)
	Application Layer
	To transfer AV/C commands over an L2CAP channel to control e.g. music player and to stream music to the headsets over L2CAP channel once we press the music buttons. 

	TCS-Bin (Telephony Control Protocol-binary)
	Application Layer
	To define call's control signaling to allow establishment of voice and data between devices.

	Point-to-Point Protocol (PPP)
	Transport Layer 
	To transport packets over a point-to-point link.

	OBEX (Object Exchange Protocol)
	Session Layer
	To exchange objects and providing them models.

	WAE/WAP (Wireless Application Environment/Protocol)
	Application Layer
	WAE provides and application frame work while WAP provides access to telephony and info. services.


Table 5: A summary for Bluetooth's protocols and their functions. [1]
6.0
Other Applications:-
The importance of Personal Area Networks (PAN) is like all other personalization technologies that we use in our life. In the future, PAN applications are almost limitless. The key for a PAN is to enable devices to autonomously detect and acquire one another. This provides the ability for personalization through unconscious communications.  For example, a PAN in ones automobile would provide various applications, such as the ability for the system to detect the presence of the user, thereby allowing the mobile handset to automatically acquire important information to driver such as weather and road conditions.
One of the fundamental advantages of PANs is that they negate the need for wires, allowing the user to, for example, transfer files videos and transfer data such as sensors and using wireless headset. The end users of PANs could be from man-to-man, man-to-machine, and finally machine-to-machine.

6.1 Zigbee:-
ZigBee is the name of a specification for a suite of high level communication protocols using small, low-power digital radios based on the IEEE 802.15.4-2006 standard for wireless personal area networks (WPANs). In May 2003, Zigbee standard was completed and accepted as an official standard and it is mandatory for companies to be member of the Zigbee Alliance for manufacturing Zigbee products. Today the alliance has over 150 members including Ember, Honeywell, Philips, Samsung, and Motorola who are working towards rolling out Zigbee devices. [5]
There are a multitude of standards like Bluetooth and WiFi that address mid to high data rates for voice, PC LANs, video, etc. However, up till now there hasn't been a wireless network standard that meets the unique needs of sensors and control devices. Sensors and controls don't need high bandwidth but they do need very low energy consumption for long battery lives and for large device arrays. [5]

The initial markets earmarked for Zigbee are: home control, building automation, and industrial automation. The underlying benefit is remote control of multiple systems and their flexible management. In the home and building segment this can be extended to lighting, heating, air conditioning, and security systems. In the industrial segment it can be used to improve asset management and extend existing manufacturing and process control systems reliably. [5]
 Figure (6) shows the architecture of Zigbee.

[image: image7.png]Baseband layer

i
X

2





Figure 6: the architecture of Zigbee. [5]
6.1.1 Physical Layer:-
The table below (6) shows the Physical layer properties used in Zigbee depending on IEEE 802.15.4 standard.

	Property
	

	Frequency band
	868 MHz

915 MHz

2.4 GHz

	Data rate
	868 MHz: 20 kbps

915 MHz: 40 kbps

2.4 GHz: 250 kbps

	Range
	10m – 75m

	Latency
	15.36 ms <


Table 6: Physical layer properties of Zigbee [5]

6.1.2 Data Link Layer (MAC Layer):-
On the other hand, in the MAC layer, the maximum length of an IEEE 802.15.4-2003 MAC packet is 127 bytes, including a 16-bit CRC value. The 16-bit CRC value verifies the frame integrity. In addition, IEEE 802.15.4-2003 optionally uses an Acknowledged data transfer mechanism. With this method, all frames with a special acknowledgement request flag set are acknowledged by its receiver. This ensures that a frame is in fact delivered. If a frame is transmitted with the acknowledgement request flag set and the Acknowledgement is not received within a certain time-out period, the transmitter will retry the transmission for a fixed number of times before declaring an error. It is important to note that the reception of an Acknowledgement simply indicates that a frame was properly received by the MAC layer. It does not, however, indicate that the frame was processed correctly. It is possible that the MAC layer of the receiving node received and acknowledged a frame correctly, but due to the lack of processing resources, a frame might be discarded by upper layers. As a result, the upper layers may require additional Acknowledgement response [5].
6.1.3 Network Layer:-

However, in the network layer, the main functions are to enable the correct use of the MAC layer and provide a suitable interface for the application layer. Its capabilities and structure are those typically associated to such network layers, including routing. The routing algorithm is achieved by AODV (Ad-hoc On-demand Distance Vector) routing. [5]
7.0
Conclusion:-
In this project, we learned about Personal Area Network and some of its applications such as Bluetooth and Zigbee. Moreover, we had an opportunity to learn more about the standard OSI layers in communication networks specially the physical, data link, network and transport layers, based on the Personal Area Networks (PAN) and its applications. 
However, as we obtained from this project, there is a general physical layer that gives general specifications and limits for all personal area networks. For example, the range of coverage which is generally 33 feet or 10 meters, also, the data rate, the maximum No. of devices that can share a single personal area network. Thus, in spite of the differences that we noticed between the physical specifications and ranges of different applications such as the Bluetooth and the Zigbee technologies, their physical layers and specifications still vary within the general physical specifications of Personal Area Network. Furthermore, we obtained that the layers which are above the physical layer are being more different from one application to another since they have different specifications and protocols, and there are no PANs' general specifications for these layers to contain those applications' specifications. 

On the other hand, we have been facing some problems and difficulties in this project. For example, we have been facing a problem in determining the Bluetooth's standard layers architecture because we couldn't find a specific architecture that clarifies its OSI layers except that we could find a standard layer architecture according to its protocols. Therefore, we solved this problem by clarifying those protocols and its layers and, also, we gave a summary and a table for those protocols' locations. Furthermore, we had a difficulty in determining the locations of these protocols and which layer does each protocol belong to. Thus, we have done lot of researches and by the time we could solve this problem. In addition, as we noticed in the project that the Bluetooth doesn't really have a Network layer and its architecture is reduced into three main layers which are the Physical layer, the data link layer and then directly to the transport layer besides, also, the Session layer and Application layer. But since the whole idea is to give examples to clarify these personal area networks' layers, we included the network layer and clarified it but in other applications such as Zigbee. In addition, the Zigbee does not have a transport layer but it was already clarified in the Bluetooth.
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