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Chapter 9

Securing a Network

Learning Objectives

In this chapter, you will provide the students with hands-on labs and lectures that will cover the use and management of Novell’s and Windows print systems along with various methods to use stand-alone and networked printing processes. At the end of the lesson, the students should be able to:

· Identify threats to the network.

· Plan for a secure network.

Estimated Time for Module: 2 hours, 45 minutes

This lesson introduces concepts that deal with securing the network from internal as well as external threats.

Preparing for Class

This is an exciting chapter about networking and network security. If anything is going to get your attention today, it is network security. The chapter is an excellent introduction to network security, and should serve as a basis for further investigation by your students. Okay, so it’s time to get to the Internet and to the plethora of Internet sites that are available for the topic of network security. One just has to pick up the day’s newspapers/magazines to see the next denial-of-service attack that has been launched by some loved-starved teenager. Get on top of this subject, because networkers of the future are going to be expected to know this topic inside and out.

Prerequisites for Class

Ensure that:

· Students are comfortable with basic computing skills (mouse and keyboard use), understand the functions of a PC, and have a basic understanding of what an operating system is.

· The students should have access to the Internet so that they can research various Hardware Compatibility Lists.

· You have access to a CISCO router to show your students real access lists.

Class Preparation Notes

Ideally, each student should have the opportunity to work through the various projects and labs in this chapter. Group work is encouraged. Internet research on the topic is required to be successful in the process.

General Teaching Tips

This lesson provides an opportunity for your students to take advantage of learning some basic networking, especially how and why security is such a big topic these days. The lessons and labs in the book are excellent and should be used to enhance the educational process.

Key Terms

access control — Is a mechanism that is used to restrict what authorized users can do on a computer system.

audit trail — An audit trail is a log that records certain security-related events that occur on a computer system.

biometrics — Involves the use of unique human characteristics for authentication.

brute force attack — An attack on the network where the attacker tries every possible combination of letters, numbers, and special characters to obtain a password.

denial of service (DOS) attack — An attempt to prevent the legitimate use of a resource.
disaster recovery plan (DRP) — A plan consisting of the precautions to be taken to reduce the damage caused by certain events in an organization's infrastructure.
distributed denial of service (DDOS) attack — An attack that makes use of the compromised systems to increase the amount of traffic in a flood and thus take down larger connections or even multiple systems.
Firewall — A network security device that prevents unauthorized access to computers and data on a network.
hacker — Individuals who use their knowledge of computers to cause harm.
Identification and Authentication (I&A) — The security mechanism that allows a computer to uniquely identify the person or computer attempting to log on or perform an action.
password lockouts — Prevents password-guessing attacks.

penetration test — A test that looks for vulnerabilities in the computer and network systems of an organization.
policy — They are a set of rules. In Windows, policies define the expected level of security that is to be configured, and specify acceptable computer behavior for employees and users of the computer systems and networks.
port scan — A query used to identify systems that are running services vulnerable to attacks.
risk — The likelihood that damage or injury may occur.
Rootkit — A set of programs that will aid a hacker in returning to the system and hiding their presence.
sniffing — A process used to obtain encrypted passwords from the network as they are communicated between systems.
social engineering — A method of gaining unauthorized access to computer systems through non-technical means, such as using lies and deceit to gain passwords or other information about the network.
threat — Someone or something that could inflict damage or injury.
Trojan horse — A program that pretends to be something it is not.
Virus — A program that piggybacks on another program. Viruses are not programs that exist on a system by themselves.
war-dial — An attempt to find phone lines that are being answered by computers.
Worm — A programs that executes on its own and uses its own code to propagate, usually intent on causing malicious damage.
Lecture Outline

I.
Identifying Threats to Networking Security

Discussion Point

This is a good time to open up a general discussion on security. Ask your students what they think is involved with network and then Internet security; you may be surprised at what they already know.

A.
Internal threats.

Teaching Tip

Internal threats are your worst-case nightmare, simply because you do not know who is going to get upset and destroy something on your network. Enforce policies.

1.
There are three primary components to any security strategy designed to combat internal threats.

a)
Account security.

b)
File and directory permissions.

c)
Practices and user education.

B.
Account security.

Teaching Tip

Account security is only as good as its implementation and use. If you do not have your employees use your password configuration, if you do not enforce your standards of security, then you are inviting disaster.

1.
Methods of authentication.

a)
Identity

(1)
By something the person knows.

(2)
By something the person has.

(3)
By something the person is.

b)
Biometrics

(1)
Fingerprints.

(2)
Hand geometry.

(3)
Retina scans.

(4)
Facial geometry.

(5)
Voice prints.

c)
Strong password characteristics.

(1)
They are hard to guess even if the person knows you.

(2)
They are hard to discover using brute force.

d)
Breaking passwords.

(1)
Not so much broken as discovered.

(2)
Discovered through simple guessing at the password prompt.

(3)
Prevented through the use of password lockouts.

2.
File and directory permissions.

a)
Windows systems.

(1)
Windows has the ability to set access control permissions at a very detailed level.

b)
Linux systems.

(1)
Permissions can be set for the owner of the file, for the group, and for the world.

(2)
Read, write, and execute permissions can be granted for each of these three.

3.
Practices and user education.

Discussion Point

Provide the class with a list of the areas that should be covered in an organization’s network security policies. Ask the students to rate them as far as importance goes to them. Then ask them to share this information.

a)
The following is a list of the areas that should be covered in an organization’s network security policies:

(1)
System configuration.

(2)
User authentication (passwords, etc).

(3)
Access control configurations.

(4)
Network connectivity.

(5)
Computer and Internet use.

(6)
E-mail use.

(7)
Incident response.

(8)
Disaster recovery.

(9)
Security awareness.

b)
Audit trails.

Teaching Tip

Windows XP has a great tool called Internet Connection Firewall to set up and monitor security.

(1)
Successful logins.

(2)
Failed logins.

(3)
Successful logouts.

(4)
Failed logouts.

(5)
Successful management actions.

(6)
Failed management actions.

(7)
System events.

(8)
Failed access attempts.

C.
External threats.

Teaching Tip

This is a true threat to your network, but the most severe threat is internal threats, the disgruntled employee who wants to take out his frustrations on your equipment. These people are much more dangerous than those trying to hack in.

1.
Front door attacks.

a)
Mail servers.

b)
Web servers.

c)
Routers.

2.
The hacker’s attack.

a)
Port scan probe.

b)
There are several potential outcomes of an attack.

(1)
A Web server might be defaced.

(2)
The system might be compromised so that the hacker is able to log in to the system.

(3)
A service running on the system may cease to function.

3.
Network protections.

Teaching Tip

Protection is only as good as its implementation.

a)
The firewall.

(1)
Drops all traffic by default.

4.
Patching vulnerabilities.

a)
Always keep your network software updated and your virus scanning programs up to date. This is your first line of defense.

b)
Computer Emergency Response Team (CERT).

(1)
Provides a mailing list on major vulnerabilities and patches.

(2)
http://www.cert.org
c)
Security focus.

(1)
Provides several mailing lists on software vulnerabilities (bugtraq), computer incidents, and others.

(2)
http://www.securityfocus.com
5.
Back door attacks.

Teaching Tip

This might sound crazy, but remember the age-old story of the printer repair person who just walked into a facility and walked out with a new printer. That is not far from the truth. Security starts at your front door and never ends.

a)
Physically breaking into the facility.

b)
Using a remote access connection.

c)
Using a wireless network access point.

d)
Using social engineering to trick an employee into giving out information.

6.
Physical security.

a)
Locating sensitive systems in a data center that has good physical access controls.

b)
Limiting the access that outsiders have to an organization’s facilities so that they cannot use employee computers or attach their own systems to the network.

7.
Remote access security.

8.
Wireless networks.

Teaching Tip

This is the next biggest security risk on the networking frontier. How are your new networking students going to face and cope with this huge threat? Remember portable phones, and how easy it was to listen to your neighbor’s conversation.

a)
Monitor internal systems just as you monitor external systems, and use internal Intrusion Detection System (IDS) if possible.

b)
Understand the range and security features of your wireless systems.

c)
Use a VPN on your wireless networks.

d)
Use a firewall to limit access from your wireless networks to your internal networks.

e)
Identify valid MAC addresses and exclude all others from your wireless networks.

9.
Social engineering.

Discussion Point

Ask your students how they think that something like this could possibly be prevented.

a)
A hacker may use lies and deceit to gain passwords or other information about the network.

10.
Denial of service.

Teaching Tip

A simple IP flooding tool can easily demonstrate a DOS to your students. I have downloaded such a tool and have used it numerous times in my classroom and to my students’ delight, because they saw a DOS take place and shut down our network.

a)
An attempt to prevent the legitimate use of a resource.

b)
Distributed DOS (DDOS) attack.

D.
Viruses, worms, and other malicious code.

1.
Types of malicious programs.

a)
Viruses

b)
Worms

c)
Trojan horses

2.
Preventing infections.

Discussion Point

Discuss with the class on how they can be part of the team to prevent infections getting into their network. Ask your class what they think they can do to prevent a widespread infiltration of their network.

a)
Servers.

b)
Desktop computers.

c)
E-mail.

d)
Updating anti-virus databases.

II.
Planning a Secure Network

Teaching Tip

It is just not enough to plan. You must initiate the plan, train your users, and put in place checks and balances to ensure that what you think is happening is really happening.

A.
Identifying the requirements.

1.
Confidentiality

2.
Integrity

3.
Availability

4.
Accountability
B.
Planning for disaster.

Teaching Tip

This is absolutely the best insurance policy that you can take as a network administrator. If you do nothing but back up, you can at least recover.

1.
Backing up the network.

Project

This project should take 20-30 minutes of class time. After setting this project up, you will need to walk around the room to get the students’ perspective on what is happening in the project. For a different flavor, send your students to docs.sun.com and have them look up the RLOGIN command on the man pages there.

You are currently using the Red Hat Linux 7.3 operating system. Your boss has been reading the latest security bulletin put out, and wants you to tell him about the remote login command and the various options that come with the command. He is interested in this command because several of the articles he has been reading talk about that command in particular. He now understands that it is a way that hackers can get into his system. Some of the tools that will be useful in the project are access to a Linux PC, Internet access, pencil, and paper.

Have your students start their search by using the man pages. They can type in the command MAN RLOGIN and then select the enter key. They will then be presented with the manual page for the command remote login.

Project Solution

Although the answers from your students will vary because they will not write down all of the options available with the RLOGIN command, they should include at least most of the following:

The RLOGIN command establishes a remote login session from your terminal to the remote machine named hostname.

The following options are supported:
-8
Passes eight-bit data across the net instead of seven-bit data.

-ec 
Specifies a different escape character, c, for the line used to disconnect from the remote host.

-E 
Stops any character from being recognized as an escape character.

-l username 
Specifies a different username for the remote login. If you do not use this option, the remote username used is the same as your local username.

-L 
Allow the rlogin session to be run in the ‘litout’ mode.

Chapter Review

In this chapter, we learnt how to:

Identify Threats to Your Network

· Threats require motive, means, and opportunity.

· Employees or insiders are the most dangerous threats because they have means and opportunity.

· Hackers have sufficient means and motivation to attack your network. The only thing they may lack is the opportunity.

· User authentication must use something known, something possessed, or a personal characteristic.

· Strong passwords can be constructed by using combination of uppercase and lowercase letters, numbers, and special characters.

· Passwords are normally discovered through the use of a brute force attack.

· Access control mechanisms can be used to limit access to sensitive files.

· Technical security is not sufficient to protect a network. You must also have a security policy, and should educate users.

· Audit trails can be used to reconstruct events and thus help in investigating security incidents.

· Hackers usually attempt to identify systems, services, and software before attacking.

· Once vulnerability is identified, a hacker will exploit it and place a rootkit on the system.

· Firewalls are a basic component of security architecture.

· Patching vulnerabilities is an important part of overall security.

· Physical security is necessary to protect the overall computer security.

· Hackers can also use remote access via dial-up phone lines or a VPN to attack a network. Make sure such systems are protected by appropriate authentication.

· Wireless networks can extend beyond the physical confines of a building and can provide other means for hackers to gain access to your network.

· Hackers may use social engineering techniques to trick your employees to provide information such as passwords.

· Denial of service attacks can take many forms, but all of them deny access to important systems or information.

· Malicious code often costs organizations significant time to clean up and remove.

· Anti-virus software on desktop computers, servers, and e-mail systems is the best defense against malicious code.

· Anti-virus signatures must be updated on a regular basis to make the anti-virus software effective.

Plan for a Secure Network

· Requirements must be identified in the areas of confidentiality, integrity, availability, and accountability before a secure network can be constructed.

· Disaster planning is important for the availability of the network and systems.

· Proper disaster planning must include all key systems and information.

· Disaster planning is not a one-time exercise, but must be updated every time a new system is added to the network.

· Backups are a necessary part of network security.

· Backups are used to reconstruct files after a disk failure or unintentional deletion.

Assessment Quiz

This quiz will test the knowledge students have gained during the lesson.

Questions

1.
Threats require ____________________, ____________________, and ____________________.

2.
Employees or insiders are the most dangerous threats, because they have ____________________ and ____________________.

3.
User ____________________ must use something known, something possessed, or a personal characteristic.

4.
Strong ____________________ can be constructed by using combination of uppercase and lowercase letters, numbers, and special characters.

5.
Access control mechanisms can be used to ____________________ to sensitive files.

6.
Audit trails can be used to ____________________ events and thus can help in investigating security incidents.

7.
____________________ is a basic component of security architecture.

8.
____________________ can extend beyond the physical confines of the building and can provide another means for hackers to gain access to your network.

9.
Hackers may use ____________________ techniques to trick your employees to provide information such as passwords.

10.
Denial of service attacks can take many forms, but all of them ____________________ to important systems or information.

Answers

1.
Threats require motive, means, and opportunity.

2.
Employees or insiders are the most dangerous threats because they have means and opportunity.

3.
User authentication must use something known, something possessed, or a personal characteristic.

4.
Strong passwords can be constructed by using combinations of uppercase and lowercase letters, numbers, and special characters.

5.
Access control mechanisms can be used to limit access to sensitive files.

6.
Audit trails can be used to reconstruct events and thus can help in investigating security incidents.

7.
Firewalls are a basic component of security architecture.

8.
Wireless networks can extend beyond the physical confines of the building and can provide another means for hackers to gain access to your network.

9.
Hackers may use social engineering techniques to trick your employees to provide information such as passwords.

10.
Denial of service attacks can take many forms, but all of them deny access to important systems or information.
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