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Chapter 3

Communicating Over Networks

Learning Objectives

In this chapter, you will provide the students with an overview of networking and teach them the basic networking concepts. At the end of the lesson, the students should be able to:

· Understand network communication.

· Decipher computer addressing.

· Describe network communication protocols.

· Designing networks.

Estimated Time for Module: 3 hours, 45 minutes

This lesson explains the basic network communication process and introduces the network communication protocols. It also discusses the digital “language” that computers use to communicate and a few common network layout possibilities.

Preparing for Class

A basic understanding of networks is essential for a new networking student. This chapter jumps right into the most fundamental aspects of networking. Network communication, protocols, topologies, and the design of networks have been the cornerstone of basic networking. Many a times, we are caught up in what we think is the fun stuff, but to the students, the mere studying of networking is scary. This chapter and this lesson are all about making it fun for the students. As a crazy professor once told me, if you are not having fun, then you are not learning. Make this basic networking stuff fun! Yes, it is hard to do that, but I have given you some tips along the way on how I do it. The lab at the end of this lesson was constructed specifically to determine what your student’s level of knowledge is of the materials that you covered in this lesson, and to also bring in some fun and interesting ways of looking at networking.

Prerequisites for Class

Ensure that the students are:

· Comfortable with basic computing skills (mouse and keyboard use), understand the functions of a PC, and have a basic understanding of what an operating system is.

Class Preparation Notes

Ideally, each student should have the opportunity to work through the various projects and labs in this chapter. Group work is strongly encouraged.

General Teaching Tips

Many students have experience with networking in general, even though they do not realize it. Take the opportunity to involve each student in the chapter’s discussion points and keep them involved/engaged with the lesson. If a student has experience with networking, then let them also be involved within the lesson. Encourage students to ask questions about networking. Get your students into the real world of networking. Take them on a field trip.

Key Terms

Advanced Research Projects Agency Network (ARPANET) — The precursor to the Internet, ARPANET was a large wide-area network created by the United States Defense Advanced Research Project Agency (ARPA).
alphanumeric — A combined set of all letters in the alphabet and the numbers 0 through 9. It is useful to group letters and numbers together, because many programs treat them identically, and differently from punctuation characters.
American Standard Code for Information Interchange (ASCII) — ASCII is a code for representing English characters as numbers, with each letter assigned a number from 0 to 127.
analog — The principal feature of analog representations is that they are continuous. As an example, watches with hands are analog, because the hands move continuously around the clock face. As the minute hand goes around, it not only touches the numbers 1 through 12, but also the infinite number of points in between.

backbone — Another term for bus, the main wire that connects nodes. The term is often used to describe the main network connections composing the Internet.

base 16 — Refers to the base-16 number system, which consists of 16 unique symbols - the numbers 0 to 9 and the letters A to F.

binary — Pertains to a number system that has just two unique digits. For most purposes, we use the decimal number system, which has ten unique digits, 0 through 9. These ten digits are then combined to forms all other numbers.

bit — Short for binary digit, the smallest unit of information on a machine.

bus — A collection of wires through which data is transmitted from one part of a computer to another.

Bus topology — All devices are connected to a central cable, called the bus or the backbone. Bus networks are relatively inexpensive and easy to install for small networks.

byte — Abbreviation for binary term, a unit of storage capable of holding a single character. On almost all modern computers, a byte is equal to 8 bits. Large amounts of memory are indicated in terms of kilobytes (1,024 bytes), megabytes (1,048,576 bytes), and gigabytes (1,073,741,824 bytes).

connectionless — Refers to network protocols in which a host can send a message without establishing a connection with the recipient. That is, the host simply puts the message onto the network with the destination address and hopes that it reaches the right recipient.

daisy-chaining — Hardware configuration in which devices are connected to one another in a series.

demodulate — The process of converting an analog signal into a digital signal. A modem modulates data by converting it to audible tones that can be transmitted on a telephone wire. At the receiving side, a device demodulates the signals by separating the constant carrier signals from the variable data signals.

destination address — The device that receives a message or packet.

digital — A system based on discontinuous data or events. Computers are digital machines, because at their most basic level, they can distinguish between just two values, 0 and 1, or off and on.

Domain Name Service (DNS) — An Internet service that translates domain names into IP addresses.

Dynamic Host Configuration Protocol (DHCP) — A protocol for assigning dynamic IP addresses to devices on a network.

dynamic addressing — Commonly referred to as DHCP.

Extended Binary Coded Decimal Interchange Code (EBCDIC) — EBCDIC is an IBM code for representing characters as numbers. Although it is widely used on large IBM computers, most other computers, including PCs and Macintoshes, use ASCII codes.

Extranet — Refers to an Intranet that is partially accessible to authorized outsiders.

fault intolerant — The inability of a system to respond gracefully to an unexpected hardware or software failure.

fault tolerant — The ability of a system to respond gracefully to an unexpected hardware or software failure.

finite — A measurable unit. The known number of PCs on a particular network.

formatting — To prepare a storage medium, usually a disk, for reading and writing. When you format a disk, the operating system erases all book-keeping information on the disk, tests the disk to make sure all sectors are reliable, marks bad sectors (that is, those that are scratched), and creates internal address tables that it later uses to locate information.

hardware address — Also know as the Media Access Control (MAC) address of a network adapter.

hexadecimal notation — A numbering system that uses base 16 instead of base 10. To convert a value from hexadecimal to binary, you merely translate each hexadecimal digit into its 4-bit binary equivalent. Hexadecimal numbers have either a ‘0x’ prefix or an ‘h’ suffix.

Infinite — Something that goes on forever, such as infinite IP addressing.

Institute of Electrical and Electronics Engineers (IEEE) — IEEE is an organization of engineers, scientists, and students. It is best known for developing standards for the computer and electronics industry.

Internet Message Access Protocol (IMAP) — A protocol for retrieving e-mail messages.

Intranet — A network based on TCP/IP protocols (an Internet) belonging to an organization, usually a corporation, accessible only to the organization's members, employees, or others with authorization.

International Organization for Standardization (ISO) — ISO has defined a number of important computer standards, the most significant of which is perhaps the OSI (Open Systems Interconnection), a standardized architecture for designing networks.

leading zeros — The act of placing zeros into a network address or physical address in front of the notation.

Media Access Control (MAC) address — A hardware address that uniquely identifies each node of a network.

modulator-demodulator (modem) — A modem is a device or program that enables a computer to transmit data over, for example, telephone or cable lines.

modulate — To blend data into a carrier signal. At the receiving side, a device demodulates the signals by separating the constant carrier signals from the variable data signals.

NetBIOS Extended User Interface (NetBEUI) — It is an enhanced version of the NetBIOS protocol used by network operating systems.

Network Basic Input/Output System (NetBIOS) — An application-programming interface (API) that augments the DOS BIOS by adding special functions for local area networks (LANs). Almost all LANs for PCs are based on NetBIOS.

network address — In the networking environment this is referred to as the subnet address. In PCs, it is the IP address of the PC.

node address — A node can be a computer or some other device, such as a printer. Every node has a unique network address, sometimes called the Data Link Control (DLC) address or the Media Access Control (MAC) address.

Open Systems Interconnection (OSI) — An ISO standard for worldwide communication that defines a networking framework for implementing protocols in seven layers.

physical address — It is known as the MAC address of the network adapter installed in a PC.

Post Office Protocol (POP) — A protocol used to retrieve e-mail from a mail server.

protocol — An agreed-upon format for transmitting data between two devices.

protocol suite — A set of protocols that accomplish communications.

rheostat — A continuously variable electrical resistor used to regulate current.

Ring topology — A network in which all devices are connected to one another in the shape of a closed loop, so that each device is connected directly to two other devices, one on either side of it. Ring topologies are relatively expensive and difficult to install, but they offer high bandwidth and can span large distances.

routing — In internetworking, it refers to the process of moving a packet of data from the source to the destination.

Simple Mail Transfer Protocol (SMTP) — A protocol for sending e-mail messages between servers.

source address — The place from which data is taken or sent.

standards — A definition or format that has been approved by a recognized standards organization or is accepted as a de facto standard by the industry. Standards exist for programming languages, operating systems, data formats, communication protocols, and electrical interfaces.

Star topology — A network in which all devices are connected to a central hub. Star networks are relatively easy to install and manage, but bottlenecks can occur because all data must pass through the hub.

states — The conditions or status of an application or a process.

static addressing — Assigning a network address to an individual networked PC.

terminate — The end point of a connection. In networking, it refers to the completion of a signaling process.
Transmission Control Protocol/Internet Protocol (TCP/IP) — TCP is one of the main protocols in the TCP/IP network. While the IP protocol deals only with packets, TCP enables two hosts to establish a connection and exchange streams of data. TCP guarantees delivery of data and also guarantees that packets will be delivered in the same order in which they were sent.

topology — The shape of a local area network (LAN) or other communication systems. Topologies are either physical or logical.

Uniform Resource Locator (URL) — The global address of documents and other resources on the World Wide Web.

unique address — An exact name (using the correct format) and storage path (that point.
User Datagram Protocol (UDP) — A connectionless protocol that, like TCP, runs on top of IP networks. Unlike TCP/IP, UDP provides very few error recovery services, offering instead a direct way to send and receive datagrams over an IP network. It is used primarily for broadcasting messages over a network.

Lecture Outline

I.
Understanding Network Communication

A.
Computer signals.

1.
When two computers communicate on a network, they exchange digital signals.

2.
Each signal instance, or digit, is represented by a distinct (or discrete) state.

Teaching Tip

Digital signals have a finite (countable) number of states, which makes them different from analog signals, which have an infinite (not countable) number of states.

3.
A system that uses only the numbers zero and one is called a binary system.

B.
Digital to analog conversion.

1.
Bits

a)
A bit is a single instance of a digital signal.

b)
A bit is the individual “on” or “off.”

(1)
Represented by a one or a zero.

2.
Bytes

a)
Each character that a computer uses to communicate contains eight distinct bits, called a byte.

C.
Messages

1.
When a computer communicates with itself or with another computer, it assembles its characters (groups of bytes) into words, complete statements, and other digitized data meaningful to other computers.

2.
Combining bits and bytes is the process that forms the foundation of all computer communications.

II.
Deciphering Computer Addressing

Teaching Tip

This is where you can bring in street addressing and, in particular, an apartment building. Network addressing is a tough topic for the students, but keeping it plain and simple will assist them in understanding what you are talking about.

A.
Unique addresses.

1.
Storing and retrieving data accurately over a network depends heavily on each device having a unique address.

2.
With an exact name (using the correct format) and storage path (that point, the unique address finds the device correctly.

3.
If there are two devices with the same address, a system that relies on unique addressing for storage and retrieval cannot work.

B.
Physical address.

1.
The physical address is the first element of a computer’s network address.

a)
Typically comes from a special serial number assigned to a component (the network interface card) installed inside the computer itself.

2.
The numbers are controlled by the networking industry’s regulating organization, the Institute of Electrical and Electronics Engineers (IEEE).

3.
The equipment manufacturer requests a block of unique 48-bit binary numbers and then assigns a separate number to each network interface card (NIC) that it creates.

4.
Each computer also has a unique physical address, called the Media Access Control (MAC) address.

a)
The first 24 bits of the MAC address assigned to a NIC are set by the IEEE to identify the manufacturer.

b)
The second 24 bits are used for a unique serial number that is assigned to individual network interface cards by the manufacturer.

c)
The physical (or MAC) address is also sometimes referred to as the hardware address.

C.
Hexadecimal notation.

1.
A numbering system that uses base 16 instead of the customary base 10.

2.
It has 16 alphanumeric characters, that is the letters A through F and the numbers 0 to 9.

a)
A single hex digit equals four digits of a binary number.

3.
Takes four binary digits to represent the numbers 0 through 16.

a)
The same range can be represented with a single hex digit.

D.
Node address.

1.
In addition to the hardware address, some networks also require a unique node address for every computer on the network.

E.
Network address.

1.
The combination of the node address and the MAC address becomes a computer’s network address.

2.
Each network address identifies a computer distinctly from all others on a network.

F.
Network address implementation.

1.
Unique network addresses ensure that effective communication takes place.

2.
A source address is created by the originator of a message.

3.
A destination address is created, which specifies the information’s destination.

4.
Both, the source address and the destination address, are then added to the data, sometimes called a packet, being transmitted to make sure that the message is routed properly.

5.
If the receiving computer determines that the message is directed to:

a)
Itself, then it reads the packet or transmission.

b)
Someone else, then it simply discards the packet or passes it along.

III.
Describe Network Communication Protocols

Teaching Tip

I like to relate this lesson to my students by asking if any of them speak Spanish. If they do, I ask them to repeat a short sentence in Spanish. I then ask the class to tell me what the student just stated. Most of the class hopefully does not understand Spanish and will have no clue about what the student just said. Some student will, and that is okay. What I then tell the students is that network communication protocols allow a class where all speak English to understand the Spanish student’s sentence through a common interpreter. What this means is that someone who understands Spanish and English and can relay the information to the other students in a form that they can understand is an interpreter, or what networkers call protocols. Through this short exercise, they learn that this lesson on protocols is the same as language interpreters.

A.
Network communication decisions.

1.
Language to use.

a)
Effective network communication is controlled by a set of language rules, called protocols.

(1)
NetBIOS (Network Basic Input/Output System).

(2)
NetBEUI (NetBIOS Extended User Interface).

2.
Broadcasting versus routing.

a)
Early networking involved digital messages that were simply broadcast over the networking medium to anything that ‘listened.’

b)
Routing sends messages directly to the resource for which it is intended.

3.
Message format.

a)
Formatting is the combination of mutually acceptable characters such that messages can be exchanged.

B.
Layered communication.

Teaching Tip

Most people do not like to go through the OSI Model because it is boring, and extremely hard to relate to the students why it is important to them. Here is what I like to do. What does the OSI Model represent in terms other than the OSI Model? In other words, how can you teach the students about OSI without calling it the OSI Model? Some ways I have used are countries, roads, and highways. In order to get from destination ‘A’ to destination ‘B’, you must go a certain way. Yes, there are numerous other ways to get there, but the OSI Model gives you the easiest and fastest. Make it fun and they will listen and learn.

1.
OSI reference model concept.

a)
Physical layer.

b)
Data Link layer.

c)
Network layer.

d)
Transport layer.

e)
Session layer.

f)
Presentation layer.

g)
Application layer.

C.
Internet communication.

1.
Transmission Control Protocol/Internet Protocol (TCP/IP).

2.
Transmission Control Protocol (TCP).

3.
Internet Protocol (IP).

a)
Static addressing.

b)
Dynamic addressing.
(1)
Dynamic Host Configuration Protocol (DHCP).

4.
User Datagram Protocol (UDP).

a)
UDP is an alternative to TCP for communicating at the Transport layer.

5.
Domain Name Service (DNS).

6.
File Transfer Protocol (FTP).

7.
Simple Mail Transfer Protocol (SMTP).

a)
The SMTP is a set of rules that regulates the sending of e-mail across the Internet.

IV.
Designing Networks

Teaching Tip

This is where I like the students to make a budget. Give them a grocery list of items to buy and then let them go to the store to check out the prices of the products. Then I like to use this to launch into why they need a network and the choices that they have to make. You can also throw things like an unexpected company has come over for dinner and they only have a finite amount of food, so what are they going to do now? This really makes them think, and before long, they are talking about networking and do not even realize it.

A.
Network needs.

Discussion Point

Ask the students about their home computer needs. A lot of them really do not know how to express or even have an idea of what we are talking about here. The needs of the network are many, so talk about each one.

B.
Network choices.

1.
Network budget.

2.
Network users.

3.
Network application.

4.
Network security.

5.
Network growth.

C.
Network layout.

Teaching Tip

This is another strange area to discuss. I explain topologies by bringing in a topographical map of the local area. I go over it with the students and then we discuss how the rivers, lakes, and streams flow about in various patterns. This leads right into the discussion of topology in a networking environment. Do not forget about the mesh topology that the author has left out of the book.

1.
Bus topology.

Teaching Tip

I use the actual local bus schedule to explain a bus topology. I bring into the class a copy of the local schedule and a street map, and we talk about this bus thing and how it relates to networking.

a)
All computers are attached to and listen for communication over a single strand of wire with direct connections to each computer along the bus or backbone.

(1)
Each connection must be terminated or connected to another computer.

b)
This is called daisy-chaining computers together.

2.
Ring topology.

Teaching Tip

I have the students stand up and hold hands in the classroom. If it is nice outside, take them outside and form a circle. I tell them that this is a true ring topology. Then I pass around a token from one person to the next, telling them that it can only go in one direction. At some point in the conversation, I drop the students’ hands and tell them that the ring is broken and now the token can no longer be passed around because we are no longer connected. This works for me, and it helps the students understand how a packet travels around in a pure ring topology.

a)
Computers are attached to each other in a large circle.

b)
The signal flows around the circle to the next station, but stops if that circle is broken.

c)
Each station has both, a receiver and a transmitter, and acts as a signal repeater when passing the signal to the next station.

d)
The signal is passed in one direction only, and if one station is not operating properly, it is simply bypassed.

3.
Star topology.

Teaching Tip

This can also be accomplished as described above in the ring topology. Make it fun and they will remember.

a)
The most common topology used now, mainly because it is the easiest to maintain.

b)
At the center is the hub, and each computer has a direct connection to the hub.

Project

We have discussed topologies and network communication at length in this chapter. Now it is time to get some real practical experience in this process. Provide your students with a blank piece of paper and ask them to draw a picture of the various types of networks that we have discussed. However, instead of a standard network, ask them to draw a picture of a bus line from one area to another. Then look at the various methods of transportation that they could use to get from one point to the next. The topologies discussed were bus, star, and ring, and hopefully, you also talked about mesh; but tell them that they cannot use the pure forms of network topologies. While the students are completing this exercise, you are encouraged to walk around the room and see what they are drawing. Some students will have questions like what do you really mean. If no one asks a question, this is a good time for you to ask questions. Questions like why they are drawing, what they are drawing, or what they are really trying to show you are good probing questions that make this a much more interesting project.

Project Solution

This project will really show you what your students understand about what they learned as far as topologies and protocols are concerned. Some will even have questions about the OSI Model and how it fits into the picture. This lesson really brings home the formulation of a network and how a network is never a pure bus, ring, star, or mesh topology. Today’s networks are really a combination of each of the topologies. They will want you to assist them, but let the students show you what they know. This is a good start to understand your students.

Chapter Review

· When two computers communicate on a network, each signal instance or digit is represented by a distinct (or discrete) state.

· When a computer communicates with itself or with another computer, it assembles its characters (groups of bytes) into words, complete statements, and other digitized data meaningful to other computers.

· Combining bits and bytes is the process that forms the foundation of all computer communications.

· Computer addressing includes unique, physical, node, and network address.

· Hexadecimal notation is a numbering system that uses base 16 instead of the customary base 10.

· Network address implementation ensures that each computer on a network has a unique network addresses so that effective communication takes place.

· Network communication protocols include NetBIOS, NeBEUI, broadcasting, and message formatting.

· The Physical, Data Link, Network, Transport, Session, Presentation, and Application layer form the seven layers of the OSI Model.

· Internet communication protocols include Transmission Control Protocol/Internet Protocol (TCP/IP), Transmission Control Protocol (TCP), Internet Protocol (IP), and User Datagram Protocol (UDP).

· Network layout topologies include bus, ring, star, and mesh.

Assessment Quiz

This quiz will test the knowledge students have gained during the lesson.

Questions

1.
The term ____________________ is often used to describe the main network connections composing the Internet.

2.
The smallest unit of measurement on a machine is called a ____________________.

3.
All devices connected to a central cable best describe a ____________________ topology.

4.
On most modern computers, a ____________________ is equal to eight bits.

5.
The ____________________ is a device that receives the message/packet.

6.
The ____________________ is best known for developing standards for the computer and electronics industry.

7.
A(n) ____________________ is as a network based on TCP/IP protocols, and is accessible only by the organization's members, employees, or others having authorization.

8.
____________________ has defined a number of important computer standards, the most significant of which is perhaps OSI (Open Systems Interconnection), a standardized architecture for designing networks.

9.
The ____________________ is a hardware address that uniquely identifies each node on a network.

10.
When all devices are connected to one another in the shape of a closed loop, so that each device is connected directly to two other devices, one on either side, it is called a ____________________.

Answers

1.
The term backbone is often used to describe the main network connections composing the Internet.

2.
The smallest unit of measurement on a machine is called a bit.

3.
All devices connected to a central cable best describe a bus topology.

4.
On most modern computers, a byte is equal to eight bits.

5.
The destination address is the device that receives the message/packet.

6.
The IEEE is best known for developing standards for the computer and electronics industry.

7.
An Intranet is a network based on TCP/IP protocols, and is accessible only by the organization's members, employees, or others having authorization.

8.
ISO has defined a number of important computer standards, the most significant of which is perhaps OSI (Open Systems Interconnection), a standardized architecture for designing networks.

9.
The MAC address is a hardware address that uniquely identifies each node on a network.

10.
When all devices are connected to one another in the shape of a closed loop, so that each device is connected directly to two other devices, one on either side, it is called a ring topology.
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