Undergraduate Research:
How to start?

Muhamad Felemban
Director, IRC for Intelligent Secure Systems
Assistant Professor, COE/ ICS
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Undergraduate research iIs about the journey,
not the destination

Embarking on the
right journey will
lead you to an
amazing destination




A little bit about my self

galeallg Jgpritllamacllalldoals King Abdullah University of PURDUE

King Fahd University of Petroleum & Minerals Science and Technology UNIVERSITY.




A little bit about my self

Joined the Computer Engineering Department, KFUPM in 2018
*Helped in developing and offering COE497: Undergraduate Research

e Research Area

Dr. Muhamad [FEISIReEl (COE)

mfelemban@kfupm.edu.sa

s Cyber security

= Data privacy

¢ Machine learning
Tel: 860-2540

office: 22/214

Requirements

Expected Duration: Minimum 1 Semester
Experience:

Student's Major: COE, ICS

Student's Level: Senior

Dear Dr. Felemban,

| am Asaad AlGhamdi, a junior computer science student interested in undergraduate research. I'd like to ask if there are any undergraduate research
opportunity available. My main interests are A.l and information security Attached is my CV. Thank you.

Sincerely,
Asaad AlGhamdi




Previous tudents

Mohammad Albejadi
COE
COE497 - 2019

S2 2nd place in KAUST WEP
Student Research Poster

2 2nd place in ACM Student
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Mohammad Albejadi UGR KFUPM Research Grant

ICS 2 Conference papers
COE497 - 2019




Previous Students

FAEIR T

Mohammad Albejadi
COE
| COE497 - 2019

Mohammad Khiami O Khaled Alshehri
COE

MATH
COE497 - 2019 ™ ) coeas7-2022

Mohammad Albejadi Othman Kisha

ICS ICS
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Current Student
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COE, Aliagrah Muslim
University
Online
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Previous Students — SURE and UXplore
SURE 203 - SURE 223

y Mahmoud Ellouh, COE | |Mohammad Abu Shawarib, ICS
Murtada Al-Hasan, ISE | | Muath Alghamdi, SWE
Sultan Al-Garbi, ICS
Hassan Al-Saffar, EE
Mujtaba Siddiqui, ISE Amer Mossali, COE
Amaan lzhar, ICS
Abduljawad MD, ICS

- UXplore 222

- UXplore 231

- SURE 213 Osama Karnawi, SWE
Khaled Al-Shehri, MATH




Scholarly Outcomes from Undergraduate Research

Felemban, Muhamad, Mustafa Ghaleb, Kunwar Saaim, Saleh Al-Saleh, and Ahmad Almulhem. "File Fragment Type
Classification using Light-Weight Convolutional Neural Networks." IEEE Access (2024).

Mohamed, Tarik N., Hassan Alsafar, and Mohamad Felemban. "EXPLORING THE HUMAN RESPONSE TO ANGER:
UNCOVERING INSIGHTS THROUGH INFRARED THERMOGRAPHY AND EXPERIMENTAL PSYCHOLOGY." Acta
Neuropsychologica 22, no. 3 (2024).

Alghamdi, Muath, Mohammed Abushawarib, Mahmoud Ellouh, Mustafa Ghaleb, and Muhamad Felemban. "Enhancing
Arabic Information Retrieval for Question Answering." In Proceedings of the 7th International Conference on Future
Networks and Distributed Systems, pp. 366-371. 2023.

Al Butainy, Khaled, Muhamad Felemban, and Hamzah Lugman. "Realistic Face Masks Generation Using Generative
Adversarial Networks." In 2022 14th International Conference on Computational Intelligence and Communication Networks
(CICN), pp. 90-95. IEEE, 2022.

Ellouh, Mahmoud, Mustafa Ghaleb, and Muhamad Felemban. "loTZeroJar: towards a honeypot architecture for detection
of zero-day attacks in 10T." In 2022 14th International Conference on Computational Intelligence and Communication
Networks (CICN), pp. 765-771. IEEE, 2022.

Saaim, Kunwar Muhammed, Muhamad Felemban, Saleh Alsaleh, and Ahmad Almulhem. "Light-weight file fragments
classification using depthwise separable convolutions." In IFIP International Conference on ICT Systems Security and
Privacy Protection, pp. 196-211. Cham: Springer International Publishing, 2022.

AlGhamdi, Asaad, Younes Balah, Mohammad AlBejadi, and Muhamad Felemban. "BeeCast: A Device-to-Device
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1-3. 2020.




What Is Scientific Research?

Research is not reading from books and papers, attending
courses, discussing with professors, or prompting Al tools

Research is a systematic investigation or experimentation
aimed at the discovery and interpretation of facts, revision of
accepted theories or laws in the light of new facts, or
practical application of such new or revised theories or laws

Merriam-Webster




The Output of Research

Human knowledge
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Human knowledge

High school




The Output of Research

Human knowledge

Research




The Output of Research

Human knowledge

Your contribution
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Expected Output

Advance your knowledge in the field of study
Participate in finding a problem and solving it
Write and Present your output to the outer world

Prepare you for research opportunities in the future




Decide on

our interes

tep 1: Find a Research Advisor

Find
rofessor(s)

Do your

homework

ave a lot of

discussion
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Tip #1

Don’t go empty-handed to the meetings with
your advisor.




Tip #2

Frequest short meetings Is better than infrequent
long meetings.




Step 3: Develop Research Questions, Hypothesis, and
methodology

Set your

Set your
Read and Y Read and Set your research
. research , ,
Discuss : Discuss hypothesis plan and
questions
method

A research question is a clear, focus, concise, complex, and arguable question around
which you center your research

A research hypothesis is a specific clear and testable predictive statement about the the
possible outcome of your research




Tip #3

There are no stupid questions in research.
Don’t be afraid of saying “No, I don’t understand”




Step 3: Write and Present

You are not doing research if you don’t write
and present your work

Apply your formal composition skills
Use available resources in KFUPM
Editing
Proofreading

Present your work to your advisor
and colleagues

nnnnnnnnnnnnn




Tip #4

Don’t take shortcuts!
Using Al tools to generate text, draw figures,
fabricate data 1s NOT allowed.
You can use them to help with grammer,
structure, citations, etc.




Step 4: More Reading ...

*(Re)search -> it Is a continues process




Tip #5

It’s OK to make mistakes and miss a deadline




Reclepe for success In research

Persistance
Commitement
D edication




Tip #6

It’s about the journey, not the destination.

We don’t care about publications, we care more
about the skills and knowledge you acquire




Independent Research

Course 1: RES-200 Independent Research

An undergraduate independent research course is an academic opportunity for students to delve into a specific research topic of
their choice under the guidance of faculty members, researcher, or industrial professionals upon approval. the course provides
an end-to-end research experience starting from the selected research theme to delivering the research outcomes in the form of

a well-written article that qualifies for publication.

COURSE STRUCTURE

= Level:

Sophomore and above students (requires advisor endorsement)
i= Prerequisites:

No prerequisites

(® Number of Credits:

2-credits

& Time Commitment:

3 hours per week per credit

Assessment:

Letter Graded appears in the Academic Transcript

[ Project Type:

Project topic proposed by the student

¥ Outcomes:

Ajournal paper in the Journal of Undergraduate Research (JUR)
& Mentor:

Faculty, Researchers, Postdocs, and Adjunct Faculty

Vertically Integrated Research

A multidisciplinary teamwork project that integrates various components of the curriculum in a comprehensive engineering
design and research experience and practice a variety of skills such as introduction to design and applied research, project
management, planning, schedules, principle of leadership, teams and teamwork, meeting management, professionalism, concept
generation and evaluation, brainstorming, oral presentations, technical writing, reports, proposals.

Course 1: RES-201 Vertically-Integrated Research | (2-credits)
i= Prerequisites:

No prerequisites

Course 2: RES-301 Vertically-Integrated Research Il (3-credits)
i= Prerequisites:

RES-201 and Research Advisor Approval

Course 3: RES-401 Vertically-Integrated Research Ill (4-credits)
i= Prerequisites:

RES-301 and Research Advisor Approval

COURSE STRUCTURE

= Level:

Sophomore and above students (requires advisor endorsement)
& Time Commitment:

3 hours per week per credit

Assessment:

Letter Graded appears in the Academic Transcript
[ Project Type:

Multidisciplinary Project under IRC

¥ Outcomes:

A report, or journal/conference paper or prototype
& Mentor:

Faculty, Researchers, Postdocs, or Adjunct Faculty




Undergraduate Research Opportunitie

Course 1: RES-300 Guided Research
i= Prerequisites:

Sophomore and above students and Advisor Approval

The course offers student with unique opportunity to participate in an ongoing funded research project under the supervision of
experiences faculty, or researcher. Student will gain hands-on experience in research methodologies, data analysis, and scientific

communication.

COURSE STRUCTURE

= Level:

Sophomore and above students (requires advisor endorsement)
(© Number of Credits:

Not for Credits

i Time Commitment:

12 hours per week for 1-semester (paid)
Assessment:

Appears in the Non-Academic Transcript

[3 Project Type:

Faculty-specific project

P Outcomes:

Report, or journal/conference paper or prototype
& Mentor:

Faculty, Researchers, and Postdocs

Research Concentration

Course 1: 4XX Elective Course

Any undergraduate or graduate technical elective course

Course 2: 4XX Elective Course

Any undergraduate or graduate technical elective course

Course 3: XXX-494 Undergraduate Thesis |
i= Prerequisites:
No prerequisites

This course is an independent research course for students undertaking the CX in undergraduate research. An undergraduate
thesis is a substantive piece of research-oriented creative work demonstrating mastery over the discourse of one semester in
professional field. A thesis requires students to formulate the main hypothesis and research questions, maintain research
integrity and be aware of research misconducts, and acquire skills of identifying research gaps in literature. Students will develop
their scientific writing skills to report their preliminary research findings in a research proposal. Such proposal must be planned
and completed under the supervision of a faculty (advisor) and, at the advisor’s discretion and department approval, may be
reviewed by an additional co-advisor. Student will have to present to a committee his/her research plan and hypothesis in the
thesis proposal.

Course 4: XXX-496 Undergraduate Thesis Il
i= Prerequisites:
Undergraduate Thesis |

This is an independent research course focused on making research contributions and presenting the results in a thesis for
students undertaking the CX in undergraduate research. In this course, students will refine their thesis proposal in previous thesis
course and work closely with the advisor to demonstrate their research findings over one semester in a professional field. This
requires students to ensure the novelty and originality of the idea, conduct extensive research to validate the main hypothesis
and research questions, and have the skills needed to write the thesis and prepare the research results for the proper venue for
possible publication. Students will learn to develop their professional communication skills to defend their thesis in front of an
independent scientific committee and possible to deliver speech in a research symposia.

CONCENTRATION STRUCTURE

= Level:

Junior level and above students (requires department approval)
(© Number of Credits:

12 credits (total of 4 courses)

ﬁ Time Commitment:

4 semesters (min), 2 courses are research thesis

Assessment:

Letter Graded appears in the Academic Transcript

[ Project Type:

Thesis

1* Outcomes:

Thesis + Journal paper in the Journal of Undergraduate Research or International
& Mentor:

Faculty and committee




Bachelor of X

COURSE STRUCTURE

= Level:

Freshman and above students

(© Number of Credits:
129 credits

i Time Commitment:

4 years

Assessment:

Letter Graded appears in the Academic Transcript
[2) Project Type:

Multidisciplinary

¥ Outcomes:

BS degree + Journal paper

2 Mentor:
Faculty

achelor of Quantum Engineering

First Semester Second Semester
MATH 101 Calculus | 4 0 4MATH 102 Calculus Il 4 0 4
PHYS 101 General Physics | 3 3 4PHYS 102 General Physics Il 3 3 4
CHEM101 Principles of Chemical Science | 3 3 4ENGL 102 Intro to Report Writing 3 0 3]
ENGL 101 An Intro to Academic Discourse 3 0 31CS 108 Object-Oriented Programming 3 3 4
1CS104 Intro. to Programm. in Python & C 2 3 31AS 111 Belief & its Consequences 2 0 2|
PE 101 Health and Physical Education | 0 2 1
15 9 18 15 8 18

First Semester Second Semester
MATH 201 Calculus 111 3 0 3EE 207 Signals and Systems 3 0 3]
PHYS 213 Modern Physics 3 0 3MATH 208 Intro. to Diff. Eq. & Lin. Algebra 3.0 3]
ISE 291 Introduction to Data Science 3 0 3COE 202 Digital Logic 3 0 3
ICS 202 Data Structures and Algorithms 3 3 4COE 203 Digital Logic Design Lab 0 3 1
IAS 121 Language Foundation 2 0 2COE 292 Introduction to Artificial Intelligence 3 0 3]
ICS 253 Discrete Structures 3 0 3]
14 3 15 15 3 16|
[ hidYear(unoy

First Semester Second Semester
COE 301 Computer Organization 3 0 4PHYS 310 Quantum Mechanics and Applications | 3 0 3]
EE 315 Probabilistic Methods in Electrical Engineering 3 0 3PHYS 305 Electricity and Magnetism | 3 0 3]
PHYS 300 Classical Mechanics | 4 0 4CGS 392 Career Essentials 0 2 1
ENGL 214 Academic & Professional Comm. 3 0 3BUS 200 Business & Entrepreneurship 3 0 3]
IAS xxx Islamic/Arabic Elective 2 0 21CS 353 Design and Analysis of Algorithms 3 0 3]
COE 302 Design and Modeling of Digital Systems 3 0 3]
15 0 16 15 2 16

Summer
Summer Session COE/EE/ICS/PHYS 399 Training

First Semester Second Semester
COE/ICS/EE/PH

COE/ICS/EE/PHY 411 Senior Design project 1 0 0 0v412 Senior Design project 2 3 0 3
PHYS 471 Intreoduction to Quantum Information 3 0 31CS 439 Cryptography in Quantum Era 3 0 3
COE 466 Quantum Architecture and Algorithms 3 0 3PHYS 472 Qubits and QED 3 0 3
PHYS 410 Quantum Mechanics and Applications Il 3 0 3 XXX XXX Technical elective 3 0 3]
GS Xxxx GS Elective 3 0 3EE407 Microwave Engineering 3 0 3]
IAS 212 Ethics and Governance 2 0 2

14 0 14 12 0 15



https://bulletin.kfupm.edu.sa/course-detail?course_code=PHYS204
https://bulletin.kfupm.edu.sa/course-detail?course_code=EE315
https://bulletin.kfupm.edu.sa/course-detail?course_code=PHYS300
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INTERDISCIPLINARY RESEARCH CENTER

Intelligent Secure Systems About us ~ Research ~ News Events Contact us

People

Home > Aboutus > |

About us Faculty
> Overview
Dr. Abdallah Moubayedh

Assistant Professor in Computer
Engineering Department

> Vision & Mission Dr. Abdallah Laradji

N s
Director's Message Professor in Mathematics Department

>P

ople = alaradji@kfupm.edu.sa & abdallah.moubayed@kfupm.edu.sa

https://ri.kfupm.edu.sa/iss/

Pure Profile

Dr. Abdelmalek Zidouri

Associate Professor in Electrical
Engineering Department

& malek@kfupm.edu.sa
@ Google Scholar

Pure Profile

Dr. Abdulaziz Tabakh
Assistant Professor in Computer
Engineering Department

& atabakh@kfupm.edu.sa
@& Google Scholar

Dr. Abdulkareem Alzahrani

Associate Professor in Islamic and Arabic

Studies Department

& akareem@kfupm.edu.sa

Dr. Adel About

Assistant Professor in Physics
Department

adel.abbout@kfupm.edu.sa

@ Google Scholar

Dr. Abdulaziz Barnawi

Assistant Professor in Computer
Engineering Department

& barnawi@kfupm.edu.sa
@ Google Scholar

Dr. Abdulilah Qaderi

Assistant Professor in Mathematics
Department

& akadri@kfupm.edu.sa

Dr. Abdulwahab Alluhaibi
Assistant Professor in Physics
Department

& aalluhaibi@kfupm.edu.sa
Google Scholar

Dr. Ahmad Almulhem

Assistant Professor in Computer
Engineering Department

& ahmadsm@kfupm.edu.sa
# Google Scholar

Pure Profile



https://ri.kfupm.edu.sa/iss/

Current Postdocs and Staff

Post Doctoral Fellow Staff

Dr. Auwalu lliyasu
Post Doctoral Fellow

auwalu.iliyasu@kfupm.edu.sa
@ Google Scholar

Pure Profile

Dr. Farid Binbeshr
Post Doctoral Fellow

farid.binbeshr@kfupm.edu.sa
@ Google Scholar

Pure Profile

Dr. Mostefa Kara

Post Doctoral Fellow

& mostefa.kara@kfupm.edu.sa
@ Google Scholar

Pure Profile

Dr. Weisan Wu
Post Doctoral Fellow

weisan.wu@kfupm.edu.sa
@ Google Scholar

Pure Profile

Dr. Danish Vasan
Post Doctoral Fellow

danish.vasan@kfupm.edu.sa
@& Google Scholar

Pure Profile

Dr. Mohd Shameem
Post Doctoral Fellow

= mohd.shameem@kfupm.edu.sa
@ Google Scholar

Pure Profile

Dr. Mustafa Ghaleb
Post Doctoral Fellow

mustafa.ghaleb@kfupm.edu.sa
@ Google Scholar

Pure Profile

Mr. Mahmoud Ellouh
Lab Technician

mahmoud.ellouh@kfupm.edu.sa
@ Google Scholar

Mr. Noman Ullah Qaiser
Lab Engineer

nomanullah.qaiser@kfupm.edu.sa
@ Google Scholar

Mr. Mohammed Alzayani
Lab Technician

& mohammed.zayani@kfupm.edu.sa

Ms. Shuroog Alogbi
Lab Engineer

Shuroog.Ogbi@kfupm.edu.sa
& Google Scholar
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Establish 5 KSA Cognitive Cities by 2040

KFUPM will develop for the cognitive cities by 2030:

1.
2.

Cognitive-based models for secure and privacy-preserving personalized cyber-physical-social systems

Innovation Goals:

( )
Develop next-generation security operations center(s) (SOCs) with 10x capabilities for
cognitive cities by 2030.

. J
( )
Develop five secure and privacy-preserving human-centered Al (HCAI) based systems for

cognitive cities by 2030.
. J
( )

Develop cyber-physical infrastructure that are 5x more trustworthy, resilient, and secure
for cognitive cities by 2030.

Develop five quantum technologies with applications in cognitive cities by 2035.




Cognitive Security Operation Center (CSOC)

Problem Description Challenges Outcome #1: LLM for Cybersecurity
A SOC is a centralized system that employs P o
people, processes, and technology to Cybersecurity Skills Shortage S
continuously monitoring, analyzing, detect, and n =

ert Fatigue

prevent cyber attack.
= Advanced Persistent Threats
DEVELOPMENT
n Big data
SOC Automation and
Orchestration

[ Connected SOCs for security log sharing ] -

Every organization has a SOC for monitoring its
cyber assets

Proposed Solutions

Impact analysis:
[ Contextualized monitoring using LLM ] 1. Reduce alert fatigue by 10x
[ Automated detection and prediction ] 2. Automate monitoring routines

3. Predict advanced persistent attacks
Constructing attack Adaptive threat identification model a hea d Of tl me usil ng G € nAI
scenarios using LLMs using RL to label Zero-day attacks

4. Embed infrastructure specific Outcome #2: IRC-ISS SOC
information in the detection and

Early attack detection using
DL on MITRE attacks

o . Main T-Guard Component
prediction process ]
= Ll
soc soc soc soc soc & iie W(]ZUh 2 *.. IRIS -
Expected outcome: ' . ¥
== 1. Context and situation aware monitoring ’
Application 0as: . o .
Plane Data anaytc,og processing,.. |9 with interactive commands E
Pane [ SoN managementsystams s> 2. GenAl models for attack prediction -
Gore. %W @ E C 3. Secure and privacy-preserving log —— ;
RAN ‘ o DD B | oe > sharing among SOCs Slunstone| | @) st @
Collaboration — Hyara oy
@
1. Cyberani ‘Q‘F >
o \_ // e _
Relevant SDGs 2. Solidrange




WristSense: Predicting Aggressive and Criminal Behavior using Wearable Devices

Problem Description

Wearables: skin-attached devices that
continuously and closely monitor a person's
behavior

Wearable compound annual growth rate -> %18.7

Digital forensics community has taken a keen
interest in examining digital evidence found in
these wearables

BEEE

Informed Consent Participant  Daily Tasks
Statement Guide ist

8 days
o K
£
2 ‘
g Participant Follow up Buss Perry S
'-ul Organizer Bag Aggression QUESﬁOﬂnaire articipan
& . _ (BPAQ) ‘
5 A
o © 9
ko
=,
o
)
o
8
©
(=]

. J

Forensics workstations

DB_Case
{ Wear_7.db
Wear_14.db

PI: Dr. Fakhri Khan and Nourah Al-Mubairik (PhD)

Data Extraction

MD-NEXT MD-RED

Experience Satisfaction
Scale Questionnaire

WristSense Dataset

DB_Casel
DB_Case2
.

.
DB_Case40

Outcome #1: Modelling Aggressive Behavio

Organizer Bag

1-Smartwatch start guide 7- Foam

2- Mobile start guide Non-duplicate

Responses
n=337

T

Potential Participants
in the experiment
n=167

IR

Participants in the
experiment
n=40

3- Smartwatch

4- Smartwatch charger
cable

5- Mobile charger cable

sl

A T

B (55) (=) (=] (580 (B () (=)

Level 1

Labeling

Level 2

Impact analysis:

v" Wrist-wear devices artifact identification
v Aggressive behavior prediction

v" Crime scene reconstruction

Collaboration
Ministry of Interior

38 (e
Relevant SDGs




Mitigation of Coherent L0OSSeS in  =-ieo (1) 05AST
Superconducting Quantum Circults

Science and Technology

> 8- Transman Qubits
(Charge Qubit)

> CPW resonators :

* Qubit-Qubit coupling
bus resonators

‘Cavity’ superconducting coplanar
transmission-line resonator of
fundamental mode frequency Wy

state of qubit

& m Can ‘read’ the

output

* Single-Qubit readout
resonators

Can flip the o

state of qubit o e = 77 AN Qubit of transition
=5 10+
Input — =57 frequency Wy, an.d
y long coherence time

1)

> Microwave drive lines

> Feedline resonators

Figure. 1 Coupling between Qubits and CPW resonators
Figure. 3 8-Qubits connected to superconducting resonators for controlling their

guantum states that allow direct processing of information

. \ : , e
Figure. 4 10 mm by 10 mm chip of Nb resonators of similar dimensions but
PI: Dr. Saleem Rao different positions on 674 um thick Si substrate same as used in the 8-Qubit chip




Tip #7

Don’t start too early, but don’t walit until it’s too late.

Engage In discussions with your advisor about
when Is the right time to start.




More research opportunities will be announced

https://ri.kfupm.edu.sa/iss/research/undergraduate-research

[m] ) IEI
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https://ri.kfupm.edu.sa/iss/research/undergraduate-research

Questions




