Introduction

CHAPTER 5

Shared Memory Multiprocessors

Morgan Kaufmann is pleased to present ntarial from a preliminary draft of Parallel Computer Architectur e; the
material is (c) Copyright 1996 Morgan Kaufmann Publishers. This material may not be used or distibuted for any
commercial purpose without the express written consent of Morgan Kaufmann Publishers. Please note that this
material is a draft of forthcoming publication, and as such neither Mogan Kaufmann nor the authors can be held
liable for changes or alterations in the final edition.

5.1

Introduction

The most pevalent brm of parallel achitectue is the mltiprocessor of modete scale that jor
vides a global physical deess space and symmetric access to all of main memory fromany pr
cessorpften called a Symmetric Multiprocessor or SMPelg\processor has its own cache adn
all the ppocessas and memory moduledtach to the same inteonnect,usually a sharedus.
SMPs dominate the sar maket and are becoming more common on the desktuogy. are also
important building lbocks for lager scale systemdhe eficient sharing of @sourcessuch as
memoy and pocessorsmakes these machineiractive as“throughput enmes” for multiple
sequential jobs witharying memory and CPUsquirementsand the ability to access all skdr
daa eficiently using odinaly loads and stores from any of th@®@essos makes themtmactive

for parallel pogramming The automatic meement andeplicaion of shared data in the local
cades can signifiantly ease the pgramming taskThese éatues are alsoery useful for the
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operding system, whose dérent processes share dataistures and can easily run onféifent
processors.

From the viewpoint of the jeers of the commanicaion architectue in Figure 5-1, the hadware
directly supports the shared drdss space pgramming model. User processes can read and
write shared virtual attessesand these opations are ealized by individual loads and stores of
shaed physical adresses that are uniimly and eficiently accessible from any @cessarin
fact, the elaionship between the pgramming model and the hihware opeation is so tose,
that they both are oftereferred to simply asshared memoy.” A messge passing gramming
model can be supported by an inering softvare layer—typically a runtime libary—thda man-
ages portions of the shared drdss spacexplicitly as mesgge huffers per process. A send-
receive opesgtion pair is ealized by copying data betweenffers. The opeating system need not
be involved, since adress tansldion and protection on these shareufdrs is povided by the
hardware For potability, most mesgge passing prgramming interfaces lva been implemented
on popular SMPs, as well as traditional mgsgaassing machines. ladt,such implementaons
often deliver higher mesgg passing pesfmance than traditional meggapassing systems—as
long as contention for the shared bus and memory does not become a betHangely
because of the lack of oing system imolvement in commnicaion. The opesting system is
still there for input/output and multiprogramming support.

Message _ _ Programming Models
Passing Multiprogramming
igg{ggs Compilation Communication Abstraction

or

User/System Boundary

Space :
P Library ' operating Systems Support

-2 (Ware/Software Boundary
Communication Hardware

Physical Communication Medium

Figure 5-1Layers of abstraction of the communication architecture for bus-based SMPs.

Since all comranicdion and local computationegerdaes memory accesses in a sharedress
spacefrom a system ahitects pespectie the ley high-level design issue is theganizadion of
the extended memory hachy In general,memory hiearcies in nultiprocessas fall pimarily
into four cdegories,as shown irFigure 5-2, which corespond loosely to the scale of thaltn
processor being considet. The frst three are symmetricuttiprocessas (all of main memory is
equally far away from all processors), while the fourth is not.

In the frst cdegory, the “shared cabe” approad (Figure 5-2a), the interconnect is loted
between the prcessos and a sharedréit-level cade, which in turn connects to a shared main-
memoyk subsystem. Both the cache and the main-memory system may bEaietéio incease
availabe bandwidth.This gproad has been used for connectirgywsmall rumbes (2-8) of
processa. In the mid 80s it was a common technique to connect a coupleaaspos on a
boad; todg, it is a possible sategy for a nultiprocessor-on-a-chipyhere a small number of
processa on the same chip share an on-chigt-fewel cade However,it applies only at aary
small scaleboth because the interconnect between thegzsas and the shareddi level cahe
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Figure 5-2Common memory hierarchies found in multiprocessors.

is on the critical path that determines theetay of cache access and because the sharé cac
must deliver tremendous bandwidth to the processors pounding on it.

In the second tagory,the“bus-based shared memibrepproad (Figure 5-2b),the inteconnect

is a shared bus located between tlee@ssos piivate caches and the shared main-memory sub-
systemThis gproat has been widely used for small- to medium-scalkipnocessas consist-

ing of up to twenty or thirty mrcessas. It is the dominantoim of parallel machine sold toga
and essentially all modern maprocessa have invested considatle design dbrt to be &le to
suppot “cache-coherent’shared memory cougfirgions. For &ample,the Intel Pentium Pr
processor cantead to a coherent shared bus without any glugclaand low-cost bs-based
madines that use thesequessms hare geatly increased the popularity of thip@road. The
scaling limit for these machines comesrarily due to bandwidth limitations of the sharadb
and memory system.

The last two ciegoies are intended to be sdallato many processing noddde third céegory,

the “dance-hall” approach,also places the interconnect between the caches and mainynemor
but the interconnect is now a sdalla point-to-point netwrk and memory is divided into mgn
logical modules that connect todligally different points in the interconnedthis gproat is
symmetric,all of main memory is undirmly far avay from all piocessorsbut its limitation is

tha all of memory is indeefar avay from all piocessorsEspecially in lage systems, seral
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“hops” or switches in the interconnect must beviesed to ead any memory modul€The

fourth caegory,the“distributed memaoy” goproach;is not symmetc: A scaldle interconnect is
locaed between processing nodes but each node has its local portion of the global maiyn memor
to which it has faster accesBigure 5-2c). By exploiting locality in the distsution of dda, the

hope is that most accesses will basfizd in the local memory and will notVeto tavese the
netwok. This design is thefore most &ractive for scalale multiprocessorsand seeral chap-

ters are deoted to the topic later in the book. Of ceeyit is also possible to combineuttiple
approabes into a single machine design—for example ailise)d memory machine vse
individual nodes are bus-based SMPs, or sharing a cache other than at the first level.

In all cases, caches play an essential role in reducing¢naga memory access time as segn b

the processor and in reducing the bandwidiiuirement each processor places on theeshar
interconnect and memory systehe bandwidth equirement is reduced because thdada
accesses issued by a processor that sisfisd in the cache do notveto appear on theub;
otherwise,every access fromwery processor would appear on the busiav would quikly
become darrated In all but the shared cachgmoachgach processor has at least omellef its

cade hiearcly that is pivate and this raises a criticahallenge,namely that otache coher

ence The poblem arises when a memorjobk is present in the caches of one or moxces-
sors,and another processor modifies that memdogkb Unless special action is &k, the
former processors will continue to access the old, stale copy of the block that is in their caches.

Currently, most small-scale uoitiprocessa use a shared bus interconnect with-gyecessor
cades and a cergttized main memaq; while scalble systems use phically distibuted main
memory Dancehall and shared caclppeoadies are empied in elatively specific settings, tha
chang as tebnology evolves.This thgpter focuses on thedial design of raltiprocessas tha
exploit the fundamental ppeties of a bus to solve the cache coherencblgm. The next bap-

ter expands on the ldwarre design issues associated with realizing these cache coherdmce tec
niques.The basic design of scala distibuted-memoy multiprocessos will be adiressed in
Chapter 7, and issues specific to scalable cache coherence in Chapter 8.

In Section5.2 describes the cache coherenaablgm for shaed-memoy architectues in detail.
Coheence is a & hadware design concept and is a necessary part of our uetuitition the
memoy abstraction. Havever, parallel softvare often makes ginger assumptions about Wwo
memoy behaes. Sectiorh.3 extends the discussion ofdaring begun inChagterl and into-
duces the concept of memory consistentyctv defines the semantics of sharedrads space
This issue has become ipasingy important in computer ahitectue and compiler design; a
large fraction of the eference manuals for most recent instruction sefitectues is deoted to
the memory model. Sectidh4 presents Wat are called'snooping” or “snoopy” protocols br
bus-based machines and shows how they satisfy the conditions for coherence as well as for a use-
ful consistency model.he basic design space of snooping protocols is laid out in S&%iand
the opeation of commonly used protocols is described at the state transitieh The ted-
nigues used for quantttae evaludion several design tadeofs at this leel are illusteted using
aspects of the methodology for workload driven evaluation of Chapter 4.

The latter portions of thehepter examine the implications these cache coherent shared ynemor
architectues hae for softvare that runs on them. Sectibré examines how the ¥olevel syn-
chronizdion opegtions make use of thevailade hadware pimitives on cache coherenutti-
processorsand how the algrithms can be tailored to use the machirfeciehtly. Sections.7
discusses the implications for parallebgrmamming more gnerally,putting taether our knel-

edee of parallel ppgrams from Chpters 2 and3 and of bus-based dae-coheent achitecture
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5.2

from this dapter In paticular, it discusses how temporal and spatial data locality may be
exploited to reduce cache misses and traffic on the shared bus.

Cache Coherence

5.2.1

Example 5-1

Answer

Think for a moment about your intwié model of vina a memory should do. It shouldgeide a
set of locations holdingalues,and when a location is read it shouddum the latest value vtr
ten to that locatiorilhis is the fundamental gpety of the memory lastiaction that weely on in
sequential pygrams when we use memory to coomitae a value from a point in aggram
whete it is computed to other pointdere it is usedWe rely on the same ppety of a memoy
system when using a shareddsbs space to commicae data between threads oppesses
running on one prcessarA read etums the latest value written to the Itioa, regadless of
which process wrote it. Caching does not irgerfwith the use of multiple processes on ore pr
cessorpecause they all see the memory through the same cachelnyde would also like to
rely on the same ppety when the two processes run orfatiént pocessaos that share a mem-
ory. That is, we would like the results of aggram that uses multiple processes to be rerdift
when the processes run onfeiént physical prcessaos than when they run (inteaved or nulti-
progmmmed) on the same physicabpessar Hovever, when two processes see the sbar
memoy through diferent cabes,there is a danger that one may see the new value in fis cac
while the other still sees the old value.

The Cache Coherence Problem

The cache coherenceoptem in nultiprocessas is both perasive and pedrmance criticalThe
problem is illustrated by the following example.

Figure 5-3 shows three pcessos with caches connected via a bus to shared main
memory A sequence of accesses to locatioris made by the mtessos. Arst,
processor P1 reads from main memay, bringing a copy into its cdw Then
processor P3 reads from main memay, bringing a copy into its cdw Then
processor P3 writes locatianchangng its value from 5 to AVith a wiite-through
cache,this will cause the main memory location to be updatedjelier, when
processor P1 reads locationagain (action 4), it will unértunatey read the stale
value 5 from its own cache instead of thereor value 7 from main mempiWhat
happens if the caches are writeback instead of write through?

The situation isen worse with witebad caches. P3's write would nedy set the
dirty (or modified) bit associated with the cacHeck holding locationu and
would not update main memory rightvay. Only when this cacheldxk is
subsequengl replaced from P3’s cache would its contents be written back to main
memory Not only will P1 read the staleale, but when processor P2ads
locaion u (action 5) it will miss in its cache and read the stale value of 5 from main
memory, instead of 7. mally, if multiple processos write distinct values to
location u in their wite-bak cades,the final value that willead main memay
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will be determined by the order inhich the cache Ibcks containingu are
replaced, and will have nothing to do with the order in which the writetaur.

@\ _ /@ I/O Devices
. _L -

Memory

Figure 5-3Example cache coherence problem

The figure shows three pressos with caches connected by a bus to main merfiot is a location in memy
whose contents are being read and written by tbegsscs. The sequence inhich reads and writes are don
indicaed by the number listed inside theck#s flaced next to thea@urt is easy to see that unless special acti
taken when P3 updates the value of uto 7, P

P2 will also read a stale value out of main memory.

will subsequently continue to read the stale value out@fite

Cade coherence pblems arise ¥en in unipocessa when 1/O opeations occur. Most 1/O
transfes are pedrmed by DMA devices that me data between memory and theipieeral
component. A DMA device sitting on the main memory bus may read a stale value fdranloca
in main memoy, because the latest value for that location is in thegasors wite-badk cade.
Similarly, when the DMA device writes to a location in main meynanless special action is
taken,the processor may continue to see the old value if that location exasysly present in

its cahe Since 1/O opettions are rmch less frequent than memory ogeons,seseral simple
solutions hae been adopted in ungwessaos. For @ample,segments of memory space used f
I/0O may be mdsed as uncdwable,or the processor mayvedys use uncached loads-stores f
locdions used to comumicae with I/O devices. For 1/O devices thaariskr lage Hocks of
data,such as disks, opsing system support is often enlisted to ensure estoerin many sys-
tems the pge of memory from/to Wwich the data is to beansfered is flushed by the opmg
system from the jpicessos cache beaire the 1/O is allwved to poceed In still other systems, all
I/O traffic is made to &w through the processor cache hiehy,thus maintaining cohence.
This, of couse, pollutes the cache hinchy with data that may not be of immediate interest to
the pocessarToday, essentially all miaprocess@ piovide support for cache coherence; in
addition to making the chip “multiprocessor ready”, this also solves the 1/O coherence problem.

Clearly, the behavior described in Exampld. violates our intuitte notion of viha a memoy
should do. Rreading and writing of sharedtialdes is expected to be a frequenert in rulti-
processas; it is the vay that multiple processes belonging to a parajpgliaaion comnunicate
with each otherso we do not want to disallow caching of shared datasokénthe opeaating sys-
tem on all shareceferences. Rier,cache coherence needs to bdrasised as a basic darare
design issue; forxample,stale cached copies of a shared location must be eliminated when the
locdion is modifed, by either iwalidaing them or updating them with the nealve The oper
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ating system itself benefitsgatly from transparenthadware-suppded coherent sharing of its
daa stucturesand is in fact one of the most widely used parafieliaaions on these machines.

Before we &plore techniques to pvide coheence,it is useful to define the coherenceperty
more piecisely Our intuitve notion,“ead read shouldatum the last value written to that loca-
tion,” is problemdic for parallel achitectue becaustlast’” may not be well defied Two differ-

ent pocessa might write to the same location at the same instant, or one processor may write sc
soon after another that due to speed of light and otlotors,there is not time to ppagae the
ealtier update to the later vter. Even in the sequential caskast” is not a bronolodcal notion,
but latestin program oder. For nav, we can think of pyggram order in a single process as the
order in which memory opetions are presented to the processor by the comphiersubtleties
of program order will be elaoraed on lger, in Section5.3. The dallenge in the parallel case is
tha program order is defined for the op#ions in each individual pcessand we need to mak
sense of the collection of program orders.

Let us frst review the definitions of some terms in the context of uniprocessor memory systems,
so we can extend the definitions foultiprocessos. By memoy operation we mean a single
read (load), write (stey, or read-modify-wite access to a memory location. Instructiong tha
perform multiple reads and \wtes, such as appear in many complex instruction sets, can be
viewed as boken down into multiple memory opions,and the order in thich these memgr
operdions are recuted is specified by the instructiofhese memory opaions within an
instruction are assumed taxexuteatomically with respect to each other in the specifiedieqr

i.e. all aspects of one appear t@eute bedre any aspect of the next. A memory @ien issues

when it lexes the pocessos internal emironment and is presented to the memory system,
which includes the cdes,write-buffers,bus, and memory modules. Aewy important point is

that the processor only obses the state of the memory system by issuing memoratqes;

thus, our notion of wha it means for a memory ogtion to beperformedis that it gppeas to

hawe taken place from the mgective of the pocessarA write opestion is said tgperform with
respect to the pcessomwhen a subsequent read by the procestams the value produced/b
either that write or a later We. A read opeation is said to pedrm with respect to the pcessor
when subsequent writes issued by that processor carieot tfe valueetumed by the eéad.
Notice that in neither case do we specify that the physical location in the memory chip has actu:
ally been accessedlso, ‘subsequentis well defined in the sequential casece reads and
writes are ordered by the program order.

The same definitions for omgions perbrming with respect to a processqpdy in the paallel
case; we can simplgplace “the pocessor'by “a piocessor'in the definitionsThe dalleng for
ordering,and for the intuitie notions ofsubsequentand‘last’, now is that we do not kia one
progam order; ather,we hae s@arae pogram oders for esery process and theseggram
ordess interact when accessing the memory system. @gaorsharpen our intuite notion of a
coheent memory system is to picturéha would happen if there &ve no caches. Ew write
and eery read to a memory location would access the physical location at main ynemer
would be perdrmed with respect to all pcessas at this point, so the memory would impose a
seiial order on all the read and write ogt@ns to the location. Meover,the reads and writes to
the location from any individual processor should be og@m order within this eerall sefal
order We hare no reason to belie that the memory system should itdare indgpendent
accesses from dérent pocessos in a particular &y, so any intdeaving that peseres the indi-
vidual pogram oders is easonableWe do assume some baséirfiess; eentually the opea-
tions from each processor should be gerfed Thus,our intuitive notion of‘last” can be viered
as most recent in some hypothetical serial order that maintainsopetigss discussedbave.
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5.2.2

Since this serial order must be consistent, it is important thatcaegsos see the writes to a
location in the same order (if they bother to look, i.e. to read the location).

Of cousse, the total order need not actually be constructed at amn goint in the mdine

while executing the prgram. Rarticularly in a system with cdes,we do not want main mempor
to see all the memory opions,and we want towid seralization wheneer possite. We just

need to make sure that the program behaves as if some serial order was enforced.

More formally, we say that a mitiprocessor memory systemdsherentf the results of anyxe-
cution of a pogram are such thafor each locton, it is possible to construct a/pothetical
seial order of all opeations to the location (i.eput all ieads/wites issued by all pcessas into
a total order) which is consistent with the results of the execution and in which:

1. operdions issued by any particular processor occur in bmeasequence in the order in
which they were issued to the memory system by that processor, and

2. the value etumed by each read op#ibn is the value written by the last write to that kma
in the above sequence.

Implicit in the definition of coherence is theopety that all writes to a location (from the same
or different processes) are seen in the same order by all procEsisegopety is calledwrite
serialization It means that if read omions by processor P1 to a location see the valeused
by write w1l (from P2, say) befre the value produced by wrie? (from P3, sg), then readsyp
another processor P4 (or P2 or P3) should also ndilbecaseen? before wl. Ther is no need
for an analgous concept of read salization,since the décts of reads are not visible to angpr
cessor but the one issuing the read.

The results of a pgram can be viged as the valuegtumed by the read opations in it, per
haps augmented with an implicit set of reads to all locations at the end obtjrarpr Fom the
results, we cannot determine the order irhigh opestions were actually gecuted by the
machineput only oders in which they appear taxecute In fact, it is not een important in Wwat
order things actually happen in the machine or whhaitiwbits dange since this is not detect-
able; all that mé#ters is the order in thich things appear to paen,as detectale from the esults

of an eecution.This concept will becomeven more important when we discuss memory con-
sisteny models. kally, the one additional definition that we will need in theltiprocessor
case is that of an omtion completing: A read or write opaion is said tacompletewhen it has
performed with respect to all processors.

Cache Coherence Through Bus Snooping

A simple and elgant solution to the cache coherenceldmm arises from theery naure of a
bus.The bus is a single set of wires connectingess devices,each of viich can obsee every
bus tansactionfor example eery read or write on the shared biWghen a processor issues a
request to its cdxe, the controller examines the state of the cache and takeblesatdion,
which may include gneraing bus transactions to access mema@oherence is maintaineg b
having each cache controllesnoop’ on the bus and monitor theafrsactionsas illusteted in
Figure 5-4 [Goo83]. The snooping cache controller also takes action if a bus transactede-is r
vant to it, i.e. inolves a memorylbck of which it has a copy in its che In fact, since the allo-
caion and eplacement of data in caches are ngaubat the ganulaity of a cache lock (usualy
seveal words long) and cache missetch a Hock of daa, most often coherence is maintainéd a
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Example 5-2

Answer

the ganulaity of a cache lock as well.That is, either an entire cachéobk is in valid state or
none of it is.Thus,a cache lock is the ganulaity of allocation in the cadwe, of data tansfer
between caches and of coherence.

The ley propeties of a bus that support coherence aredhewing: All transactions thatgpear
on the bus are visible to all cache colirs, and they are visible to the cooiters in the same
order (the order in hich they appear on the bus). A coherence protocol must simplgrgaar
tha all the necessary transactions in fact appear onusgrbresponse to memory opéions,
and that the controllers take the appropriate actions when they see a relevant transaction.

The simplest illusation of maintaining coherence is a system that has singtéyeaite-through
cades. It is basically thepproad followed by the fist commercial bus-based SMPs in the mid
80's. In this caseevery write opegtion causes a write transaction to appear on tiseso eery
cadte obseres &ery write. If a snooping cache has a copy of thack, it either irvalidaes or
upddes its cop. Protocols that walidate other cached copies on a write are cdhedlidation-
based potocols while those that update other cached copies are cgldate-based ptocols

In either casethe next time the processor with thedlidaed or updated copy accesses the
block, it will see the most recentiue,either through a miss or because the updated value is in
its catie The memory alays has valid da, so the cache need not take any action when it
observes a read on the bus.

Consider the scenario that was shownFigure 5-3. Assuming write thwugh
cachesshow how the bus may be used tovite coherence using arvalidation-
based protocol.

When processor P3 writes 7 to locationP3’s cache controlleremeraes a s
transaction to update memyorObserving this bus transaction adevant, P1's
cade controller imalidaes its own copy oflbck containingu. The main memagr
contoller will update the value it has stored for locatioto 7. Subsequent reads to
u from processos P1 and P2 (actions 4 and 5) will both miss in thévafe cates
and get the correct value of 7 from the main memaory.

In general, a snooping-based cache coherence scheme ensures that:

¢ all “necessary” transactions appear on the bus, and
¢ each cache monitors the bus for relevant transactions and takes suitable actions.

The e to determine if a bus transactionésenant to a cache is essentially the same tagima
that is perbrmed for a request from theqmessarThe suitéle action may inolve invalidating or
updding the contents or state of that memolyck, and/or supplying the latest value for ttha
memory block from the cache to the bus.

A snoopy cache coherence prototiek tayether two basic facets of computechitecture:bus
transactions and the state transitiorgcian associated with a cacHedk. Recall, a bus &nsac-

tion consists of three phases: adtitvn, command/adress and data. In the arliton phase
devices that desire to p@rin (or master) a transaction assert their bus request and the bus arbiter
selects one of these and responds by assertingaits gignal. Upon mnt, the device places the
commandge.g. read or wite, and the associateddrdss on the bus command andrags lines.

9/10/97

DRAFT: Parallel Computer Architecture 267



Shared Memory Multiprocessors
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Figure 5-4Snoopy cache-coherent multiprocessor

Multiple processas with pivate caches are placed on a shared bus. Eackegsos cache controller contiousy “snoops”or
the bus watching for relevant transactions, and updates its state suitably to keep its local cache coherent.

All devices obsere the adress and one of theraaognizs that it isesponsile for the paticular
addess. For a readansactionthe adiress phase ioflowed by data ainsfer Write transactions
vary from bus to bus in whether the data @nsfered during or after the ddess phase. For most
bussesthe slae device can assert a wait signal to hold off the datestr until it is eady This
wait signal is diferent from the other bus signals, because it is a wired-OR across albtiespr
sors,i.e., it is a lagical 1 if any device asserts fthe master does not need to knohich slave
device is participating in the transfer, only that there is one and it is not yet ready.

The second basic notion is that eafdck in a uniprocessor cache has a state associated with it,
along with the tag and t& indicating the disposition of thddek, e.g., invalid, valid, dirty. The
cade policy is defined by theache block state transition diagrarwhich is a finite stee
machine Transitions for a lock occur upon access to andegss that maps to théobk. For a
write-through,write-no-allocée cache [HeP90] only two states aeguired:valid and iwvalid.
Initially all the ocks are imalid. (Logically, all memory kocks that are not resident in the bac
can be vieved as being in either a special “noggent’stae, or in“invalid” stae.) When a po-
cessor read opafon misses, a bus transaction engraed to load the lbck from memory and
the Hock is maked \alid. Writes generde a bus transaction to update memory and thkecac
block if it is present in valid sta. Writes neer chang the state of theldck. (If a Hock is
replaced,it may be mated irvalid until the memory mwvides the new lock, whereupon it
becomes alid.) A write-badk cache equires an additional st&, indicating a‘dirty” or modified
block.

In a multiprocessor system, ddgk has a state in each ¢&;and these cache statdsange
accoding to the state transition diam.Thus,we can think of albck’s “cache stée” as being a
vector ofp states instead of a singletstavhere p is the number of cacheghe cache state is
manipulded by a set gb distributed finite state médines,implemented by the cache caniters.
The state machine or state transitiongdian that gvems the statel@mnges is the same for all
blocks and all calees,but the curent states of altick in different caches is dérent. If a bock is
not present in a che,we can assume it to be in a special “naspnt’state or een in irvalid
state.
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In a snoopy cache coherencéeame,each cache controlleeceives two sets of inputs: thegar
cessor issues memorgquests,and the bus snooper arms about transactions from other
cades. In response to eithéne controller updates the state of thprapriae Hock in the cabe
accoding to the cuent state and the state transitiongdéen. It responds to the processor with
requested da, potentially gnerding new bus transactions to obtain the data. It respondssto b
transactions gneraed by others by updating its s&#aand sometimes integnes in completing
the transactionThus,a snoopy protocol is a digiuted algrithm represented by a collection of
such cooperating finite state machines. It is specified by the following components:

1. the set of states associated with memory blocks in the local caches;

2. the state transition digam,which takes as inputs the cant state and the processequest
or observed bus transaction, and produces as output the next state for the cache block; and

3. the actual actions associated with each statesition,which are determined in part by the set
of feasible actions defined by the bus, cache, and processor design.

The diferent state machines for &bk do not opeste indgoendentlybut are codtinaed by lus
transactions.

A simple irvalidation-based protocol for a coherentiterthrough no-allocate cache is dabed
by the state digram inFigure 5-5. As in the uniprocessor cassach cachelbck has only two
statesinvalid (I) and valid (V) (the “not mrsent’state is assumed to be the same\adid). The
transitions are méed with the input that causes the transition and the output thahésaged
with the transition. Foneample,when a processor read misses in the cache a Busfi@hdtion
is generatedand upon completion of this transaction thech transitions up to thévalid” stae.
Wheneer the processor issues a write to atiocaa bus transaction issgeraed that upds
that location in main memory with ndhang of stade. The key enhancement to the ungmessor
stae diggram is that when the bus snooper sees a write transaction for a meauryhat is
cadted local, it sets the cache state for thédk to invalid theeby effectively discarding its
copy. Figure 5-5 shows this bus-induced transition with a dashed By extension,if any one
cate generaes a write for alock that is cached by any of the othall of the others will inal-
idate their copiesThe collection of caches thus implements a singleesymultiple reader disci-
pline.

To see that this simple it&-through irvalidaion protocol povides coheznce,we need to sivo

that a total order on the memory ogions for a location can be constructed théisEas the tw
conditions. Assume for the present discussion that memorgtimmsr areatomic in that ony

one transaction is in pgress on the bus at a time and a processor waits until its transaction is fi
ished bebre issuing another memory opion. That is, once a request is placed on ths,kll
phases of the transaction including the data response complate &®f other request fromyan
processor is allwed access to the busith single-level cathes,it is naural to assume thatval-
idations are applied to the da&s,and the write completes, during the bus transaction.itself
(These assumptions will belaxed when we look at protocol implementations in more detail and
as we study high pexfmance designs withrgaer concurency) We may assume that the mem-
ory handles writes and reads in the order they are presented to it by the bus. itettieough
protocol, all writes go on the bus and only one bus transaction isoigrgss at a timeso all
writes to a location are salized (consistently) by the order irhigh they appear on the skdr
bus,called thebus oder. Since each snooping cache controller qrerg the inalidation duiing

the bus transaction, invalidations are performed by all cache controllers in bus order.
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PrRd/-- PrWr/BusWr

PrRd / BusR | BusWr/ --

PrWr / BusWr
— = Processor initiated transactions

- - = Bus-snooper initiated transaction

Figure 5-5Snoopy coherence for a multiprocessor with write-through no-write-allocate caches.

There are two sts,valid (V) and ivalid (1) with intuitive semanticsThe notation A/BIS%. PrRd/BusRd) means if you obger
A then generae transaction B.lem the processor sidthe requests can be read (Pr 2 or write (PrWwomRhe bus sidehe
cache controller may observe/generate transactions bus read (BusRd) or bus write (BusWr).

Processar“see” writes through read opations. Havever,reads to a location are not completel
serializedsince read hits may be penfed indpendenty and concwently in their caches with-
out generding bus transactiongo see how reads may be inserted in the serial orderitswr
and guarantee that allquessas see writes in the same order (writdadation), consider the
following scenario. A read that goes on the bus (a read miss)akzeer by the bus along with
the writes; it will theefore obtain the value written by the most recent write to the locatiamsin b
order The only memory opetions that do not go on the bus are read hits. In this tesealue
read was placed in the cache by either the most recent write to that location by theosase pr
sor, or by its most recent read miss (irogram order). Since both these sources of tiaes
appear on the bus, read hits also see the values produced in the consistent bus order.

More generally,we can easily construct a hypothetical serial order by observingltbeihg
partial order imposed by the protocol:

A memory operatiotM, is subsequent to a memory operation if the operations are
issued by the same processor anhgd followys in program order.

A read operation is subsequent to a write operation  if the read generates a bus transaction
that follows that fow .

A write operation is subsequent to a read or write operationM if  generates a bus transac-
tion and the transaction for the write follows that for

A write opegtion is subsequent to a read agien if the read does noegerae a bus @nsac-
tion (is a hit) and is not already separated from the write by another bus transaction.
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The “subsequent”ordeling relaionship is tansitive An illustration of this partial order is
depicted inFigure 5-6, where the bus transactions associated with writes segment thiluradi
program oders. The partial order does not constrain thdeiing of read bus transaction®in
different pocessas that occur between two writeatisactionsthough the bus will likly estd-
lish a particular ater. In fact, any inteteaving of read opettions in the segment betweenotw
writes is a valid serial order, as long as it obeys program order.

PO: —>®—>®—>®—> -
Pl »>R——> ®—R®>® \

P2: »R—>{R) (R) R>R—>

Figure 5-6Partial order of memory operations for an execution with the write-through invalidation protocol

Bus transactions define a global sequence/efits,between wich individual pocesscs read locations in pgram oder. The
execution is consistent with any total order obtained by interleaving the processor orders within each segment.

Of course, the poblem with this simple wte-through g@proad is that gery store instuction
goes to mema; which is why most modern miaprocessa use wite-badk caches (at least a
the level closest to the busThis pioblem is exacerbsed in the miltiprocessor settingsince
ever store from eery processor consumes precious bandwidth on the shasedebulting in
poor scalability of such multiprocessors as illustrated by the example below.

Example 5-3 Consider a superscalar RISC processor issuing two instructiongcfgerunning &
200MHz. Suppose theverage CPI (¢ocks per instruction) for this processor is 1,
15% of all instructions are s&s,and each store writes 8 bytes of data. Howyman
processors will a GB/s bus be able to support without becoming saturated?

Answer A single processor will gnerde 30 million stores per second (0.15 stores per
instruction * 1 instruction perycle * 1,000,000/200yxles per second), so the total
write-through bandwidth is 240Mbytes of data per second per processofir{ggnor
addess and other infmation,and ignoring read misses). A GB/s bus will #fere
support only about four processors.

For most gplications,a wite-bad cache would absorb the vast majority of the writesvéle@r,

if writes do not go to memory they do n@rgrae bus tansactionsand it is no longer clear to
the other caches will obser these modifigions and maintain cache cobace A somevhat
more subtle concern is that when writes arevedio to occur into diérent caches conauntly
there is no obvious order to the sequence of writés.will need some&ha more sophistidad
cate coherence protocols to make thetical” events visible to the other caches and emsur
write serialization.
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Before we examine protocols for ite-badk cades,let us step back to the morergal ordering
issue alluded to in the introduction to thiggater and examine the semantics of a sharddead
space as determined by the memory consistency model.

5.3 Memory Consistency

Coheence is essential if infmaion is to be tansfered between mcessc by one writing a
locdion that the other reads. &wually, the value written will become visible to theader,
indeed all eades. Hawvever,it says nothing about when the write will become WsibBften, in
writing a parallel ppgram we want to ensure that a reatuns the value of a particular ite,
that is we want to eshlish an order between a write andead Typically, we use someofm of
event synchronization to convey this dependence and we use more than one location.

Consider,for example,the code fagments recuted by pvcessos P1 and P2 ifrigure 5-7,
which we saw when discussing point-to-poing¢let syn@ironizdion in a shared atiess space in
Chapter2. It is clear that the pgrammer intends for process P2 to spin idly until the value of the
shaed \arialde f | ag changes to 1, and to then print the value afigde A asl, since the &lue

of A was updated befe that off | ag by process P1. In this casge use accesses to another
locdion (f | ag) to presene order among dirent pocessesaccesses to the same locatidh (

In paticular, we assume that the write Afbecomes visible to P2 lweé the write td | ag, and
tha the read of #ig by P2 that breaks it out of its while loop completesieets read oA. These
progam oders within P1 and P2’s accesses are not implied by eabeywhich, for example,
only requires that the new value féreventually become visible to processor P2, not necégsar
before the new value éf ag is observed.

P1 P2

/* Assume initial value of A and flag is 0 */

A=1; while (flag == 0); /* spinidly */
flag = 1; print A

Figure 5-7 Requirements of event synchronization through flags

The f'gure shows two rcessas concurently executing two distinct code dgments. For mrgrammer intuition to be maintaingi
must be the case that the printed value of A iBhk intuition is that because ofggram oder,if flag equals 1 is visible to pcesso
P2, then it must also be the case that A equals 1 is visible to P2.

The pogrammer might try toaid this issue by using a bar, as shown irFigure 5-8. We
expect the value of to be printed as 1, sinegewas set to 1 befe the bater (note that a pmt
staement is essentially @ad).There are two potential pblems &en with this pproad. Frst,
we are adding assumptions to the meaning of thréebaXot only do processes wait at the-bar
rier till all have arived, but until all writes issued prior to the biar have become visible to other
process@. Seconda barier is often built using reads and writes tdioaly shared &riables
(e.g bl in the fgure) rather than with specialized ldware support. In this casaes far as the
madine is concerned it sees only accesses terdift shared arialles; coherence does not/sa
anything at all about orders among these accesses.
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P1 P2
/* Assume initial value of Ais 0 */
A =1,
- — - BARRIER(b1)- — — — — — — - BARRI ER(b1) - — -
print A

Figure 5-8Maintaining orders among accesses to a location using explicit synchronization through barriers.

Clearly,we expect more from a memory system ttraturn the last value vitten” for each loca-

tion. To estdlish order among accesses to the location £gdyy different pocessesye some-
times expect a memory system to respect the order of reads and wdiisrémtlocations A

andf | ag or A andbl) issued by aigen process. Coherence says nothing about the order in
which the writes issued by P1 become visible to P2, since thestiopgrare to dferent loca-
tions. Similaly, it says nothing about the order itigh the reads issued to fdifent locations %

P2 are pedrmed elative to P1.Thus,coherence does not in itselfepent an anser of 0 being
printed by either example, which is certainly not what the programmer had in mind.

In other situéions, the intention of the mgrammer may not be sdéear Consider the example in
Figure 5-9. The accesses made by process P1 atieay writes,and2 andB are not used as

P1 P2

/* Assume initial values of A and B are 0 */
(1a) A = 1; (2a) print B;

(1b) B = 2; (2b) print A

Figure 5-90rders among accesses without synchronization.

synchronizéion variabdes.We may intuitvely expect that if the value printed faris 2 then the
value printed for is 1 as well. Hovever,the two print statements readfdient locations befre
printing them, so coherence says nothing about how the writes by P1 becone {i$ils
example is a simplifiation of Dekler’s algorithm to determine Wich of two processesrres a
a critical point fist, and hence ensure mutuaickision. It relies entely on writes to distinct
locaions becoming visible to other processes in the order issGtshjly we need something
more than coherence tavg a shared aliless space a clear semantics, ae odeiing model tha
programmes can use to reason about the possible results and heneetrass of their pr
grams.

A memory consistency modelr a shared atfess space specifies constraints on the order in
which memory opetions must appear to be parhed (i.e. to become visible to theopessors)
with respect to one anothdtis includes opetions to the same locations or tofdient loca-
tions, and by the same process offelifnt pocessesso memory consistency subsumes coher
ence.
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5.3.1 Sequential Consistency

In discussing the fundamental design issues for a coniwaion aichitectue in Chapterl
(Sectionl.4),we described imrmally a desiabe ordeling model for a shared dakss space: the
reasoning one goes through to ensureuttitireaded posgram works under any possible inter
leaving on a uniprocessor should hold when some of the threads run in paralléemmtio-
cessos. The odeiing of data accesses within a process wagfberthe pogram oder,and tha
acloss processes was some ilg@ing of the pogram oders. Tha is, the nultiprocessor case
should not belae to cause values tiecome visible in the shareddselss space that no inltesiv-
ing of accesses from €#frent processes caremgerate This intuitve model wasdrmalized Ly
Lamport asequential consistend$C), which is defined as follows [Lam79].

Sequential Consistengymultiprocessor is sequentially consistent if the result of aage
tion is the same as if the opBons of all the ppcessos were executed in some sequential
order,and the opetions of each individual processor occur in this sequence in tieg or
specified by its program.

Figure 5-10 depicts the lastraction of memory mvided to pogrammes by a sequentially con-
sistent system [AdG96]. Multiple processagpearto share asingle logical memoy, even
though in the real machine main memory may beidiggd across multiple pcessorsead
with their pivate caches and writeulfers. Every processor gpeas to issue and complete mem-
ory opegtions one at a time andoanically in program oder—thd is, a memory opetion does
not appear to be issued until theypous one has completed—and the common menypgars
to service these requests one at a time in anéated manner according to an araiyr (but
hopefully fair) schedule.Memory opestions appeaatomicin this intefeaved order; that is, it

Processors

issuing memory referencd
as per program order o060

The “switch” is randomly
set after each memory
reference

Memory

Figure 5-10Programmer’s abstraction of the memory subsystem under the sequential consistency model.

The model completely hides the urigérg concureng in the memory-system haware,for example,the possible existence of ¢
tributed main memory, the presence of caches and write buffers, from the programmer.

1. Two dosely relaed concepts in the sofare context are silizability[Pgpa79] for conccurent updates to
a database and linearizability[HeWi87] for concurrent objects.
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should appear globally (to allgressas) as if one opeation in the consistent intleraved oder
executes and completes before the next one begins.

As with coheence,it is not important in \Wwa order memory opations actually issue owven
complete Wha maters is that they appear to complete in an order that does not violate sequen-
tial consisteng. In the example ifrigure 5-9, under SC the result (0,2) for (A,B) would not be
allowed under sequential consistgrepreseving our intuition—since it would then appearttha
the writes of A and B by process Pd&eeuted out of ppgram oder. However,the memory oper
tions may actually>ecute and complete in the order, 1k, 2h 2a. It does not matter that the
actually complete out of mmgram oder, since the results of theexution (1,2) is the same as if
the opestions were executed and completed inqgram oder. On the other handhe actual xe-
cution order 1h2a, 2bh 1a would not be sequentially consistent, since it would produceghb r
(0,2) which is not alleved under SC. Other examples illatitrg the intuitveness of sequential
consisteng can be found iftxercise5.4. Note that sequential consistency does netatd the
need for synieronizdion. SC allows opetions from diferent processes to be ineaved arbi-
trarily and at the i@nulaity of individual instructions. Syrwonizdion is needed if we want to
presere atomicity (mutualclusion) across multiple memory opgons from a pocess,or if
we want to enforce certain orders in the interleaving across processes.

The term‘program oder” also bears some &laraion. Intuitively, program order for a process is
simply the order in Wmich statements appear in the sourcagm; more specitally, the oder

in which memory opettions appear in the asseilylzode listing that results from aaghtfor-
ward transldion of source statements one by one to asetahguae instructionsThis is not
necessanl the order in Maich an optimizing compiler presents memory @fens to the hal-
ware, since the compiler mayeoder memory opetions (within certain constraints such as
dependences to the same locatiofe pogrammer has in mind the order of statements in the
programbut the processor sees only the order of the machine instructioast, thdre is dpro-
gram oder” at each of the interfaces in the commitdion aichitecture—particulayl the po-
gramming model interface seen by thegrammer and the hdware-softwae interice—and
ordeing models may be defined at each. Since tbgrammer reasons with the sourcegmam,

it makes sense to use this to definggmm order when discussing memory consistency models;
that is, we will be concerned with the consistency model presented by the system tgthenpr
mer.

Implementing SCequires that the system (sofive and hadware) pesere the intuitve con-
straints defined laove There are eally two constraintsThe frst is theprogram oder require-
ment discussedbave,which means that it must appear as if the memoryatipes of a pocess
become visible—to itself and others—inogram oder The secondaquirement,needed to
guaantee that the total order or iHeswing is consistent for all pcessesis that the opetions
appear atomic; that is, it appear that one is completed with respect to all processethbeafet
one in the total order is issuéithe ticky part of this seconceguirrment is making writegppear
atomic, especially in a system with multiple copies oflack that need to be infmed on a
write. Write atomicity included in the definition of Sthave,implies that the position in the total
order at wich a write @peas to perbrm should be the same with respect to aticessas. It
ensues that nothing a processor dadter it has seen the new value produced by @ewr
becomes visible to other processesotethey too hee seen the new value for thatiter In
effect,while coherence (write Satization) says that writes to the same location should appear to
all processos to hae occured in the same der, sequential consistency says that all writes (to
ary location) should appear to allqmessos to hae occured in the same der. The following
example shows why write atomicity is important.
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Example 5-4

Answer

5.3.2

Consider the three processes Rigure5-11. Show how not mseving write
atomicity violates sequential consistency.

Since P2 waits untih becomes 1 and then setgo 1, and since P3 waits untl

becomes 1 and only then reads valua,dfom transitivity we would infer that P3
should find the value of to be 1. If P2 is allwed to go on past the readAfind

write B before it is guaranteed that P3 has seen the new valuetbén P3 mg

read the new value at but the old value ofx from its cabe, violating our

sequentially consistent intuition.

P1 P2 P3
A=1l:—  » while (A==0);
B=1; » While (B==0);
print A;

Figure 5-11Example illustrating the importance of write atomicity for sequential consistency.

Ead processs piogram order imposes a partial order on the set of allatipas; that is, it

imposes an aleling on the subset of the opBons that are issued by that process. An lieser

ing (in the dowe sense) of the opmions from diferent processes defines a total order on the set

of all opeetions. Since the exact inteaving is not defined by SC, inteeving the partial (po-

gram) oders for different processes may yield adarnumber of possible totalders. The fol-

lowing definitions apply:
Sequentially Consistent Executian execution of a program is said to be sequentially con-
sistent if the results it produces are the same as those produced by any one of these possible
total orders (interleavings as defined earlier). That is, there should exist a total order or inter-
leaving of program oders from processes that yields the same result as that actaatien.
Sequentially Consistent SystAmystem is sequentially consistent if any possible execution
on that system corresponds to (produces the same results as) some possible total order as
defined above.

Of course,an implicit assumption throughout is that a reztdms the last value that wasitten
to that same location (by any process) in the interleaved total order.

Sufficient Conditions for Preserving Sequential Consistency

It is possible to define a set of aient conditions that the system should obey that will auar
tee sequential consistency in altiprocessor—ether bus-based or distited,cache-coherent
or not.The fllowing set, adapted from theiriginal form [DSB86,ScD87], are commonly used
because they are relatively simple without being overly restrictive:

1. Every process issues memory requests in the order specified by the program.

2. After a write opegtion is issuedthe issuing process waits for the write to completereef
issuing its next operation.
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3. After aread opetion is issuedthe issuing process waits for the read to compéetgfor the
write whose value is beingtumed by the read to completeefore issuing its next opation.
Tha is, if the write whose value is beingtumed has pedrmed with respect tthis pioces-
sor (as it must he if its value is beingetumed) then the processor should wait until the
write has performed with respect to all processors.

The third condition is Wat ensures writetamicity, and it is quite demanding. It is not a simple
local constaint, because the load must wait until thgit@lly preceding store has become glo-
bally visible. Note that these are §iafent, rather than necessary conditions. Sequential consis-
teny can be prsered with less sdalization in many situationsThis cepter uses these
conditions but exploits other aleling constraints in the bus-based design tabistacompletion
early.

With program order defined in terms of the sourcegoam,it is clear that for these conditions to
be met the compiler should ndiang the order of memory opions that it presents to theopr
cessorUnfortunately,many of the optimizations that are commonly emetbin both compiler
and pocessas violate the bove suficient conditions. Forample,compilers outinely reorder
accesses to dérent locations within a pcess;so a processor may in fact issue accesses out of
the pogram order seen by theqgrammer Explicitly parallel pograms use uniprocessor com-
pilers, which are concerned only abouepeving dependences to the same locatitvanced
compiler optimizations designed to inope perbrmance—sut as common subxpression
elimination,constant pspagationand loop tansforméions such as loop splittingpop reversal,
and Hocking [Wol96]—can dang the order in wich different locations are accessed vere
eliminate memory eferences. In practice,to constrain compiler optimizationsuitithreaded
and parallel pygrams annotateariades or memoryeferences that are used tcepere oders.

A patticularly stingent example is the use of thel at i | e qualifier in a ariade dedaration,
which prevents the ariade from being egster allocated or any memory opon on the wari-
able from being reordered with respect to operations before or after it.

Example 5-5 How would eordeing the memory opeations in Figure 5-7 affect semantics in a
sequential ppgram (only one of the processeasnning), in a parallel ppgram
running on a rnaltiprocessorand in a threaded ggram in which the two pocesses
are interleaved on the same processor. How would you solve the problem?

Answer The compiler mayaoder the writes t@. andf1ag with no impact on a sequential
progam. Havever, this can violate our intuition for both parallelograms and
concurent uniprocessor pgrams. In the latter casa context witch can hapen
between the twoeordeed wites, so the processstched in may see the update to
flag without seeing the update to Similar violations of intuition occur if the
compiler eordes the reads ofdly and A. For many compilerwe can woid these
reordeings by detaring the \arialde f | ag to be of typevol ati |l e i nteger

1. Note thategster allocdion, performed by modern compilers to eliminate memory apens,can be
dangeous too. In &ct, it can afect coherence itselfiot just memory consistend-or the fbg syndironiza-
tion example irFigure 5-7, if the compiler vere to egster allocate thedb variale for process P2, thegr
cess could end up spinningréver:The cabe-coheence halware updates or iralidates only the memegr
and the caches, not the registers of the machine, so the write propagation property of coherence is violatec
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instead of just nt eger . Other solutions are also podsitand will be discussed in
Chapter 9.

Even if the compiler prsenes pogram oder, modern pocessas use sophisticated nfenisms
like write huffers, inteleaved memay, pipelining and out-of-order xecution tebniques
[HeP90].These allow memory opatiions from a process to issueecute and/or complete out of
progmam oder These arhitectual and compiler optimizeons work for sequential grgrams
because there theppeaance of pogram order equirs that dependences beegened ony
among accesses to the same memory location, as shown in Figure 5-12.

write A
( write B
read A )

read B

Figure 5-12Preserving orders in a sequential program running on a uniprocessor.

pro

OnlgI

the oders coresponding to the two dependence arcs must ésepredThe first two opestions can beeordeed without a
em, as can the last two or the middle two.

Preseving sequential consistency iruttiprocessas is quite a strongeguirement; it limits com-

piler reordemg and out of order processing techniqid® poblem is that the out of ordergr
cessing of opetions to sharedariales by a process can be detected by other processesalSe
wealer consistency models v& been prposed,and we will examine these in the context of
large scale shared dobss space machines in Chapter 6. For the purposes dfdipiegwe will
assume the compiler does not perf optimizations that violate the $igfient conditions dr
sequential consistepcso the pogram order that the processor sees is the same as thatyseen b
the pogrammerOn the hadware side to satisfy the stitient conditions we need nteanisms

for a processor to detect completion of its writes so it may proceed past them—completion of
reads is easyt is when the dateetuns to the processor—and mechanisms ésgme write do-
micity. For all the protocols and systems considered in trapter,we will see how they siafy
coheence (including write s@&lization),how they can satisfy sequential consistency (itiquar

lar, how write completion is detected and write atomicity is goteed) and wha shortcuts can

be taken while still satisfying the sufficient conditions.

The seialization imposed by transactionp@eamg on the shared bus igty useful in odering
memoy opeetions. The reader shouldevify that the 2-state vite-through irvalidate protocol
discussed lzove actually povides sequential consistgnaot just coheance,quite easy. The
key obsevation is that writes and read misses to all tasss, not just to individual lodéons, are
serializd in bus ater When a read obtains the value of ateyithe write is guaranteed tovea
completedsince it caused a @iious bus transactio’When a write is pedrmed,all previous
writes have completed.
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5.4 Design Space for Snooping Protocols

The beauty of snooping-based cache coherence is that the entiiaetyaor solving a dificult
prokdem boils down to a small amount ofte intepretdion on eents that ntrally occur in the
system.The processor is completely dranged Ther are no explicit coherence optons
inseted in the pogram. By extending thesguirements on the cache controller and exploiting the
propeties of the s, the loads and stores that are inherent to thgrgm are used implicitly to
ke the caches coherent and theadization of the bus maintains consistgnEach cache con-
troller obseves and intgrrets the memory transactions of others to maintain its interrtel sta
Our initial design point with wie-through caches is noew efficient, but we are nowead to
study the design space for snooping protocols that mdiaesift use of the limited bandwidth of
the shared bus. All of these usdtesbak cades,allowing s&eral processos to write to difer-
ent Hocks in their local caches concently without any bus transactionShus, extra care is
required to ensure that enoughonfnaion is transmitted wer the bus to maintain colegrce We
will also see how the protocolsguide suficient odeling constraints to maintain write siza-
tion and a sequentially consistent memory model.

Recall that with a wite-badk cache on a unipcessora processor write miss causes the cache to
read the entirelbck from memoy, update a wrd, and retain thelbck asmodified(or dirty) so it
may be written back oneplacement. In a mitiprocessorthis modified state is also used by the
protocols to indicatexelusive ovnership of the bbck by a cabe In generala cache is said to be
theownerof a Hock if it must supply the data upon a request for thadkb[SwS86]. A cache is
said to hae anexclusivecopy of a kock if it is the only cache with a valid copy of thiotk
(main memory may or may notVea valid copy). EXasivity implies that the cache may modify
the Hock without notifying alyone else. If a cache does notéaxclusivity, then it cannot wite

a new value into theltck before first putting a transaction on the bus to camioae with oth-
ers. The data may be in the itar's cache in a valid g but since a transaction must bengr-
ated this is called a write miss just like a write tolack that is not present orvalid in the
cache If a cache has thddzk in modified stée, then dearly it is both the owner and hasctu-
sivity. (The need to distinguish ownership from exclusivity will become clear soon.)

On a write miss, then, a specialth of transaction called @ad-exclusives used to tell other
cades about the impending write and to acquire a copy ofltio fwith exclusive avnership.
This places thelbck in the cache in modified sggawhere it may now be written. Multiple pr
cessaos cannot write the samdéolok concurently, which would lead to inconsistenales:The
read-exclusie bus transactionsegeraed by their writes will be sietized by the bs, so ony
one of them can ka exclusive avnership of the bock at a timeThe cache coherence actions ar
driven by these two types oftrsactionsread andead-exclusiveEventually,when a modiéd
block is replaced from the cde,the data is written back to mergpbut this @ent is not caused
by a memory opetion to that lbock and is almost incidental to the protocol. ldk that is not
in modified state need not be written back upaptacement and can simply beogped,since
memoyk has the latest cgpMany protocols hae been devised for e-badk cahes,and ve
will examine the basic alternatives.

We also consider update-based protocols. Recall that in update-bateblgrwhen a shad
location is written to by a processor its value is updated in the caches of all @itessns hold-
ing that memory lock!. Thus,when these jpcessas subsequently access thidk, they can do
so from their caches with lowtkncy The caches of all othergressos are updated with a sin-
gle bus tansactionthus conserving bandwidth when there are multipleeshain contast,with
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invalidation-based mtocols,on a write opettion the cache state of that memotpdi in all
other pocessors’caches is set to valid, so those prcesscs will have to obtain the lbck
through a miss and a bus transaction on their m&d However,subsequent writes to thabbk
by the same processor do noeae any further tffic on the hs, until the Bock is read ly
another pocessarThis is dtractive when a single processor merhs multiple writes to the same
memoy block before other pocesscs read the contents of that memotgds. The detailed
tradeofs are quite complex and they depend on thklwad ofered to the machine; they will be
illustrated quantitéively in Sectiorb.5. In general,invalidaion-based satedes hae been dund
to be more gbust and are thefore piovided as the default protocol by mostdos. Some gn-
dors piovide an update protocol as an option to be used sadlyctor blocks coresponding to
specific data structures or pages.

The choices made for thegbocol,update ersus itvalidate,and caching saitedes ditectly affect
the choice of stas,the state transition digam,and the associated actiofi$iere is substantial
flexibility availabe to the computer ehitect in the design task at thivéd. Instead of listing all
possilbe choices,let us consider three common coherence protocols that will #iegtre design
options.

5.4.1 A 3-state (MSI) Write-back Invalidation Protocol

The first protocol we consider is a basiwafidation-based protocol for we-badk caches. It is
very similar to the protocol that was used in the SilicorapBics 4D series nitiprocessor
macdines [BJS88]The protocol uses the three stateguired for any wite-badk cache in aler
to distinguish valid locks that are unmodified (clean) from those that are modified (dirty). Spe-
cifically, the states aravalid (1), shared(S), andnodifed (M). Invalid has the obvious meaning
Shaed means theldck is present in unmodified state in this liaanain memory is up-to-de,
and zro or more other caches may alseéan up-to-date (shared) gopodified, also called
dirty, was discussed earlier; it means that only this processor has a valid copylotkhe kis
cachethe copy in main memory is staknd no other cache mayveaa valid copy of thelbck
(in either shared or modified state). 8efa shared or walid block can be written and placed in
the modified st®, all the other potential copies must bealidaed via a ead-exclusie kus
transactionThis transaction sees to order the write as well as cause thalidations and hence
ensure that the write becomes visible to others.

The processor issues two types efjuestsreads (PrRd) and writes (PrWillhe read or wite
could be to a memonyldick that exists in the cache or to one that does not. In this latteititase
block curently in the cache will hae to be eplaced by the nely requested Ibck, and if the
existing block is in modified state its contents will have to be written back to main memory.

We assume that the bus allows the following transactions:

Bus Read (BusRd): The cache controller puts the address on the bus and asks for a copy that
it does not intend to modify. The memory system (possibly another cache) supplies the data.

1. This is a wite-broadcast scenario. Read-broadcast desigmes &kso been irestigatedin which the
cade containing the modified copy flushes it to the bus oead, at which point all other copies ar
updated too.
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This transaction is generated by a PrRd that misses in the cache, and the processor expects
data response as a result.

Bus Read-Exasive (BusRdX)The cache controller puts thedselss on the bus and asks for

an eclusive copy that it intends to modiffhe memory system (poskitanother cache) sup-
plies the data. All other caches need to belidated This transaction iseperaed by a Prwr

to a block that is either not in the cache or is in the cache but not in modified state. Once the
cade obtains thexelusive copy, the write can be pesfmed in the cdwe The processor may
require an acknowledgment as a result of this transaction.

Writeback (BusWB): The cache controller puts the address and the contents for the memory
block on the bus. The main memory is updated with the latest contents. This transaction is
generated by the cache controller on a writeback; the processor does not know about it, and
does not expect a response.

The Bus Read-EXgsive (sometimes calletkad-to-own is a new transaction that would not
exist except for cache cohence The other new concept needed to suppoitewrad protocols

is that in addition toltangng the state of cachedblgks,the cache controller can intene in the
bus transaction antflush” the contents of theeferenced kock onto the bis, rather than alla

the memory to supply the data. Of ceeithe cache controller can also initiate new basdac-
tions as listedlzove,supply data for wrebacksor pick up data supplied by the memory system.

BusRd / Fush

|\
/ \
PrWr / BusRd
-~ |
BusR?X / Flush
BuéTdX/-J
/
PrRd / BusR | /
PrRd / --
BusRd/-- | /
PrWr / BusRd ;) 7
/

Figure 5-13Basic 3-state invalidation protocol.

I, S and M stand for valid, Shaed,and Modified stategspectivelyThe notation A / B means that if we obsefrom pocessor-sic
or bus-side entA, then in addition to statdhange,generde bus transaction or action B:" means null actionTransitions due 1
obsered bus transactions are shown in dashes]ahile those due to local processor actions are shown in bold arcs. If multipl
pairs are associated with arcait simply means that multiple inputs can cause the same state transition. For completeness,
specify actions from each state @mponding to each obsable event. If such transitions are not si1g it means that they are unin
esting and no action needs to be taken. Replacements and the writebacks they may cause are not shown in the diagram f

9/10/97 DRAFT: Parallel Computer Architecture 281



Shared Memory Multiprocessors

State Transitions

The state transition digam that gvems a lock in each cache in this snoopy protocol is as
shavn in Figure 5-13 The states are ganizd so that the closer the state is to the top the mor
tightly the Bock is bound to that pcessarA processor read to dogk that is‘invalid’ (including

not present) causes a BusRd transaction to service theTiméssevly loaded kbock is pomoted
from irvalid to the'shared’stae, whether or not any other cache holds aycApy other cabes
with the Bock in the‘shared’state obsee the BusRdbut take no special action, allowing the
memoy to respond with the data. Wever,if a cache has thddzk in the‘'modified’ state (thex
can only be one) and it obses a BusRd transaction on thesfthen it must get wolved in the
transaction since the memory copy is sta@leis cache flushes the data onto the,n lieu of
memory,and demotes its copy of théotk to the shared sla The memory and thequesting
cade both pick up thelbck. This can be accomplished either by a direcheao-cabe tansfer
acioss the bus during this BusRdrisactionpr by signalling an eor on the BusRd éinsaction
and generding a write transaction to update memdn the latter casehe ofginal cache will
eventualy retry its request and obtain théobk from memoy. (It is also possible to ka the
flushed data be gked up only by the requesting cache but not by mgnteaving memory still
out-of-date, but this requires more states [SwS86]).

Writing into an irvalid block is a write miss, Wich is serviced by ffst loading the entirelbck
and then modifying the desired bytes withinTihe write miss gnerdes a read>elusive kus
transactionwhich causes all other cached copies of tleekbto be ivalidated,theeby granting

the requesting cacha@usive avnership of the ock. The Hock is raised to thémodified’ stae
and is then written. If another cache later requesathigive access, then in response to its Bus-
RdX transaction thislbck will be demoted to the walid state after flushing thex@usive copy

to the bus.

The most interesting transition occurs when writing into a shdoell.lAs discussed earlier this
is treded essentially like a write miss, usingead-exclusig bus transaction to acquinectusive
ownershipand we will efer to it as a miss throughout the bodke data that comes back in the
read-exclusie can be ignored in this casmlike when writing to an walid or not presentlock,
since it is aleads in the cabe In fact,a common optimization to reduce datfic in bus poto-
cols is to introduce a newatnsactioncalled abus upgradeor BusUpg, for this situationA
BusUpg which obtains rclusive avnership just like a BusRdX, by causing other copies to be
invalidated,but it does notatum the data for thelbck to the equestarRegardless of whether a
BusUpg or a BusRdX is used (let us continue to assume BusRdX)ldtletbansitions to mod-
ified stée. Additional writes to the llock while it is in the modified stateegerde no aditional
bus transactions.

A replacement of albck from a cache lgically demotes albck to invalid (not present) yo
removing it from the cabe A replacement thefore causes the state machines for thozhks to
chang states in that che:the one beingeplaced from its cuent state to walid, and the one
being brought in from walid to its new sti@. The latter statetmnge cannot take place loeé the
former,which requires some care in implementation. If tHedx being eplaced was in modiid
state the eplacement transition from M to kegeraes a wite-bad transaction. No special action
is taken by the other caches on this transaction. If libek lbeing eplaced was in shared or
invalid stde, then no action is taken on the bus. Replacements are not shown in the gtata dia
for simplicity.
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Note that to specify the protocol complgidiior each state we must\eoutgoing arcs with
labels coresponding to all obseside events (the inputs from the processor and bus sides), and
also actions coesponding to them. Of caae,the actions can be null sometimes, and in that case
we may eitherxplicitly specify null actions (see states S and M in tiperd),or we may simpl

omit those arcs from the djeam (see state I\Iso, since we tea the not-present state asaitid,
when a new lock is brought into the cache on a miss the state transitions acenpedfas if the
previous state of the block was invalid.

Example 5-6 Using the MSI potocol, show the state transitions and bus transactions for the
scenario depicted in Figure 5-3.

Answer The results are shown in Figure 5-14.
Proc. Action Stae in P1 Stae in P2 Stde in P3  BusAction Data Supplied B
1.Plreadsu S -- -- BusRd Memory
2. P3reads u S -- S BusRd Memory
3. P3 writes u I -- M BusRdX Memory
4. Plreadsu S - S BusRd P3’s cacht
5. P2readsu S S S BusRd Memory

Figure 5-14The 3-state invalidation protocol in action for processor transactions shown in Figure 5-3.

The figure shows the state of thelevant memory lock at the end of eachansactionthe bus transactioregeratedif any, and th
entity supplying the data.

With write-bak protocols,a Hock can be written many times loe¢ the memory is actugll
updatedA read may obtain data not from memory la@tiher from a witer’s cadie,and in fact it
may be this readather than aaplacement that causes memory to be tgatldlso, write hits do
not appear on theu, so the concept dperforming a wite” is a little diferent. In fct, it is often
simpler to talk, equialently, about the write being “made vi$#ty' A write to a shared or valid
block is made visible by the busad-exclusie transaction it iggers. The writer will “observe”
the data in its cache; otheropessos will expelience a cache miss loeé observing the vite.
Write hits to a modifiedlbck are visible to other pcessorsbut are obseed by them only after
a miss through a bus transactiorally, in the MSI potocol, the write to a non-modéd
block is perbrmed or made visible when the BusRdX transaction agcand to a modifiedlbck
when the block is updated in the writer’s cache.

Satisfying Coherence
Since both reads and writes to local caches can take placeremtigwith the wite-bad proto-

col, it is not obvious that it s&fies the conditions for cohemce,much less sequential consis-
tency Let's examine coherencerdi. The rad-exclusie transaction ensures that theiting
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cadte has the only valid copy when tHedk is actually written in the che, just like a write in
the wite-through protocol. It is dllowed immedigely by the coresponding write being per
formed in the cdue, before any other bus transactions are handled by that cachelt=the
only difference from a wite-through potocol, with regad to odeling opestions to a locton, is
that not all writes gnerae bus transactions. Mever,the ley here is that between twatrsac-
tions for that bock that do appear on theg only one processor can petf such write hits; this
is the pocessorsay Rthat perbrmed the most recen¢éad-exclusie bus transactiow for the
block. In the seaalization, this write hit sequence trefore gpeas in pogram order betweew
and the next bus transaction for thidch. Reads by processor P wilearly see them in this
order with respect to other writes. For a read by anotlomegsorthere is at least one buarts-
action that sgardes its completion from the completion of these write fikst bus tansaction
ensues that this read also sees the writes in the consistent sdaallbius,reads by all prces-
sors see all writes in the same order.

Satisfying Sequential Consistency

To see how sequential consistency igsfiad, let us fist appeal to the definition itself and see
how a consistent global inteaving of all memory opetions may be consicted The seializa-
tion for the lus, in fact, defines a total order on bus transactions forlatiks, not just those to a
single Wock. All cache conwllers obseve read andead-exclusig transactions in the same
order,and perbrm invalidations in this oder. Between consecut bus tansactionseach poces-
sor perbrms a sequence of memory ogiems (read and writes) in ggram oder. Thus, ary
execution of a program defines a natural partial order:

A memory opedtion M; is subsequent to otion M; if (i) the opeations are issued by the
same processor armlj followsg in program order, oN(ji) generates a bus transaction
that follows the memory operation fi,

This partial order looksrgphically like that of Figure 5-6, except the local sequence within a
segment has reads and writes and betidrexclusig and read bus transactions play intgor
roles in esthlishing the oders. Between busdnsactionsany inteleaving of the sequencesoin
different pocesscs leads to a consistent totaber In a segment between buartsactionsa
processor can obsar writes by other prcessorsprdered by pevious bus transactions that it
generated, as well as its own writes ordered by program order.

We can also see how SC igisfied in terms of the sfi€ient conditions, Wwich we will retum to
when we look further at implementing protocdlérite completion is detected when thead-
exclusive bus transaction occurs on the bus and the write isrpedl in the cawe The thid
condition,which provides write #omicity, is met because a read either (i) causes a ansdtc-
tion that bllows that of the write whose value is beirggurned,in which case the write ost
hawe completed globally befe the ead,or (ii) follows in piogram order such a read by the same
processorpr (iii) follows in poogram order on the same processor thatqueréd the wite, in
which case the processor hasaly waited for the @ad-exclusie transaction and the write to
complete globally. Thus, all the sufficient conditions are easily guaranteed.

Lower-Level Design Choices
To illustrate some of the implicit design choices thatdhbeen made in thegiocol,let us aam-

ine more tosel the transition from the M state when a BusRd for thetkbis obseved In
Figure 5-13we transition to state S and the contents of the menioci bre placed on theub.
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5.4.2

While it is impeative that the contents are placed on thg, ib could instead hae transitioned to
stae |. The choice of going to Sewsus | eflects the designer’s assertion that it is morelyikha

the oiginal processor will continue reading thdodk than it is that the new processor will soon
write to that memory Ibck. Intuitively, this assertion holds for mogttead déa, which is com-
mon in many pegrams. Havever,a common caselvere it does not hold is for aafi or kuffer
that is used to anskr informaion back anddrth between two mrtessesone processor writes it,
the other reads it and modifies it, then thst fieads it and modifies it, and so ®he poblem
with betting on read sharing in this case is that each write is preceded plaain, thereby
increasing the k@ng of the ping-pong opetion. Indeed the coherence protocol used in the
early Synapse mitiprocessor made the altate choice of diectly going from M to | state on a
BusRd Some machines (Sequent Symmetry (model B) and theAi&\Tife) attempt to agsa

the protocol when the accesstpa indicates such migtory data [CoF93,DDS94]The imple-
mentdion of the protocol can alsofatt the pedrmance of the memory system, as we will see
later in the chapter.

A 4-state (MESI) Write-Back Invalidation Protocol

A serious concern with our MSI protocol arises if we consider a sequgngiadaion running

on a nultiprocessor; such uaitiprogrammed use in fact constitutes the most commorkiwvad

on small-scale mitiprocessacs. When it reads in and modifies a data item, in the M8togol
two bus transactions aremeraed e/en though there are ver any shaers. The first is a BusRd
that gets the memorylick in S staée, and the second is a BusRdX (or BusUpgr) thavetsithe
block from S to M stte. By adding a state that indicates that theclbis the only (gclusive)
copy but is not modified and loading théotk in this stée, we can see the latter insaction
since the state indicates that no other processor is cachingd¢kelhis new stte, called eclu-
sive-dean or &clusive-unevned or sometime simplykelusive,indicates an intenedide level of
binding between shared and moetlifilt is exclusive,so unlike the shared state it can perf a
write and mee to modified state without further bus transactions; but it does implgrship,so
unlike in the modified state the cache need epityrupon observing a request for thiedk
(memoy has a valid copyMariants of this MESI protocol are used in many modern opie-
cessorsjncluding the Intel Bntium, PowerPC 601, and the MIPS R4400 used in the Silicon
Graphics Challenge oitiprocessas. It was fist published byesearcher at the Uniersity of
Illinois at Urbana-Champaign [PaP84] and is often referred to as the lllinois protocol [ArB86].

The MESI protocol consists of four sta:modifiedM) or dirty, exclusive-cleartE), shared(S),
andinvalid (). | and M hae the same semantics asdref E, the &clusive-dean or just gclu-
sive stae, means that only one cache (this cache) has a copy ofdtie and it has not been
modified (i.e, the main memory is up-to-date). S means that potentially two or nmregsors
have this block in their cache in an unmodified state.

State Transitions

When the ock is first read by a cessorif a valid copy exists in another cache then it enter
the pocessos cache in the S state as usualwkleer,if no other cache has a copy at the time
(for example,in a sequentialmplication),it enters the cache in the EtstaVhen that kock is
written by the same pcessorjt can diectly transition from E to M state withouegerating
another bus émsactionsince no other cache has axdpanother cache had obtained a copy in
the meantimgthe state of thelbck would hare been dangraded from E to S by the snoopypr
tocol.
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This protocol places a newquirment on the physical interconnect of the Birere must be an
additional signal, the shared signal (Sya#alde to the contwllers in order to determine on a
BusRd if any other cache eantly holds the data. During the dmss phase of the busitisac-
tion, all caches determine if they contain the requestaek tand if so, assert the shared signal.
This is a wired-OR lingso the controller making the request can olesarhether there are yn
other pocessas caching theaferenced memory Ibck and theeby decide whether to load a
requested block in the E state or the S state.

Figure 5-15 shows the state transition giam for the MESI motocol, still assuming that the
BusUpg transaction is not used@he notation BusRd(S) means that when the bus readatc-

\ BusRdX /Flush
BusRd / Flus\ \

\
\
\
\

\

|

l

NN | \

BusRd /\/\

FIuah |
I\

PrRd /- y \Bust)& / Flush

PrWr / BusRdX

/ ;
S
v |
< | /
BusRdX / Flush/’
PrRA /- Iy
BusRd / Flush | /
PrRd / b/

Figure 5-15State transition diagram for the lllinois MESI protocol.

M, E, S | stand for the MOdifiEdLéQf?’), Exdusive, Shared and \ralid statesespectivelyThe notation is the same as thaFigure 5-

13. The E state helps reduce b

c for sequential mgrams where data are not shed Whene'er feasible the protocol also mai

cachesrather than main memgyrsupply data for BusRd and BusRdX transactions. Since multiptegsos may hse a copy of th
memoy block in their cabie, we need to select only one to supply the data on the bus. Flush’ is true only for that proce
remaining processors take null action.

tion occured the signalS” was asséed, and BusRdf) means‘S” was unassezd A plain
BusRd means that we don't care about the value of S for that transition. A writktl ankary
stae will elevate the lock to the M stée, but if it was in the E state no bus transaction is
required Observing a BusRd will demote &tk from E to S since now another cached gop
exists. As usual, observing a BusRd will demotédazlofrom M to S state and cause tHedk to

be flushed on to the bus; here too, tleelbmay be piked up only by the requesting cache and
not by main memat but this will require additional states pend MESI [SwS86]. Notice that it
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is possible for albck to be in the S stateven if no other copiesxest, since copies may be
replaced (S -> 1) without notifying other cach@he arguments for coherence and sequential
consistency being satisfied here are the same as in the MSI protocol.

Lower-Level Design Choices

An interesting question for the protocol is who should supply litek for a BusRd @nsaction
when both the memory and another cachelaacopy of it. In the aginal lllinois version of the
MESI protocol the cawe, rather than main memugyrsupplied the da, a technique calledache-
to-cache sharingThe argument for thispproat was that caches being constructed out of
SRAM, rather than DRAM, could supply the data more glyicHowever,this adantag is not
quite present in many modern bus-basedhim&s,in which intewening in another cessor’s
cade to obtain data is often mongpensive than obtaining the data from main mem@ade-
to-cadhe sharing also adds complexity to a bus-based protocol. Main memory must wait until it is
sure that no cache will supply the datadrefdiving the lus,and if the data resides inuftiple
cades then there needs to be a selectiooritthign to determine Wich one will povide the déa.

On the other handhis technique is useful foruttiprocessas with plysically distibuted mem-
ory, as we will see in Chapter 6, because thenig to obtain the data from a nearby cachgg ma
be much smaller than that for a faway memory unitThis efect can be especially importaot f
macdines constructed as a netlw of SMP nodes, because caches within the SMP noge ma
supply the dataThe Standrd DASH nultiprocessor [LLJ+92] used such baeto-cabe tians-
fers for this reason.

5.4.3 A 4-state (Dragon) Write-back Update Protocol

We now look at a basic update-based protocol fatebadk cades,an enhancedersion of
which is used in the SUN SpeBener multiprocesscs [Cat94].This protocol was fst proposed
by researchers at Xerox PARC for their Dragon multiprocessor system [McC84,TLS88].

The Diagon protocol consists of four $ts:exclusive-cleafE), shaed-clean(SC),shared-mod-
ified (SM), and modifiedM). Exdusive-dean (or &clusive) ajain means that only one duc
(this cache) has a copy of thiedk, and it has not been modified (j.the main memory is up-to-
dae). The motvation for adding the E state in &gpn is the same as that for the MESbtpcol.
SC means that potentially two or moregessacs (including this cache) ke this ock in their
cache,and main memory may or may not be up-tted&8M means that potentially two or neor
processos have this tock in their cabie, main memory is not up-to-tig and it is this poces-
sor’s responsibility to update the main memory at the time thiklis replaced from the cée.

A block may be in SM state in only one cache at a timavéver, it is quite possible that one
cade has thelbck in SM state while others hiit in SC stie. Or it may be that no cache has it
in SM state but some ha it in SC stte. This is why when a cache has théotk in SC stte
memoy may or may not be up to date; it depends on whether some cache has it iteSM sta
meansas bebre, that the lock is modified (dirty) in this cache alon@ain memory is staJand

it is this pocessors responsibility to update main memory eplacement. Note that there is no
explicit invalid (1) state as in the @rious protocolsThis is because Rgon is an upd&-based
protocol; the protocol alays keegys the bocks in the cache up-to-tlg so it is alvays okay to use
the data present in the ¢tecHowever,if a block is not present in a cache at all, it can begima
ined to be there in a special invalid or not-present $tate.
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PrRdMiss / BusRd(S

The processorequestspus tansactionsand actions for the Rgon protocol are similar to the
lllinois MESI protocol.The processor is still assumed to issue only read (PrRd) and write (PrWr)
reguests. Hoever,given that we do not ka an ivalid state in the tocol, to specify actions
when a new memoryldck is first requested by the gmessorwe add two more request types:
processor read-miss (PrRdMiss) and write-miss (PrwrMiss). As for basattionsywe hae

bus read (BusRd), bus update (BusUpd), and bitebadk (BuswB).The BusRd and BusWB
transactions hee the usual semantics as defined for the earlier protocols. BusUpd is amgw tr
action that takes the specifiow written by the processor and broadcasts it on the bus so that all
other pocessorstaches can update themselves. By only broadcasting the contents of the specifi
word modified ether than the whole cachébk, it is hoped that the bus bandwidth is moffe ef
ciently utilized (SeeExercise for reasonshy this may not alays be the case.) As in the MESI
protocol,to support the E state there is a shared signalvé@pbe to the cache comler. This
signal is asserted if there are angqassorspther than theequestorcurently caching theafer-
enced memorylbck. Finally, as for actions, the only newpability needed is for the cache con-
troller to update a locally cached memolgdi (labeled Update) with the contents that are being
broadcast on the bus by a relevant BusUpd transaction.

PrRd / --
BusUpd / Update

BusRd / --

PrRdMiss / BusRd(S)

Prwr / BusUpd($

Prwr / BusUpd(S)

BusUpd / Update

BusRd / Flush

PrwrMiss / BusRd(S); BusUpd PrwrMiss / BusRd(B

PrRd / --
Prwr / BusUpd(S)
BusRd / Flush

Figure 5-16State-transition diagram for the Dragon update protocol.

The four states arealid-exclusie (E), shaed-dean (SC), shad-modifed (SM), and modified (M)There is no iwvalid (I) stde
because the update protocol always keeps blocks in the cache up-to-date.

1. Logically there is another state aglybut it is ether cude A mode bit is povided with each lock to
force a miss when thddzk is accessed. Initialization sofwe reads data intosery line in the cache with
the miss mode turned on, to ensure that the processor will misssthirfe it efeences alock that mas
to that line.
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State Transitions

Figure 5-16 shows the state transition dram for the Dagon update protocollo take a poces-
sor-centic view, one can also explain the dram in terms of actions taken when aqeassor
incurs a read-miss, a write-hit, or a write-miss (no action is ever taken on a read-hit).

Read Miss: A BusRd transaction is generated. Depending on the status of the shared-signal
(S), the block is loaded in the E or SC state in the local cache. More specifically, if the block
is in M or SM states in one of the other caches, that cache asserts the shared signal and sup
plies the latest data for thdbbk on the lis,and the lock is loaded in local cache in SC state

(it is also updated in main memory; if we did not want to do this, we would need more states).
If the other cache had it in state M, it changes its state to SM. If no other cache has a copy,
then the shared line remains unasserted, the data are supplied by the main memory and the
block is loaded in local cache in E state.

Write: If the block is in the SM or M states in the local cache, then no action needs to be
taken. If the bock is in the E state in the local d¢egthen it intenally changes to M state and

again no further action is needed. If tHedk is in SC stte, hovever,a BusUpd transaction is
generated. If any other caches have a copy of the data, they update their cached copies, anc
change their state to SC. The local cache also updates its copy of the block and changes its
stae to SM. If no other cache has a copy of thadhe shared-signal remains unas=seéthe

local copy is updated and the state is changed to M. Finally, if on a write the block is not
present in the cdxe,the write is teded simply as a read-miss transactiolioived by a write
transaction. Thus first a BusRd is generated, and then if the block was also found in other
caches (i.e., the block is loaded locally in the SC state), a BusUpd is generated.

Replacement: On a replacement (arcs not shown in the figure), the block is written back to
memory using a bus transaction only if it is in the M or SM state. If it is in the SC state, then
either some other cache has it in SM state, or noone does in which case it is already valid in
main memory.

Example 5-7 Using the Dagon update ptocol, show the state transitions and bussactions
for the scenario depicted in Figure 5-3.

Answer The results are shown Figure 5-17. We can see that while for processor actions 3
and 4 only one wd is tansfered on the bus in the updateofwcol, the whole
memoy block is transfered twice in the imalidation-based protocol. Of cose, it
is easy to construct scenariobete the ivalidaion protocol does nch better than
the update protocol, and we will discuss the detailed tradeoffs later in Section 5.5.

Lower-Level Design Choices

Again, many implicit design choices Y& been made in this protocol. Faaeple,it is feasible

to eliminate the shad-modifed stée. In fact,the updge-potocol used in the DECifefly multi-
processor didxactly that. The reasoning was thatesy time the BusUpd transaction ocsithe
main memory can also update its contents along with the other caches holdirigakzdrim
therefore,a shaed-modifed state is not needethe Dragon protocol was instead based on the
assumption that since caches use SRAM and main memory uses DRAMuithigjmidker to
updde the caches than main memand theefore it is ingpropride to wait for main memer
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Proc. Action Stae in P1 Stae in P2 Stde in P3  BusAction Data Supplied B
1.Plreadsu E -- -- BusRd Memory
2. P3reads u SC -- SC BusRd Memory
3. P3 writes u SC -- SM BusUpd P3

4. Plreadsu SC - SM null -

5. P2readsu SC SC SM BusRd P3

Figure 5-17The Dragon update protocol in action for processor transactions shown in Figure 5-3.

The figure shows the state of thelevant memory lock at the end of eachamsactionthe bus transactioregeratedif any, and th

entity supplying the data.

to be updated on all BusUpd transactions. Another subtiee, for example, relaes to the
action taken on cacheplacementsWhen a shad-dean bock is replacedshould other cdwes
be informed of thateplacement via aus-transactionso that if there is only one remaining ac
with a copy of the memoryldick then it can bang its state toalid-exclusive or modified?he
advantag of doing this would be that the bus transaction uporeth@aement may not be in the
critical path of a memory operation, while the later bus transaction it saves might be.

Since all writes appear on the bus in an updadopol, write setalization, write completion
detection,and write atomicity are all quite atghtforwad with a simple atomicus, a lot like
they were in the wite-through case. Hoever,with both irvalidaion and update basedgpocols,
there are many subtle implementation issues and race conditions that we dnassaden with
an atomic bus and a single4 cahie We will discuss these iBhepter6, as well as moreealis-
tic scenarios with pipelineduses,multi-level cache hiarchies,and hadware techniques tha
can eoder the completion of memory opgons like write luffers. Nonetheless, we can quanti-
tatively examine protocol &deofs at the state dggam level that we hee been considering so

far.

5.5 Assessing Protocol Design Tradeoffs

Like any other complex system, the design ofudtiprocessor equires many decisions to be
made Even when a processor has beef@giicthe designer must decide on the maximumn
ber of ppcessas to be supported by the systerajaus paametes of the cache hiarcty (e.g.,
number of l@els in the hiesirchy,and for each leel the cache s& associtvity, block size, and
whether the cache is ite-through or witeback),the design of the bus.(g, width of the d&a
and adlress lisesthe bus ptocol),the design of the memory systeng(eintedeaved memoy
banks or not, width of memory banks, size of interndfens), and the design of the 1/O sub-
system. Many of the issues are similar to those in oogasos [Smi82], but accentted For
examplea wite-through cache standing loeé the bus may be a poor choice farltiprocessors
because the bus bandwidth is shared by maogegsorsand memory may need to be inter
leaved more because it services cache misses from multjegsos. Geder cache assodia-
ity may also be useful in reducing conflict misses that generate bus traffic.
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A crucial new design issue for aultiprocessor is the cache coherence protoduois indudes
protocol class (imalidaion or updée), protocol states and actions, and/do-level implementa-
tion tradeofs that we will examine tar. Protocol decisions interact with all the other design
issues. On one hanthe protocol influences the extent thigh the laeng/ and bandwidthltar-
acterstics of system components areesged On the otherthe perbrmance baracteistics as
well as oganizaion of the memory and commicaion architectue influence the choice of @r
tocols. As discussed i€@hater4, these design decisions need to beleted elative to the
behaior of real ppgrams. Suchwaluaion was ery common in the late 1980s, albeit using an
immature set of parallel programs as workloads [ArB86,AgG88,EgK88,EgK89a,EgK89h].

Making design decisions in real systems is part art and part scidreart is the pastperi-
ence,intuition, and aesthetics of the designemd the science isofkload-driven evaluation.
The goals are usually to meet a cost-gnfance taget and to hae a balanced system so that no
individual resouce is a pedrmance bottleneck yet eachspuce has only minimal xeess
capacity This section illustes some &y protocol tadeofs by putting the wrkload diven eal-
uation methodology from Chapter 4 to action.

The basic sateg is as bllows. The workload is &ecuted on a simlator of a multiprocessor
architecturewhich has two coupled par a eference g@nerdor and a memory system sifator.
The eference gnerdor simulates the pplicaion programs processes and issues memeferr
ences to the simator The simulator simulates the opetion of the cabes, bus and sta
machinesand etums timing inbrméion to the eference gneratorwhich uses this irdrmation
to determine from Wwich process to issue the negfarenceThe eference gnergor inteteaves
references from dferent pocessespreseving timing relaionships from the siodator as well as
the synbironizdion relaionships in the parallel pgram. By observing the state transitions in the
simulator,we can determine theefjueng of various eents such as cache misses and larstr
actionsWe can thenwluae the effect of protocol choices in terms of other desigrapueaters
such as latency and bandwidth requirements.

Choosing pametes according to the methodglpof Chapter4, this section fist estalishes the
basic state transitiorharacteistics generded by the set ofplicaions for the 4-sti, Illinois
MESI protocol. It then illusates how to use thesesflueng measurements to obtain afmi-
nary quantitaive analysis of designadeofs raised by the example protocolsose,such as the
use of the durth, exclusive state in the MESI protocol and the use of BusUgtper then Bus-
RdX transactions for the S->M transition. It also illasts more traditional design issues,tsuc
as how the cacheldek size—the ganulaity of both coherence and coramication—impacts
the laeng/ and bandwidth needs of thppdicaions. To understand this fefct, we classify caoe
misses into dagoiies such as coldgacity,and sharing misses, examine theetf of Bock size
on eab, and explain the results in light gbglicaion characteistics. Rnally, this undestanding
of the aplicaions is used to illustte the tadeofs between imalidaion-based and uptebased
protocols, again in light of latency and bandwidth implications.

One important note is that this analysis is based on¢hadnyg of various important eents,not
the absolute times taken or tefare the perdrmance This gproat is common in studies of
cadte achitecture because the results transcend particular system implementationstanad-tec
ogy assumptions. Heever, it should be viered as only a gliminaly anaysis, since man
detailed &ctors that might dect the pedrmance tadeofs in real systems ardstracted avay.
For example,measuring state transitionspides a means of calculating mistess and bus &f-
fic, but realistic values for tancy,overheadand occupancy are needed tmslde the ates into
the actual bandwidtheguirements imposed on the system. And the bandwielifuirements

9/10/97

DRAFT: Parallel Computer Architecture 291



Shared Memory Multiprocessors

551

themseles do not @nslde into perbrmance diectly, but only indiectly by increasing the cost
of misses due to contentiofo obtain an estimate of bandwid#quirementswe may aificially
assume thatvery reference takes axied number of ycles to completeThe dificulty is incopo-
rating contention, because it depends on the timingrpates used and on thautstiness of the
traffic which is not captured by the frequency measurements.

The simulations used in this section do not model contention, and in fact they deemgpetend

to assume a realistic cost model. All memory ef@ns are assumed to complete in the same
amount of time (here a singlgate) regadless of whether they hit or miss in thelvad her ae
Three main reasons for thisirt, the focus is on understanding inherent protocol behavior and
tradeofs in terms of gent frequenciesnot so nuch on perbrmance Secongsince we arexper-
imenting with diferent cache lock sizes and ganizationswe would like the intéeaving of
references from plicaion processes on the gitator to be the samegadless of thesehwices;

i.e. all protocols andlbck sizes should see the same tracestérencesWith execution-driven
simulation,this is only possible if we make the cost wély memory opeation the same in the
simuldions (eg., one gcle), whether it hits or misses. Otherwiska reference misses with a
small cache lock but hits with a lager one (for example) then it will be dgé&d by diferent
amounts in the intégaving in the two cases. It would thedore be dificult to determine Wich
effects are inhently due to the protocol andhich are due to the particular parametalues
chosenThe third reason is that realistic sit@tions that model contention would take a lot enor
time. The disasglantag of using this simple model is that the timing model mégcalsome of
the frequencies we observe; however, this effect is small for the applications we study.

Workloads

The illustrative workloads for coherent shareddress space ahitectues include six pailel
applicaions and computationaleknels and one nitiprogrammed wrkload The parallel po-
grams run in bigh mode with gclusive access to the machine and do not includeatipgrsys-
tem actity, at least in the simlations,while the nultiprogrammed wrkload includes opeting
system actiity. The number of pplications we use iselatively small, but they are pnarily for
illustration and we try to choose gmgrams that epresent important classes of computation and
have widely varying characteristics.

The parallel pplications used here are taken from the SPLASp{Rieation suite (seéppendix
A) and vere described in gvious dhaptes. Three of them (Ocean, Bags-Hut,and Ratrace)
were used as case studies foveleping parallel pggrams in Chpters 2 and3. The frequencies
of basic opeaations for the pplicaions is gven inTabe 4-1. We now study them in more detail
to assess design tradeoffs in cache coherency protocols.

Bandwidth requirement under the MESI protocol

Driving the adress traces for the askloads depicted imade 4-1 through a cache simator
modeling the lllinois MESI protocolemperdes the sti-transition frequencies ifalde 5-1. The

daa are presented as number ofestaansitions of a particular type per 1@arences issuedyb

the pocessas. Note that in the bdes,a new state NP (not-present) is @umced This adlition

helps to tarify transitions vihere on a cache miss, onéotk is replaced (ceding a tansition

from one of I, E, Sor M to NP) and a newldick is brought in (aeding a transition from NP to
one of I, E, Sor M). For kample,we can distinguish betweenit@badks done due toeplace-
ments (M -> NP transitions) and iabads done because some other processor wrote to a modi-
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fied Hock that was cached locally (M -> | transitions). Note that the sum of state transitions can

be geaer than 100,\een though we are presentingeeages per 100eaferencesbecause some
references cause multiple state transitions. karmgle,a write-miss can causedwransitions in
the local pocessoss cache (g., S -> NP for the oldlbck, and NP -> M) for the incomingdixk,
plus transitions in other pcessos cache ivalidating their copies (I/E/S/M -> 1 This lov-level
state-tansition fequenyg data is an xremely useful way to ansver many diferent kinds of

“what-if” questions. As arit xkample,we can determine the bandwiddguirement theseppli-
cations would place on the memory system.

Table 5-1 State transitions per 1000 data memory references issued by the applications. The

daa assumes 16 @ressorsl Mbyte 4-vay set-associve cabes,64-byte cachelbcks,and the
lllinois MESI coherence protocol.

Applin. From/To NP I E S M

NP 0 0 0.0011 0.0362 0.0035

I 0.0201 0 0.0001 0.1856 0.0010

Barnes-Hut E 0.0000 0.0000 0.0153 0.0002 0.0010
S 0.0029 0.2130 0 97.1712 0.1253
M 0.0013 0.0010 0 0.1277 902.782

NP 0 0 0.0000 0.6593 0.0011

I 0.0000 0 0 0.0002 0.0003

LU E 0.0000 0 0.4454 0.0004 0.2164
S 0.0339 0.0001 0 302.702 0.0000
M 0.0001 0.0007 0 0.2164 697.129

NP 0 0 1.2484 0.9565 1.6787

I 0.6362 0 0 1.8676 0.0015

Ocean E 0.2040 0 14.0040 0.0240 0.9955
S 0.4175 2.4994 0 134.716 2.2392
M 2.6259 0.0015 0 2.2996 843.565

NP 0 0 0.0068 0.2581 0.0354

I 0.0262 0 0 0.5766 0.0324

Radiosity E 0 0.0003 0.0241 0.0001 0.0060
S 0.0092 0.7264 0 162.569 0.2768
M 0.0219 0.0305 0 0.3125 839.507

NP 0 0 0.0030 1.3153 5.4051

1. For the Multipog workload,to speed up the sintetions a 32Kbyte instruction cache is used a#texfi
before passing the instructiorferences to the 1 Mbyte unified instruction and datheddhe state ansi-
tion frequencies for the instructioeferences are computed based only on theferances that missed in
the L1 instruction cdwe This filtering does not &éct any of the bs-traffic data that we will gnerde using
these mmbes. Also, for Multiprog we present data saratey for kemel instuctions,kemel data efer-
ences,user instactions,and user dateeferences. A iyen eference may produce transitions ofiltiple
types. For gample,if a kemel instruction miss causes a modified td@a-blo& to be written bdg then
we will have one transition forémel instructions from NP -> E/S and another transition for user efga r
ence category from M -> NP.
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Example 5-8

Table 5-1 State transitions per 1000 data memory references issued by the applications. The

daa assumes 16 @ressors]l Mbyte 4-vay set-associve cabes,64-byte cachelbcks,and the
lllinois MESI coherence protocol.

Appln. From/To NP I E S M
I 0.0485 0 0 0.4119 1.7050
Radix E 0.0006 0.0008 0.0284 0.0001 0
S 0.0109 0.4156 0 84.6671 0.3051
M 0.0173 4.2886 0 1.4982 906.945
NP 0 0 1.3358 0.15486 0.0026
I 0.0242 0 0.0000 0.3403 0.0000
Raytrace E 0.8663 0 29.0187 0.3639 0.0175
S 1.1181 0.3740 0 310.949 0.2898
M 0.0559 0.0001 0 0.2970 661.011
NP 0 0 0.1675 0.5253 0.1843
Multiprog | 0.2619 0 0.0007 0.0072 0.0013
User E 0.0729 0.0008 11.6629 0.0221 0.0680
Data S 0.3062 0.2787 0 214.6523 0.2570
References M 0.2134 0.1196 0 0.3732 772.7819
NP 0 0 3.2709 15.7722 0
Multiprog | 0 0 0 0 0
User E 1.3029 0 46.7898 1.8961
Instruction S 16.9032 0 0 981.2618
References M 0 0 0 0 0
NP 0 0 1.0241 1.7209 4.0793
Multiprog | 1.3950 0 0.0079 1.1495 0.1153
Kernel E 0.5511 0.0063 55.7680 0.0999 0.3352
Data 1.2740 2.0514 0 393.5066 1.7800
References M 3.1827 0.3551 0 2.0732 542.4318
NP 0 0 2.1799 26.5124 0
Multiprog | 0 0 0 0 0
Kernel E 0.8829 0 5.2156 1.2223
Instruction S 24.6963 0 0 1075.2158
References M 0 0 0 0 0

Suppose that the irger-intensie gplicaions run at 200 MIPS per gressorand
the floaing-point intensie gplicaions at 200 MFLOPS per gressarAssuming
tha cache bock transfes move 64 bytes on the data lines and that each b
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Answer

transaction imolves six bytes of command anddagks on the altess lines, W is
the traffic generated per processor?

The frst step is to calculate the amount dffic per instructionWe detemine
what bus-action needs to be taken for each of the possiléetstasitions and he
mucdh traffic is associated with each transaction. kangple,a M --> NP tansition
indicaes that due to a miss a cactack needs to be written back. Similgran S -
> M transition indicates that an ujagle request must be issued on the bhs.lus
actions coaresponding to all possible transitions are shownTafde 5-2. All

transactions gnerde six bytes of adress taffic and 64 bytes of adess taffic,
except BusUpgr, which only generates address traffic.

Table 5-2 Bus actions corresponding to state transitions in lllinois MESI protocol.

From/To NP | E S M
NP -- -- BusRd BusRd BusRdX
| -- -- BusRd BusRd BusRdX
E - - - - -
S -- -- not poss. -- BusUpgr
M BuswB BuswB not poss. BuswB --

At this point in the analysis the cache graetes and cache protocol are pinned
down (they are implicit in the stertransition data since theyere piovided to the
simulaor in order to gnerae the data.) and the bus designapaetes are pinned
down as wellWe can now compute theaffic generaed by the prcessas. Using
Table 5-2 we can cowert the transitions per 1000 memoseferences inTabe 5-1
to bus transactions per 1000 memaeferencesand comert this to adiress and
data traffic by nultiplying by the taffic per transaction. Using theeflueng of
memoy accesses ifTade 4-1 we cowert this to taffic per instuction, or per
MFLOPS Fnally, multiplying by the assuming processiraia,we get the adkess
and data bandwidtrequirement for eachpplicaion. The result of this calculimn
is shown by left-most bar in Figure 5-18.

The calculation in the exampleo@e gves the werag bandwidth equiement under the
assumption that the bus bandwidth is enough to allow theepsas to execute at full ate In
practice This calculation pvides a useful basis for sizing the system. Bangle,on a
madine such as the SGI Challenge with 1.2 GB/s of dataviidtid the bus povides suficient
bandvidth to support 16 prcessaos on the pplications other than Radix. A typical rule of thumb
is to leare 50% “headaom” to allow for lurstiness of datadnsfes. If the Ocean and Multipg
workloads vere excluded,the bus could support up to 3dpessas. If the bandwidth is not suf-
ficient to support thepplication,the gplicaion will slow down due to memory wait§hus,we
would expect the speedup earfor Radix to fitten out quite quily as the number of pcessors
grows. In geneal a nultiprocessor is used for asety of workloads,many with low pesproces-
sor bandwidth equirementsso the designer will choose to support agunftions of a size tha
would overcommit the bus on the most demanding applications.
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Example 5-9

Answer

Example 5-10

Answer

Impact of Protocol Optimizations

Given this base design point, we caalaae protocol tadeofs under common machine pan-
eter assumptions.

We hare described two iralidaion protocols in this ligpter -- the basic 3-d&a
invalidation protocol and the lIllinois MESI protocdlhe ley difference betwen
them is the existence of thalid-exclusi state in the teer. How much bandvidth
savings does the E state buy us?

The main adantag of the E state is that when going from E->M, radfic need be
generatedin this casgin the 3-state protocol we will 1@ to generae a BusUpg
transaction to acquirexelusive avnership for that memory lbck. To compute
bandvidth savings, all we hae to do is put a BusUpgr for the E->M transition in
Tabe 5-2, and then recompute thatffic as befre The middle bar irFigure 5-18
shows the resulting bandwidth requirements.

The example lzowe illustrates how anecdotadtionale for a more complex design may not stand
up to quantitive analysisWe see thia somavha contrary to expectationsthe E state dérs
negligide savings.This is true gen for the Multipog workload, which consists pmarily of
sequential jobsThe pimary reason for this rgdigible gain is that the fraction of E->Matnsi-
tions is quite small. In atition, the BusUpgr transaction that wouldvhébeen needed for the S-
>M transition takes only 6 bytes of address traffic and no data traffic.

Recall that for the 3-state gipcol, for a write that finds the memoryolak in

shaed state in the cache we issue a BusUpgr request orusheather than a
BusRdX.This saes bandidth, as no data need bamsfered for a BusUpg but it

does complicate the implemetitan, since local copy of data can b&atidated in

the cache befe the upgade request comes backhe question is how uch

bandwidth are we saving for taking on this extra complexity.

To compute the bandwidth for the less complex implentientaall we hae to do
is put in BusRdX in the E->M and S->M transitions Tade 5-2 and then
recompute the bandwidtrumbes. The results for all gplicaions are shown in the
right-most bar inFigure5-18 While for most aplicaions the diference in
bandvidth is small, Ocean and Multipg kernel-dda refeences show that it can be
as large as 10-20% on demanding applications.

The perbrmance impact of these fiifences in bandwidthequirement depend on how thes
transactions are actually implementedwdwer,this high leel analysis indicates to the designer
where more detailed evaluation is required.

Finally, as we had discussed in Chapter i8eg the input data-set sizes we are using for the
abowe @plications,it is important that we run the Ocean,yRace, Radix gplicaions for
smaller 64 Kbyte cache siz8he aw stade-transition data for this case are presentethite 5-

3 belaw, and the peprocessor bandwidtleguirements are shown Figure 5-19. As we can see
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Figure 5-18Per processor bandwidth requirements for the various applications assuming 200MIPS/MFLOPS processors

The top baichat shows data for SPLASH-Dplicatiions and the bottorrhart data for the Multippg workload The traffic is split intc
daa traffic and adress+command busaffic. The leftmost bar showsdtific for the lllinois MESI potocol,the middle bar for the ce
where we use the basic 3-stateatidaion protocol without the E state as described in Seétiéri,and the right most bar shows
traffic for the 3-state protocol when we use BusRdX instead of BusUpgr for S -> M transitions.
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5.56.3

Table 5-3 State transitions per 1000 memory references issued by the applications. The data
assumes 16 processors, 64 Kbyte 4-way set-associative caches, 64-byte cache blocks, and the
lllinois MESI coherence protocol.

Appln. From/To NP I E S M
NP 0 0 26.2491 2.6030 15.1459
I 1.3305 0 0 0.3012 0.0008
Ocean E 21.1804 0.2976 452.580 0.4489 4.3216
S 2.4632 1.3333 0 113.257 1.1112
19.0240 0.0015 0 1.5543 387.780
NP 0 0 3.5130 0.9580 11.3543
I 1.6323 0 0.0001 0.0584 0.5556
Radix E 3.0299 0.0005 52.4198 0.0041 0.0481
S 1.4251 0.1797 0 56.5313 0.1812
M 8.5830 2.1011 0 0.7695 875.227
NP 0 0 7.2642 3.9742 0.1305
I 0.0526 0 0.0003 0.2799 0.0000
Raytrace E 6.4119 0 131.944 0.7973 0.0496
S 4.6768 0.3329 0 205.994 0.2835
M 0.1812 0.0001 0 0.2837 660.753

not having one of the criticalatking sets fit in the processor cache caanthticaly increase the
bandvidth required A 1.2 Gbyte/sec bus can now élgrsupport 4 pscessos for Ocean and
Radix, and 16 processors for Raytrace.

Tradeoffs in Cache Block Size

The cache ganizdion is a critical pedrmance factor of all modern compuggbut it is espe-
cially so in multiprocessas. In the uniprocessor cortecache misses are typicallytegorized
into the“three-Cs”:compulsoy, cgpacity,and conflict misses [HiS89,PH90]. Many studiegeha
examined how cache szassocitivity, and ock size afect each dagory of miss.Compulsory
missesor cold missesoccur on the fst reference to a memoryltick by a pocessarCapacity
misseccur when all thelbcks that areaferenced by a processor during tixeeution of a po-
gram do not fit in the cachev@n with full associtvity), so some locks are eplaced and ler
accessedgain. Conflictor collision misse®ccur in caches with less than full asstiigy, when

the collection of ocks referenced by a mgram that map to a single cache set do not fit in the
set. They are misses that would not have occurred in a fully associative cache.

Cepacity misses are reduced by egiag the cabe Conflict misses are reduced by ieasing

the associdvity or increasing the number ofdaks (increasing cache size or reducirigck
size). Cold misses can only be reduced by increasingltiok bize, so that a single cold miss
will bring in more data that may be accessed as Wéiiet makes cache desighallengng is

tha these &ctoss trade-of against one another. For@mple,increasing thelbck size for a fked
cate capacity will reduce the number dbtks, so the reduced cold misses may come at the
cost of increased conflict misses. Ird#idn, varidions in cache ganizaion can affect the miss
penalty or the hit time, and therefore cycle time.
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Figure 5-19 Per processor bandwidtiequirements for the arious aplicaions assuming 200MIPS/MFLOPSogessas and 6
Kbyte caches.

The taffic is split into data &ffic and adress+cmd bus affic. The leftmost bar showsdtffic for the lllinois MESI potocol, the mid
dle bar for the caseher we use the basic 3-stateatidaion protocol without the E state as described in Se&uéri,and theight
most bar shows the traffic for the 3-state protocol when we use BusRdX instead of BusUpgr for S -> M transitions.

Cache-cohemt nultiprocessas introduce adurth caegoly of missescoherencemissesThese
occur when locks of data are shared among multiplehesgand are of two types: true shy

and false shamg. True sharing occurs when a datarévproduced by one processor is usgd b
another False sharing occurs when independent datdsvor diferent poocessos happen to be
placed in the samddzk. The cache lock size is the ganulaity (or unit) of fetching data fom

the main mema, and it is typically also used as thegulaity of coheence Tha is, on a wite

by a pocessorthe whole cachelbck is invalidated in other pscessorstaches. Arue sharing
missoccurs when one processor writes sonogd® in a cachelbck, invalidating that Bock in
another pocessos catie, and then the second processor reads one of the moddidd. it is
called a‘true” sharing miss because the misgytrcomnunicaes nevly defined data values tha
are used by the second processor; such misséssaential’to the corectness of the pgram in

an invalidation-based coherenceqtocol, regadless of interactions with the machinganiza-
tion. On the other hanavhen one processor writes somerds in a cachelbck and then another
processor reads (or writes) fdifent words in the same cachéobk, the irvalidation of the thock

and subsequent cache miss occursels even though no useful values are being communicated
between the processoihese misses are thus calfetse-sharing missgSR+93]. As cabe
block size is inceasedthe pobability of distinct variables being accessed by different proces-
sors but residing on the same cache block incre@seknoloy pushes in the direction of G
cade Hock sizes (e.g., DRAM organization and access modes, and the need to obtain high-band
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width data transfers by amortizing overheast) it is important to understand the potential
impact of false sharing misses and how they may be avoided.

True-shaing misses are inherent to &gn parallel decomposition and assignment; like cold
missesthe only vay to decrease them is by increasing tleelosize and increasing spatial local-

ity of comnunicaed data. False sharing misses, on the other, Baa@n example of thetidac-

tual comnunicaion discussed irChater3, since they are caused by interactions with the
architectureln contrast to true sharing and cold misses, false sharing misses can be degreased b
reducing the cachddzxk size, as well as by a host of other optimizations in saftw(oichestra-

tion) and hadware Thus,there is a fundamental tension in determining the best cémtiedive,

which can only be resolved by evaluating the options against real programs.

A Classification of Cache Misses

The flowchat in Figure 5-20gives a detailed atmithm for dassificdion of misses. Undestand-
ing the details is notary important for now—it is enough for the rest of theyater to under
stand the definitionsb@mve—hut it adds insight and is a usefulegcise In the algrithm, we
define thelifetime of a Hock as the time intemal during vhich the tlock remains valid in the
cachethat is, from the occuence of the miss until itsvalidation,replacementor until the end
of simulation. Obseve that we cannot classify a cache miss when it scbut only when the
fetched memory lock is replaced or inalidated in the cdee,because we need to know if the
the Hock’s lifetime the processor used angrds that vere written since the lastue-shaing or
essential miss. Let us consider the simple cas&ts Gases 1 and 2 areasghtforwad cold
misses occuing on peviously unwritten Bocks. Cases 7 and 8ftect false and true sharing on a
block that was peviousy invalidated in the cdoe, but not discated The type of sharing is deter
mined by whether the avd(s) modified since the validaion are actually used. Case 11 is a
straightforwad capacity (or conflict) miss, since thiodk was peviously replaced from the
cade and the wrds in the bbck have not been accessed since last medif\ll of the other
cases &fer to misses that occur due to a combinatioraofois. For &ample,cases 4 and 5ar
cold misses because this processor hesrraecessed thddek before,hovever,some other m-
cessor has written thédek, so there is also sharing (false argydepending on hich words ae
accessed). Similpt we can hee sharing (false or true) otoloks that vere previously discaded
due to cpacity Solving only one of the pblems may not necesdlar eliminate such misses.
Thus,for example,if a miss occurs due to bothl$e-shang and capacity blems,then elimi-
naing the flse-shang problem by reducing lock size will likely not eliminate that miss. On
the other handsharing misses are in some sense more fundamental than capacity misses, since
they will remain there even if the size of cache is increased to infinity.

Example 5-11 To illustrate the definitions that we %@ just gven, Talde 5-4 below shows how to
classify leferences issued by threeopessos P1, P2, and P3. For thisaenple,we

1. In this tassificdion we do not distinguish conflict from capacity misses, since they both are a
result of the wailabe resouces becoming full and the téfence between them (sedrsus entie
cache) does not shed additional light on multiprocessor issues.
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assume that eachqmessos cache consists of a single & cache lmck. We
also assume that the caches are all initially empty.

Table 5-4 Classifying misses in an example reference stream from 3 processors. If
multiple references are listed in the sanosvrwe assume that P1 issuesdrefP2 and P2
issues before P3. The notation Id/st wi refers to load/store of word i. The notation Pi.j
points to the memory reference issued by processor i at row j.

Seq. P1 P2 P3 Miss Classification
1 Id wo Id w2 il:\l/:I\nd P3 miss; but we will classify later on replace/
2 stw2 | P1.1: pure-cold miss; P3.2: upgrade
3 Id wl P2 misses, but we will classify later on replace/inval
4 ldw2 | Idw7 | P2 hits; P3 misses; P3.1: cold miss
5 Id w5 P1 misses
6 Id w6 P2 misses; P2.3: cold-true-sharing miss (w2 accessgd)
7 st w6 P1.5: cold miss; p2.7: upgrade; P3.4: pure-cold misq
8 Id w5 P1 misses
9 Id wé Idw2 | P1 hits; P3 misses
10 ldw2 | Idwl P1, P2 miss; P1.8: pure-true-share miss; P2.6: cold pniss
11 st wb P1 misses; P1.10: pure-true-sharing miss
12 stw2 | P2.10: capacity miss; P3.11: upgrade
13 Id w7 | P3 misses; P3.9: capacity miss
14 Idw2 | P3 misses; P3.13: inval-cap-false-sharing miss
15 Id wO P1 misses; P1.11: capacity miss

Impact of Block Size on Miss Rate

Applying the tassificdion algorithm of Figure 5-20 to sirrulated runs of a wrkload we can
detemine how fequenty the various kinds of misses occur inggrams and how thedguencies
chang with variaions in cache ganization,such as lock size. Figure 5-21 shows the decom-
position of the misses for the exampfpbcaions running on 16 pcessors] Mbyte 4-vay set
associatie cates,as the cacheldck size is aried from 8 bytes to 256 byteEhe bars show the
four basic types of misses, cold misses (cases 1 and 2), capacity misses (case-dHigritg
misses{cases 4, 6, 8, 10, 12), aradske-shang misses (cases 3, 5, 7, and 9). Iditoh, the fg-

ure shows the &queng of upgradeswhich are writes that find the block in the cache but in
shared stateThey are diferent than the other types of misses in that the cachadalhas the
valid data so all that needs to be acquirexétusive avnership,and they are are not included in
the dassificdion scheme oFigure 5-20. However,they are still usually considered to be misses
since they generate traffic on the interconnect and can stall the processor.

While the téle only shows data for the defaulttal@etsjn practice it is ery important to gam-
ine the results as input data-set size and number of processors arebgfaied,awving condu-
sions about theafse-shang or spatial locality of anpplication The impact of such scaling is
elaborated briefly in the discussion below.
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Figure 5-21Breakdown of application miss rates as a function of cache block size for 1MB per-processor caches.

Conflict misses are included in capacity mis§ése beakdavn and behavior of missearnes geatly across pplications but there &
some sommon trends. Cold misses and capacity misses tend to decrease glyiteitjuidock size due to spatial localityrue sha
ing missesTrue sharing misses also tend to @esewhile false sharing misses ieaseWhile the false sharing component is usy
small for small block sizes, it sometimes remains small and sometimes increases very quickly.
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For each individual gplication the miss baracteistics dang with Hock size nuch as we wuld
expect, however, the oserall characteistics difer widely across the sampleograms. Cold
cgpacity and true sharing misses decrease wittkisize because the additional data brought in
with each miss is accessed drefthe lock is replaced,due to spatial locality. Heever, false
shaing misses tend to increase witlodk size. In all cases, true sharing is a significaatfion

of the misses, soven with ideal, infinite caches the misterand bus bandwidth will not go to
ze. Hawvever, the size of the true sharing componeaties signifcantly Futhermore,some
applicaions show substantial increase in false sharing wWittktsize, while others show almost
none Below we iwvestigde the popeties of the pplicaions that gve rise to these ddrences
observed at the machine level.

Relation to Application Structure

Multi-word cache locks exploit spatial locality by pfetcing data suounding the accessed
addess. Of cowse,beyond a point lager cache locks can hurt pedrmance l: (i) prefetching
unneeded data (ii) causing increased conflict misses, as the number of dstkecthat can be
stored in a fhite-catie decreases with increasinpdk size; and (iii) causing increasealde-
shaing misses. Spatial locality in parallelograms tends to be Wer than in sequential @r
grams because when a memoltgdk is brought into the cache some of the data therein will
belong to another processor and will not be used by the processumyegf the miss. As an
extreme @ample,some parallel decompositions of scientifiograms assign adjacent elements
of an aray to be handled by dérent pocessas to ensure good load balaneed in the prcess
substantially decrease the spatial locality of the program.

The data irFigure 5-21 show that LU and Oceanveboth good spatial locality and littlal$e
sharing Ther is good spatial locality because the maes drop poportionatey to increases in
cadte Hock size and there are essentially no false sharing mishisis in lage part because
these muix codes use ahitecturally-awage dda-structues. For gample,a gid in Ocean is not
represented as a single 2-Dray (which can introduce substantial$e-sharing)but as a 2-D
array of blocks each of wwich is itself a 2-D amy. Such stncturing,by programmes or compil-
ers,ensures that most accesses are unit-stride @ dsmall toocks of dda, and thus the nice
behavior As for scalingthe spatial locality for thesgplications is expected to remain good and
false-shang non-existent both as theghtem size is increased and as the number atgasors
is increased. This should be true even for cache blocks larger than 256 bytes.

The gaphics gplicaion Raytrace also shows ghgible false sharing and somba poor spéal
locality. The false sharing is small because the main datetste (collection of pgtgons consti-
tuting the scene) i®ad-onlyThe only ead-wite sharing happens on the igeaplane data sic-
ture, but that is well controlled and thus only a smaditbr This true-shaing miss ete reduces
well with increasing cachddxk size. The reason for the poor spatial locality of capacity misses
(although the werall magnitude is small) is that the accestsgma to the collection of pghons is
quite arbitary, since the set of objects thatag will bounce off is unpedictable As for scaling
as ppblem size is increased (mostdilg in the brm of more pojgons) the pmary effect is
likely to be lager capacity missates; the spatial locality andlfe-shang should not kange A
larger number of prcessas is in most ways similar to having a smallergiiem siz, except tha
we may see slightly more false sharing in the image-plane data structure.

The Barnes-Hut and Radiositp@lications show modete spatial locality and false siag.
These pplicaions employ complex data stitures,ncluding trees encoding spatial anfnation
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and arays wher recods assigned to each processor are not contiguous in mdfooxample,
Bames-Hut opeates on pdicle recods stored in an eay. As the gplicaion proceeds and fdar

cles mave in physical spacepaticle recods get reassigned to fdifent pocessorswith the

result that after some time adjacenttigégs most lilely belong to diferent pocessas. True

shaing misses then seldom see good spatial locality because adjaceds within a calse

block are often not toded For the samesasonfalse sharing becomes aplem at lage Hock
sizes,as diferent pocessas write to ecods that are adjacent within a cactack. Another rea-

son for the false-sharing misses is that the particle data structure (record) brings together (i) field
that are being modified by the owner of that particle (e.g., the current force on this particle), and
(ii) fields that are read-only by other processors and that are not being modified in this phase
(e.g., the current position of the particle). Since these two fields may fall in the same cache bloct
for large block sizes, false-sharing results. It is possible to eliminate such false-sharing by split-
ting the particle data structure but that is not currently done, as the absolute magnitude of th
miss-rate is small. As pblem size is scaled and number obgesscs is scaledthe behavior of
Bames-Hut is not expected tthang nmuch. This is because thearking set size lsanges \ery

slowly (as log of number of ptcles),spatial locality is determined by thecod size of one par

ticle and thus remains the saraed fhally because the sources of false sharing are not sensiti

to number of ppcessos. Radiosity is, umfrtunately,a much more complex @plicaion whose
behaior is difficult to reason about with [ger data sets or morequessas; the only option is to
gather empirical data showing the growth trends.

The poorest sharing behavior is exhibited by Radhiclvnot only has aery high miss ate (due

to cold and true sharing misses), butieh gets signifiantly worse due to false sharing misses

for bock sizes of 128 bytes or m®IThe false-shang in Radix arises asllows. Consider sor

ing 256K leys,using a radix of 1024, and 160gesscs. On &erage this results in 16dys per

radix per processor (64 bytes otajawhich are then written to a contiguous portion of a global
array at a random (for our purposes) starting point. Since 64 bytes is smaller than thael28 b
cade Hocks, the high potential fordise-shang is dear. As the poblem size is increased.(g,

to 4 million keys @ove),it is clear that we will see uth less false shiang. The efect of inceas-

ing number of prcessas is exactly the opposite. Radix illustes dearly that it is not sufficient

to look at a given problem size, a given number of processors, and based on that draw conclt
sions of whether false-sharing or spatial locality are or are not a problem. It is very important to
understand how the results are dependent on the particular parameters chosen in the experime
and how these parameters may vary in reality.

Data for the Multippg workload for 1 Mbyte caches are shownFHigure 5-22. The data &
shavn separatey for usercode,userdata,kernel-codeand lemel data. As one wouldpect,for
code,there are only cold and capacity missesthiarmore,we see that the spatial locality is
quite lov. Similaly, we see that the spatial locality in dagéerences is quite {@. This is true ér
the gplicaion data misses, becaugec (the main pplication causing misses in Multipg)
uses a lage number of linked lists, kich obviously do not ofer good spatial locality. It is also
somewhainteresting that we va an obsesale fraction of tue-shaing misses, although weer
running only sequentiapplications.They arise due to process mitjon; when a sequential @r
cess migates from one processor to another and tleégrences memorylbcks that it had wit-
ten while it was gecuting on the other pcessorthey appear as true sharing mis¥és.see thia
the lemel data misses, far outnumber the user data misses @mnglbbas poor spatial locality
While the spatial locality in cold and capacity misses is qa@asanablethe tue-shaing misses
do not decrease at all for kernel data.
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Figure 5-22Breakdown of miss rates for Multiprog as a function of cache block size.

The results are for 1IMB caches. Spatial locality for true sharing misses is much better for the applications than for the OS.

It is also interesting to look at the behavior of Ocean, Radix, apttdga for smaller 64 Kflie
cates.The miss-ate results are shown Higure 5-23. As expected,the o/erall miss etes ae
higher and capacity missesvlkaincreased substantialHowever,the spatial locality andafse-
shaing trends are nothanged signifcantly as compared to the results for 1 Mbyte hess;
mostly because thesegpeties are &irly fundamental to data sicture and algrithms used by a
program and are not too sengéito cache s& The key new interaction is for the Oceapica-
tion, wher the capacity misses indicate sarha poor spatial localityThe reason is tha
because of the small cache size dédakds are being tlown out of the cache due to interénce
before the processor has had a chancefeance all of the wrds in a cachelbck. Results ér

false sharing and spatial locality for otheppbcaions can be found in the litgure
[TLH94,JeE91].

Impact of Block Size on Bus Traffic

Let us biefly examine impact of che-blodk size on bus &ffic rather than missate Note tha
while the number of misses and totadffic generded are tearly related,their impact on
obsered perbrmance can be quite thfent. Misses hae a cost that may coitiute dilectly to
performancegven though modern mioprocessa try hard to hide the tang/ of misses P
overlgpping it with other activitiesTraffic, on the other hana@ffects perbrmance only indiectly
by causing contention and hence increasing the cost of other missesafpiesif an gplica-
tion programs misses are halved by increasing the catiiek Isize but the busdffic is doulted,
this might be agasonale trade-of if the goplication was oiginally using only 10% of thevail-
alde bus and memory bandwidth. Increasing tbe/lmemoy utilization to 20% is unlikly to
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Figure 5-23Breakdown of application miss-rates as a function of cache block size for 64 Kbyte caches.

Capacity misses are now auch lager fraction of the eerall miss ate Capacity missate decreases @érently with
block size for different applications.
increase the miss latencies sigrafitly However,if the gplicaion was oiginally using 75% of
the lus/memoy bandvidth, then increasing thddck size is pobabl a bad idea under these-cir
cumstances

Figure 5-24 shaws the total bus #ffic in bytes/instuction or bytes/FLOP addxk size is waried.
There are three points to obserfrom this gaph. Frstly, although oerall miss ete decrease®f
most of the pplicaions for the bck sizes pesentediraffic beh&es quite diferently Only LU
shavs monotonically decreasingaffic for these lock sizes. Most otherpplicaions see a dou-
bling or tripling of traffic as tock size becomes lge Second}, given the Aove,the werall traf-

fic requirements for themplicaions are still small for ety large Hock sizes,with the exception

of Radix. Radix’s lage bandwidth equiements (~650 Mbytes/sec gapcessor for 128yde
cade Hocks, assuming 200 MIPS processo€flect its false sharing pblems at lage Hock
sizes. Rnally, the constantwerhead for each bus transaction comprises a significant fraction of
total traffic for small ock sizes. Hengealthough actual dataaific increases as we increase the
block size, due to poor spatial localitythe total taffic is often minimized at 16-32ytes.
Figure 5-25 shows the data for Multipg. While the bandwidth increase from 64 byte leac
blocks to 128 byte locks is small, the bandwidtlequirements jump substantially at 25¢td
cadte Hocks (pimarily due to lemel data eferences). mally, in Figure 5-26 we show taffic
results for 64 Kbyte caches. Notice that for Oceaaneé4 and 128 byte cachetks do not
look so bad.
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Figure 5-24Traffic (in bytes/instr or bytes/flop) as a function of cache block size with 1 Mbyte per-processor caches.

Data traffic increases quite quily with block size when commmicaion misses domiria, except for gpplicetions like LU that hae
excellent spatial locality on all types of miss@ddress and command busffic tends to decrease witlobk size since the missite
and hence number of blocks transferred decreases.
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Figure 5-25Traffic in bytes/instruction as a function of cache block size for Multiprog with 1Mbyte caches.

Traffic increasese quickly with block size for data references from the OS kernel.

Alleviating the Drawbacks of Large Cache Blocks

The trend tavards lager cache lock sizes is dven by the increasingag between processor per
formance and memory access tiffibe lager Hock size amatiizes the cost of the bustrsaction
and memory access time acrossestgr amount of data he increasing density of processor and
memok chips makes it possible to employdarfirst level and second Vel cades,so the
prefetding obtained through a er Hock size dominates the small increase in conflict misses.
However, this trend potentially bodes pdprfor multiprocessor designs, because falseisgar
becomes a lger pioblem. Fortunatey there are haware and softwre mechanisms that can be
employed to counter the effects of large block size.

The softvare techniques to reduce false sharing are discussed later inaghtercThese essen-
tially involve oiganizing data strctures or vork assignment so that data accessed ferdifit
processes is not at nearbydegsses. One prime example is the use of higher dimensioags ar
so bHocks are contiguous. Some compiler technique® ladgso been deloped to automate some
of these techniques of laying out data to reduce false sharing [JeE91].

A natural hadware mechanism is the use of subdks. Each cacheldick has a single aftess

tag but distinct state bits for each of/eml sub-llocks. One sublock may be valid while other

are irvalid (or dirty). This technique is used in many machines to reduce the memory access time
on a read miss, by resuming the processor when the accessddckub-present,or to ieduce

the amount of data that is copied back to memory @placdement. Under false shag, a wite

by one processor mayvialidate the sub-lock in another prcessa cache while leaving the
other sub-locks \alid. Alternatively, small cache locks can be usedut on a miss gfetch
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Figure 5-26 Traffic (bytes/instr or ytes/fop) as a function of cachédok size with 64 Kbyte peprocessc

caches.

Traffic increases more sty now for Ocean than with 1MB cles,since the capacity misses that now dorte
exhibit excellent spatial locality @veisal of a pocesss assigned sulbigl). However, traffic in Radix incease
quickly once the threshold block size that causes false sharing is exceeded.

5.5.4

blocks bgiond the accesseddok. Proposals hee also been made for caches with adplsta
block size [DuL92].

A more subtle halware technique is to delayegeraing invalidations until multiple writes hae
been perdrmed Delaying ivalidaions and pedrming them all at once reduces the ocence
of intervening read misses to false shared datavever,this sort of technique carhang the
memoy consistency model in subtleays, so further discussion is dafed until Chapter 6
where we consider ealer consistency models in the context oféascale machine$he other
hardwae technique that is important to consider is the use of updatecpls, which push

upddes into other cacheddzks, rather than imalidating those bcks. This option has been the
subject of considerable study.

Update-based vs. Invalidation-based Protocols

A larger design issue is the question of whether writes should cause cached copies t¢elde upda
or invalidated This has been the subject of consatky debae and warous companies lva

taken diferent stands andh fact,changed their position from one design to the n&kte conto-

versy on this topic arises because thltive perbrmance of machines using an ufgbased
versus an imalidaion-based protocol dependsastgly on the sharing pems exhibited by the
workload that is run and on the assumptions on cost@us undelying opegtions. Intuitively,
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if the processas that vere using the data bafke it was updated are 8k to continue to use it in

the futue, updates should penim better than walidaes. Havever,if the processor holding the

old data is neer going to use itgain, the updates are useless and just consume interconnect and
contwoller resouces. Ivalidates would clean out the old copies and eliminate gpaent shar

ing. This latter'pack rat’ phenomenon is especiallyitating under nultiprogrammed use of an
SMP, when sequential processes rafg from processor to processor so thpasent sharing is
simply a shadow of the old processofpiint. It is easy to construct casefewr either shbeme

does substantially better than the other, as illustrated by the following example.

Example 5-12 Consider the following two program reference patterns:

Pattern-1:Reped k times, pocessotl writes new value intoariade V and poces-
sois 2 through N read the value\afThis represents a one-producer nyaconsumer
scenario,that may arise for example whenopessos are accessing a highton-
tended spin-lock.

Pattern-2Reped k times, pocessorl writes M-times to ariable V, and then pces-
sor2 reads the value &f This represents a sharing t)em that may occur beten
pairs of poocessorswhere the fist accumlates a value into aaviable,and then \wen
the accumulation is complete it shares the value with the neighboring processor.

Wha is the elative cost of the two protocols in terms of the number oheac
misses and the busaffic that will be gnerded by each schemé&®» make the
calculations concrete, assume that an invalidation/upgrade transaction takes 6 bytes
(5 bytes for adressplus 1 byte command), an update takes 14 bytes (6 lmytes f
addess and commandnd 8 bytes of da), and that aegular cache-miss takes 70
bytes (6 bytes for attess and commanglus 64 bytes of data gesponding to

cade Hock size). Also assume that N=16, M=10, k=10, and that initially ahesc

are empty.

Answer With an update $eme,on pdtem 1 the fist iteration on all N pocessas will incur
a regular cache miss. In subsequent k-laite@ns,no more misses will occur and
only one update per itaion will be generatedThus,overall, we will see: misses =
N = 16; traffic = N x RdMiss + (k-1). Update = 16 x 70 + 10 x 14 = 1260 bytes.

With an irvalidate shieme,in the fist iteration all N piocessaos will incur a egular
cade miss. In subsequent k-1 #&ons,processorl will generée an upgade,but
all others will epeiience a read mis$hus,overall, we will see: misses = N + (k-1)
X (N-1) = 16 + 9 x 15 = 151, affic = misses x RdMiss + (k-1). Upde = 151 x 70
+ 9 x 6 = 10,624 bytes.

With an update scheme ontfgen 2, in the fist itertion there will be two egular
cadte misses, one for pressorl and the other for pcessoi2. In subsequent k-1
iterations,no more misses will beegeratedbut M updates will beenerded eab
iteration. Thus, overall, we will see: misses = 2;dffic = 2. RdMiss + M x (k-1).
Update =2 x 70 + 10 x 9 x 14 = 1400 bytes.

With an irvalidae shieme,in the frst iteiation there will be twoegular cache miss.
In subsequent k-1 itations,there will be one ugade plus oneegular miss edt
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iteraion. Thus,overall, we will see: misses = 2 + (k-1) = 2 + 9 = 1&ffic = misses
x RdMiss + (k-1) x Upgrade =11 x 70 + 9 x 6 = 824 bytes.

The examplelaove shows that for igem-1 the update scheme is substantially Sopexhile for

patten-2 the iwalidae scheme is substantially suiper This anecdotal data sgests that it
might be possible design schemes thatwe the adantags of both update andvalidate pio-

tocols. The success of such schemes will depend on the shatiwgpdor real parallel -

grams and wrkloads. Let us lefly explore the design options and then employ tlwekload

driven evaluation of Chapter 4.

Combining Update and Invalidation-based Protocols

One way to take adantage of both update andvalidae protocols is to support both in Hamre

and then to decideydamicall at a pge ganularity,whether coherence for anywgn pae is to

be maintained using an update or arlitlate protocol.The decision about choice of protocol to
use can be indicated by making a system €ak main adantag of such schemes is thatyhe

are relatively easy to support; they utilize the TLB to indicate to the rest of the coherence sub-
system vhich of the two protocols to uséhe main disagantage of such schemes is the substan-
tial burden they put on the pgrammerThe decision task is also madefidifilt because of the
coarse-granularity at which control is made available.

An altemative is to make the decision about choice of protocol at laeehlodk granularity, by
obseving the sharing behavior at run time. Idgalbr each wite, one would like to belde to
peer into the futureeferences that will be made to that location by adigesssos and then decide
(in a manner similar to gt we used lbowve to compute misses andffic) whether to imalidate
other copies or to do an ugdaSince this inbrmation is olviously not available,and since ther
are substantial paurbaions to an ideal model due to cackplacements and ulti-word cadhe
blocks,a more practical scheme is needed. So catieapetitive” schemesttang the potocol
for a Hock between imalidae and update based on obser pdtems at untime The lkey
attribute of any such scheme is that if a wrong decision is made once for a lathénle losses
due to that wrong decision should pkbounded and small [KMR+86]. Faxample,if a block
is currently using update moglé@ should not remain in that mode if one processor is cootisly
writing to it but none of the other processors are reading values from that block.

As an gample,one class of schemes that has been proposed to bound the losses of afdate pr
cols works as bllows [GSD95]. Starting with the baseddpn update protocol as described in
Section5.4.3,associate a count-down counter with edclekb Wheneer a gven cache lock is
accessed by the localqmessorthe counter value for thatdek is reset to a thresholdue, k.
Evely time an update isceiwed for a lock, the counter is deementedIf the counter goes to
zero, the bock is locally invalidated The consequence of the locavafidation is that the na
time an update isamerded on the bs,it may find that no other cache has a valid (shared), cop
and in that case (as per theafon protocol) that lock will switch to the modified ¢eclusive)
stae and will stop gnerding updates. If some other processor accessesltitit the Bock will
again switch to shared state and the protocol wikim start g@nerding updates. A elated
approab implemented in the Sun SPARCcenter 2000 is to sedyctnvalidate with some prb-
ability, which is a parameter set when cgufing the machine [Cat94]. Other mixeppgioaches
may also be used. Foxample,one system uses arvatidation-based protocol for rét-level
cades and by default an update-based protocol for the secmidséehes. Hoever,if the L2
cade eceiwes a second update for tHedk while the tbock in the L1 cache is still iralid, then
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the Hock is invalidated in the L2 cache as wélllhen the bock is thus iwvalidated in all other L2
caches, writes to the block are no longer placed on the bus.

Workload-driven Evaluation

To assess the adeofs among imalidate, updde, and the mixed protocols just debed,
Figure 5-27 shows the missates,by caegow for four gplicaions using 1 MBytes, 4-ay set
associatie caches with a 64 bytdolok size. The mixed protocol used is thestione discussed in
the pevious paagrgph. We see that forgplications with significant capacity misates this ca-
egol increases with an update protoddiis make senséecause the protocobéps data in -
cessor caches that wouldvieabeen emowed by an imalidaion protocol. For pplicaions with
significant tue-shaing or false-shang miss ates,these ceegoies decrease with anvalidation
protocol. After a write upda, the other caches holding théotks can access them without a
miss. Owerall, for these cegoies the update protocoppeas to be adantagous and the med
protocol falls in betweerilhe caegoly that is not shown in thisgure is the upgade and upda
operaions for these protocolThis data is presented Figure 5-28 Note that the scale of the
grgphs hae danged because update ogwns are oughly four times more mvalent than
misses. It is useful to parde these opetions from other misses, because tlay they are han-
dled in the machine is ldly to be diferent. Updates are a singleosd write, rather than a full
cadte Hock transfer Because the data is being pushed framemvit is being poduced,it may
arrive at the consumer k€ it is even neededso the léeng of these opetions may be less
critical than misses.

[ARTIST: same change to legend as before (fig 5-22, except please get rid of UPGMR altogether since it is
not included in this figure.]
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Figure 5-27Miss rates and their decomposition for invalidate, update, and hybrid protocols.

1Mbyte caches, 64byte cache blocks, 4-way set-associativity, and threshold k=4 for hybrid protocol.

The taffic associated with updates is quite substantial. tre lpart this occurs ere multiple
writes are made to the samiddk. With the irvalidate piotocol, the fist of these writes nya
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cause an walidation, but the rest can simply accutete in the tock and be @nsfered in one
bus transaction on a flush or aiterbadk. Sophisticated update schemes might attempt ty dela
the update to dadeve a similar dect (by meging writes in the write bffer), or use other tde
niques to reduce dffic and impove perbrmance [DaS95]. Heever,the increased banddth
demand,the complexity of supporting uptie, the trend tward lamger cache kocks and the
pack-rda phenomenon with sequentiabiloads unddy the trend aay from update-based @r
tocols in the indusyr We will see inChapter8 that update protocols alsoveasome other pb-

[ARTIST: Please remove FSMR, TSMR, CAPMR and COLDMR from legend, and please change the only remaining
one, (UPGMR) to Upgrade/Update].
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Figure 5-28Upgrade and update rates for invalidate, update, and mixed protocols

1Mbyte, 64byte, 4-way, and k=4

5.6

lems for scaldle cadie-coheent achitecturesmaking it less tractive for micioprocessa to
support them.

Synchronization

A critical intepplay of hadware and softwre in nultiprocessacs arises in supporting symoni-
zdion opeations,mutual &clusion, point-to-point @ents and globalvents,and there has been
considerale débae over the yas on vha haidware pimitives should be pvided in rultipro-
cessor machines to support these byomizdion opeetions. The conclusions va danged
from time to timewith changes in tebnology and machine design style. ldarare support has
the adiantag of speedbut moving functionality to softare has the adntag of flexibility and
adaptaility to different situationsThe classic wrk of Dijkstra [Dij65] and Knuth [Kn66]
shaws that it is possible to pvide mutual &clusion with only atomic read and write opons
(assuming a sequentially consistent memory)wéler,all practical synkronizaion opeations
rely on sometomic ead-modify-writemachine pmitive, in which the value of a memory loca-
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tion is read,modified and written back@mically without intewening accesses to the location b
other pocesscs. Simple or sophisticated symonizdion algorithms can be built using these
primitives.

The history of instruction set desigrfess a glimpse into thevelving hadware support for syn-
chronizdion. One of the & instruction set enhancements in the IBM 370 was the inclusion of a
sophisticéed atomic instrction, the compare-and-swamstruction, to support syrtronization

in multiprogramming on uniprocessor oruttiprocessor system$he compag&swag compaes
the value in a memory location with the value in a specifigster,and if they are equalaps
the value of the location with the value in a secagister The Intel x86 allows any ingiction

to be pefixed with a lock modifier to make itanic, so with the source and destination being
memolk operands mch of the instruction set can be used to implemaribus atomic opex-
tions involving even more than one memory locatidwlvocaes of high lgel languge architec-
ture hare proposed that the usewéd syndironizaion opeations, such a locks and léers,
should be supported at the machineelgenot just the atomicead-modify-wite primitives; i.e
the syntironizdion “algorithm” itself should be implemented in klavare The issue became
very active with the reduced instruction setbdées,since the opetions that access menyor
were scaled back to simple loads and stores with only one memorgndpg@he SRRC
approab was to povide atomic opegtions involving a egster and a memory lotian, e.g., a
simple svap (aomically swap the contents of the specifiegbjister and memory location) and a
compare-and-swapyvhile MIPS left off atomic pgmitives in the edy instruction sets, as did the
IBM Power achitectue used in the RS600The pimitive that was wentually incomporaed in
MIPS was a neel combination of a special load and a conditionalesttescribed bels, which
allow higher lerel syndronizdion opegtions to be constructed without placing theden of full
read-modify-wite instructions on the machine implementor. In esseheepair of instuctions
can be used to implement atomixckang (or highetlevel opeegtions) instead of a single
instruction. This gproat was later incgroraed in the BwerPC and DEC Alpha ahitectures,
and is now quite popular. Symonizaion brings to light an wmsually rich family of tradeoffs
across the layers of communication architecture.

The focus of this section is how symonizaion opegtions can be implemented on askbased
cache-cohemt nultiprocessarln paticular, it describes the implementation of mutuatlesion
through lo&-unlod pairs, point-to-point @ent synbironizaion through fags,and global eent
synchronizéon through baiers. Not only is there a spectrum of highdkopesgtions and of lav
level piimitives that can be supported by dware, but the synironizaion requirements of
applicaions \ary substantiall. Let us bgin by considering the components of a $yonization
ewvent. This will make it clear Wy supporting the high Vel mutual &clusion and eent opea-
tions diectly in hadware is dificult and is lilely to make the implementation toigid. Given
that the hadware supports only the basic atomic stadéasitionswe can examine role of the user
softwae and system softne in syn@ironizaion opeations,and then examine the liavare and
software design tradeoffs in greater detail.

Components of a Synchronization Event

There are three major components of a given type of synchronization event:

anacquire methoda method by which a process tries to acquire the right to the synchroniza-
tion (to enter the critical section or proceed past the event synchronization)
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5.6.2

awaiting algorithm a method by which a process waits for a synchronization to become
available when it is not. For example, if a process tries to acquire a lock but the lock is not
free (or proceed past avesit but the went has not yet ocawad), it must somehow wait until

the lock becomes free.

arelease methoc method for a process to éleaother processes to proceed past alaync
nization event; for example, an implementation of the UNLOCK operation, a method for the
last processes@ving at a bater to release the waitinggressespr a method for notifying a
process waiting at a point-to-point event that the event has occurred.

The choice of waiting atgyithm is quite independent of the type of syranizationWha should

a processor that hasathed the acquire point do while it waits for the release to hapfisere

are two choices her busy-waitingandblocking Busy-waiting means that the process spins in a
loop that epeated} tests for a &rialde to dhange its \alue A release of the syhconizaion event

by another processohangs the value of theaviable,allowing the process to gceed Under
blocking,the process does not spin but simgtcks (suspends) itself and releases tleegssor

if it finds that it needs to wait. It will beanmken and madesad/ to run @ain when the release it
was waiting for occurslhe tadeofs between bsy-waiting and focking are tear. Blocking has
higher averhead since suspending and resuming a processes the opeting system, and
suspending and resuming a threawives the runtime system of a threadskaae,but it males

the processonailalle to other threads or processes with usefukwo do. Busy-waiting woids

the cost of suspension, but consumes the processor and memory system bandwidthiwhile w
ing. Blocking is stictly more paverful than busy witing, because if the process or thread that is
being waited upon is not alieed to un, the husy-wait will never end! Busy-waiting is lilely to

be better when the waiting period is ghamhereasplocking is likely to be a better choice if the
waiting period is long and if there are other processes to run. Hybrid waiting methods can be
used,in which the processusy-waits for a while in case the waiting period is shand if the
waiting period exceeds a certainghinold,blocks allowing other processes to rdie dificulty

in implementing high kel syndironizaion opeegtions in hadware is not the acquire andlease
componentshut the waiting algrithm. Thus,it makes sense toquide hadware support for the
critical aspects of the acquire and release and allow the three components to beggthed ito
software However,there remains a more subtle batwimportant hadware/softwae inteaction

in how the spinning operation in the busy-wait component is realized.

Role of User, System Software and Hardware

Who should beesponsike for implementing the internals of high#g syndironizdion open-
tions such as locks and biars? Typically, a piogrammer wants to use lks, events,or even
higher level opegtions and not hze to worry about their internal implementatiohhe imple-
mentdion is then left to the systemhich must decide how uth hadware support to mvide
and how nuch of the functionality to implement in sofane Software syndironizdion alg-
rithms using simple atomicxehange pimitives hae been deeloped vihich goproat the speed
of full hardware implementaons, and the #xibility and hadware simplification they aford awe

1. This poblem of denying esouces to the critical process or thread is orablpm that is actually made
simpler in with more prcessos. When the processes are timeshared on a singbtegsorstrict husy-wait-
ing without preemption is sure to be algem. If each process or thread has its owotessorit is guaan-
teed not to be a pblem. Realistic mltiprogramming emironments on a limited set of quessaos fall
somewhere in between.
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5.6.3

vely atractive As with other aspects of the system design, the utility of fastestmper dgpends
on the fequeng of the use of those omtions in the pplicaions. So, oncedain, the best
answer will be determined by a better understanding of application behavior.

Softwae implementations of syhoonizaion constructs are usually included in systemalitas.
Many commercial systems thusgeide subroutines or system calls that implemerk,laalodk

or barier opeations,and perhaps some types of otherg syntironizaion. Good synlroniza-
tion library design can be quitéhallenging One potential complication is that the same type of
synchronizéion (lodk, barier), and @en the same syhoonizaion variable,may be used at dif-
ferent times underety different runtime conditions. Foxample,a lock may be accessed with
low-contention (a small number ofquessorsmaybe only ongtrying to acquire the lock at a
time) or with high-contention (many gressas trying to acquire the lock at the same tinidle
different scenarios impose féifent perbrmance equirements. Under high-contention, mosy-pr
cesses will spend time waiting and they kequirement of a lock algrithm is that it povide high
lock-unlok bandvidth, wheteas under low-contention theykgoal is to povide low laeng for
lock acquisition. Since diérent algrithms may satisfy diérent equirments bettemwe nust
either find a good compromise afghm or povide different algrithms for each type of syn-
chronizaion among which a user cantmose If we are luky, a flexible library can at untime
choose the best implementation for the situation at hanter&itt syntronizaion algorithms
may also ely on diferent basic hanslare pimitives, so some may be better suited to dipalar
macdine than others. A second complication is that thagdéprocessas are often used forum
tiprogrammed wrkloads vhere process scheduling and othesauce interactions canhange
the syntironizaion behavior of the processes in a parallelgmm. A more sophisticated alg
rithm that adresses miltiprogramming efects may povide better pedrmance in practice than a
simple algrithm that has lver laeng and higher bandwidth in the dedicated case. All of these
factors make synchronization a critical point of hardware/software interaction.

Mutual Exclusion

Mutual eclusion (lok/unlock) opegtions are implemented using a widenge of algrithms.
The simple algrithms tend to be fast when there is little contention for thle, loat ineficient
under high contention, lrereas sophisticated algthms that deal well with contention Ve a
higher cost in the low contention case. After a brief discussion diMase loks, the simplest
algoiithms for memory-based locks using atomicteang instructions are desioed Then,we
discuss how the simplest alithms can be implemented by using the special loakktband
conditional store instruction pairs to synthesize atorr@gh&nge,in place of atomicxxhange
instructions themseks,and what the perbrmance tadeofs ale. Next, we discuss more sophisti-
cated algorithms that can be built using either method of implementing atomic exchange.

Hardware Locks

Lock opestions can be supported eelir in hadware,although this is not popular on moder
bus-based machines. One option that was used one some older machines veaa tzhaf lok
lines on the bs,each used for one lock at a timiéne processor holding the lock asserts the line
and popcessaos waiting for the lock wait for it to beeleasedA priority circuit determines Wich-
gets the lock next when there are multimguestos. Hovever,this goproad is quite inféxible
since only a limited number of locks can be in use at a time and waitmitalg is fixed (typi-
cally busy-wait with eort after timeout). Usua}| these hatware locks vere used only by the
operding system for specific pposes,one of vhich was to implement a Iger set of softare
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locks in memoy, as discussed belo The Cay xMP provided an interestingariant of this
approab. A set of egistes were shared among theqmessorsincluding a fked collection of
lock registes[**XMP**]. Although the architectue made it possible to assign lo@gistes to
user pocesseswith only a small set of suclegistes it was svkward to do so in agnerl pur

pose setting andn practice,the lock egistes were used pgmarily to implement higher ieel

locks in memory.

Simple Lock Algorithms on Memory Locations

Consider a lock opetion used to mvide atomicity for a critical section of code. For the acguir
method,a process trying to obtain a lock mubed that the lock is free and if it is thefan
ownesship of the lockThe state of the lock can be stored in a binanjable,with 0 representing

free and lepresenting bsy A simple vay of thinking about the lock opation is that a pycess
trying to obtain the lock shoulded if the varialde is 0 and if so set it to 1 thus marking thekloc
busy; if the \ariadde is 1 (lock is busy) then it should wait for therialde to turn to 0 using the
waiting algorithm. An unlock opeation should simply set theavialde to O (the release method).
Assembly-leel instructions for this attempt at a lock and unlock are shown below (in our
pseudo-assembly notation, the first operand always specifies the destination if there is one).

| ock: Id register, location [* copy location to register */
cnp |ocation, #0 [* compare with 0 */
bnz 1 ock [*if not O, try again */
st | ocation, #1 [* store 1 into location to mark it locked */
ret [* return control to caller of lock */
and
unl ock: st location, #0 /* write 0 to location */
ret /* return control to caller */

The poblem with this lo&, which is supposed to pvide aomicity, is that it needs atomicity in

its own implementationto illustrate this, suppose that the lockriade was initially set to 0, and
two processes PO and Pdeeute the aove assemlly code implementations of the lock oper
tion. Process PO reads the value of the lariatle as 0 and thinks it isde,so it enters the ¥

ical section. Its next step is to set tlaialde to 1 marking the lock asiby, but bebre it can do

this process P1 reads tharialde as 0, thinks the lock is free and enters the critical section too.
We now hae two processes sirttaneous} in the same critical sectionhich is exactly wha the
locks were meant towoid. Putting the store of 1 into the location just after the load of the loca-
tion would not helpThe two-instiuction sequence—reading (testing) the loakiale to theck

its stde, and writing (setting) it to busy if it is free—is ndbenic, and there is nothing to grent
these opetions from diferent processes from being intaved in time Wha we need is a ay

to a@omically test the value of aaviale and set it to another value if the test succeeded (i.e. to
atomically read and then conditionally modify a memory toma), and to etum whether the
atomic sequence wasecuted successfully or not. Oneywto provide this atomicity for user
processes is to place the lock routine in the @ipgy system and access it through a system call,
but this is &pensive and leaes the question of how the locks are supported for the system itself
Another option is to utilize a hdware lock around the instruction sequence for the lociime,

but this also tends to be very slow compared to modern processors.
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Hardware Atomic Exchange Primitives

An efficient, geneal purpose solution to the lockgitem is to hae anatomic ead-modify-write
instruction in the pocessos instruction set. A typicalpgproad is to h&e and atomicyehange
instruction,in which a value at a location specified by the instruction is read irdgister,and
another alue—tha s either a function of the value read or not—is stored into thé&docall in
an atomic opetion. There are many ariants of this opetion with varying degrees of féxibility

in the naure of the value that can be stdrA simple example thatevks for mutual gclusion is
an atomidest&setinstruction. In this casehe value in the memory location is read into a speci-
fied egister,and the constant 1 is stored into the locattoméally if the value read is 0 (1 and
0 are typically usedthough any other constants might be used in their place¢nGiuch an
instruction,with the mnemonic t&s, we can write a lock and unlock in pseudo-abgédams
guage as follows:

| ock: t&s register, location /* copy location to eg,and if O set location to 1 */
bnz register, |ock /* compare old value returned with 0 */
[*if not O, i.e. lock already busy, try again */
ret /* return control to caller of lock */
and
unl ock: st location, #0 /* write O to location */
ret [* return control to caller */

The lock implementationdes trying to acquire the lock using test&set instions,until the
test&set etums zro indicating that the lock was free when tested (iictvcase the test&set has
set the lock &rialde to 1, thus acquiring it}'he unlock construct simply sets the location associ-
ated with the lock to 0, indicating that the lock is now free anthlergpa subsequent lock ofer
tion by any process to succeed. A simple mutxalusion construct has been implemented in
software, relying on the fact that the architecture supports an atomic test&set instruction.

More sophisticatedariants of such atomic instructiongigt, and as we will see are used by dif-
ferent softvare syndironizaion algorithms. One example isswapinstruction. Like a test&set,
this reads the value from the specified memory location into the speetfister,but instead of
writing a fixed constant into the memory location it writelsate\er value was in theegster to
begn with. That is, it aomically exchanges or svaps the values in the memory location and the
register Cleaty, we can implement a lock as bef by eplacing the test&set with anap
instruction as long as we ensure that the value indbeter is 1 bedre the svap instruction is
executed.

Another example is theiily of so-calledfetch&opinstructions. A étch&op instruction also
specifes a location and a&gister It atomically reads the value of the location into tlegister,

and writes into the location the value obtained fiyyphing to the curent value of the location the
operdion specified by theetch-and-op instructionThe simplestdrms of etch&op to imple-
ment are thedtch&increment anddtch&decement instuctions,which aomically read the cur
rent value of the location into thegster and increment (or decrement) the value in thditota

by one. A tch&adl would take another operandhieh is a egster or value to add into theepr
vious value of the location. More complexpitive opeations are posslb. For example,the
compare&swapopegtion takes two eégster operands plus a memory location; it compares the
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value in the location with the contents of thestfiegster opeand, and if the two are equal it
swaps the contents of the memory location with the contents of the second register.

Performance Issues

Figure 5-29 shows the pedimance of a simple test&set lock on the SGI ChatiénBerfor-
mance is measured for the following pseudocode executed repeatedly in a loop:

l ock(L); critical-section(c); unlock(L);

where ¢ is a delay parameter that determines the size of the critical sectiich (& only a
delay, with no real vork done).The benbmak is confgured so that the same total number of
locks are gecuted as the number ofogessas incieasesreflecting a situation e there is a
fixed number of tasks, independent of the numberasfgmssos. Rerformance is measured as the
time per lock tansfer,i.e., the cunulative time taken by all processeseeuting the berfimark
divided by the number of times the lock is obtairEue uniprocessor time spent in théical
section itself (i.e. ¢ times the number of successful logksuted) is subtracted from the total
execution time so that only the time for the loclatisfes themselves (or any contention caused
by the lock operations) is obtained. All measurements are in microseconds.

The upper cwe in the fijure shows the time per loclkatisker with increasing number of gres-
sois when using the test&set lock witherywsmall critical section (ignore the aas with“back-
off” in their labels for now). Ideall we would like the time per lock acquisition to be
independent of the number ofqaressas competing for the ldg with only one uncontendedib
transaction per lockdnsfer,as shown in the cue labelled ideal. Heever,the fgure shows thia
perfomance tearly degrades with increasing number ofopessos. The poblem with the
test&set lock is thatwery attempt to hed whether the lock is free to be acarwhether suc-
cessful or not, gnerdes a write opetion to the cachelbck that holds the lockarialde (writing
the value to 1); since thiddzk is curently in the cache of some other processdri¢tv wrote it
last when doing its test&set), a bus transactiorerseeghed by each write to validate the pevi-
ous owner of thelbck. Thus,all processos put transactions on the bepeatedlyThe esulting
contention slows down the lock considely as the number of pcessorsand hence the dr
quengy of test&sets and busansactionsincreasesThe high dgree of contention on the bus and
the resulting timing dependence of obtaining locks causes tharhakdiming to \ary shaply
acioss uimbes of pocessos used andven across»ecutions. The results shown are for a par
ticular, representative set of executions with different numbers of processors.

The major reason for the highaffic of the simple test&set loclbawe is the waiting method\
processor waits byepeated} issuing test&set opations,and @ery one of these test&set oper
tions includes a write in addition to ead Thus,processas are consuming precious bus band-
width even while vaiting, and this bus contentioven impedes the pgress of the one pcess
that is holding the lock (as it penfms the vork in its critical section and attempts to release the

1. In fact, the processor on the SGI Challenghich is the machine for ich syndronizaion perbr-
mance is presented in thisapter,does not mvide a test&set instruction. Reer, it uses alterative pimi-
tives that will be described later in this section. For thegerenentsa mechanism whose behavitwsely
resemles that of test&set is synthesized from thailade primitives. Results for real test&set basedkoc
on older machines like the Sequent Symmetry can be found in the literature [GrT90, MCS87].
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Figure 5-29Performance of test&set locks with increasing number of competing processors on the SGI Challenge.

The Y axis is the time per lkeunlod pair, excluding the critical section of size ¢ microsecoriise "exp. bakoff" refers to epo-

nential bakoff, which will be discussed shity. The iregular naure of the top cwre is due to the timing-dependence of the con

tion efects caused. Note that since the processor on the SGI Challenge doesidetgiratomic ead-modify-wite primitive kut

rather more sophisticatedipnitives discussed later in this section, the behavior of a test&setlktgichusing those pnitives br

this e%)enment. Ferformance of locks that use test&set and test&set withkdibon older systems can be found in the #tere

[GrT90, MCS91].
lock).Thee are two simple things we can do to\ahlie this taffic. Frst, we can reduce thedf
queng with which processes issue test&set instructions while waiting; seeandan hee pio-
cesses Usy-wait only with read opetions so they do notemerae invalidations and misses until
the lock is actuallyaleasedLet us examine these two possibilities, called the test&set lock with

backoff and the test-and-test&set lock.

Test&set Lock with Badkoff. The basic idea with b&off is to insert a delay after an unsuccessful
attempt to acquire the lockhe delay between test&set attempts should not be too dtimgrwise
processa might remain idleveen when the lock becomegé But it should be long enough tha
traffic is substantiallygducedA natural question is whether the delay amount shouldxeel for
should \ary. Experimental results kia shown that good p@&timance is obtained by having the
deley vary “exponentialy”; i.e. the delay after therit attempt is a small constatand then
increases gometricaly so that after th&" iteration it is k*c' where ¢ is another constant. Such a
lock is called a test&set lock with exponential baff. Figure 5-29 also shows the penfmance
for the test&set lock with b&off for two different sizes of the critical section and the tgigr
value for bakoff that ppeas to perbrm best. Brformance impoves,but still does not scale
very well. Performance results using a real test&set instruction on older machines caumbe f
in the litemture [GrT90, MCS91]. See aldexercise5.6, which discusses ky the perbrmance
with a null critical section is arse than that with a norem critical section when b&off is
used.

Test-and-test&set Lo&. A more subtle ltang to the algrithm is hae it use instructions tha
do not gnerae as nuch bus taffic while kusy-waiting Processesusy-wait by repeatedt read-
ing with a standard logdhot a test&set, the value of the locrialde until it turns from 1
(locked) to O (unloked). On a cawe-coheent madbine, the reads can be penfned in-cache Yo
all processorssince each obtains a cached copy of the l@oiakie the fist time it reads it.
When the lock isgleasedthe cached copies of all waiting processes aadidated,and the net
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read of the &rialle by each process willegerde a read missThe waiting processes will then
find that the lock has been madwitable,and will only then gnerde a test&set instruction to
actually try to acquire the lock.

Before examining other lock adgithms and pmitives, it is useful to diculate some pedt-
mance goals for locks and to place the above locks along them. The goals include:

Low latencyif a lock is free and no otherquessos are trying to acquire it at the same time
a processor should be able to acquire it with low latency.

Low trafficSuppose many or all processors try to acquire a lock at the same time. They
should be Ble to acquire the lock one after the other with as litleegdion of traffic or bus
transactions as possible. High traffic can slow down lock acquisitions due to contention, and
can also slow down unrelated transactions that compete for the bus.

ScalabilityRelaed to the pavious point, neither @ng/ nor traffic should scale quity with
the number of processors used. Keep in mind that since the number of processors in a bus-
based SMP is not likely to be large, it is not asymptotic scalability that is important.

Low storage costhe information needed for a lock should be small and should not scale
quickly with the number of processors.

Fairnessldeally, processors should acquire a lock in the same order as their requests are
issued. At least, starvation or substantial unfairness should be avoided.

Consider the simple atomigehang or test&set lock. It iseay low-lateng if the same prces-
sor acquires the loclepeatedt without any competition, since the number of instructiofes e
cuted is ery small and the lock ariade will stay in that pocessos cabe However, as
discussed earlier it caregerade a lot of bus affic and contention if many pcessos competedr
the lock.The scalability of the lock is poor with the number of competinnggsscs. The stor
ace cost is low (a singleavialde sufices) and does not scale with the number ofggsas. The
lock makes no attempt to bairf, and an unluky processor can be stad out.The test&set lok
with badkoff has the same uncontendetkfay as the simple test&set locgeneraes less affic
and is more scaltde, takes no more stage,and is no moredir. The test-and-test&set lock has
slightly higher uncontendedverhead than the simple test&set lock (it does a read in addition to
a test&set wen when there is no competition), bengraes nuch less bus &ffic and is maoz
scalablelt too requires ngligible stoage and is notdir. Exercise5.6 asks you to count theum-
ber of bus transactions and the time required for each type of lock.

Since a test&set opation and hence a bus transaction is only issued when a processoraési notifi
that the lock is eady,and thereafter if it fails it spins on a caclech, there is no need for blac

off in the test-and-test&set lock. Wever,the lock does ha the poblem that all processesash

out and pedrm both their read misses and their test&set instructions at about the same time
when the lock iseleasedEach of these test&set instructiorengraes irvalidaions and subse-
quent misses, resulting (D(pz) bus taffic for p processaos to acquire the lock once each.ahy

dom delay bedre issuing the test&set could help toggler at least the test&set insttions,but

it would increase the latency to acquire the lock in the uncontended case.

Improved Hardware Primitives: Load-locked, Store-conditional
Seveal microprocessa piovide a pair of instructions called load ketl and store conditional to

implement atomic opations,instead of a atomicead-modify-wite instructions like test&set.
Let us see how theseimitives can be used to implement simple loclogdigms and impove
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performance ger a test-and-test&set lockhen,we will examine sophisticated lock akithms
tha tend to use more sophisticated atonichang opeations, which can be implemented
either as atomic instructions or with load locked and store conditional.

In addition to spinning with readsther than ead-modify-writes,which test-and-test&set
accomplishesit would be nice to implementad-modify-wite opegtions in such a ay tha
failed attempts to complete thead-modify-wite do not gnerae invalidations. It would also be
nice to hae a single pmitive that allows us to implement ange of atomic ead-modify-write
operations—sut as test&set,etch&op, compae&swap—raher than implement each with a
separte instruction. Using a pair of special instructioather than a single instruction to imple-
ment atomic access to anable,let’s call it a synhronizaion variable,is one vay to adieve
both goalsThe fist instruction is commonly callddad-lockedor load-linked(LL). It loads the
synchronizéon varialde into a egister It may be éllowed by arbitary instructions that manipu-
late the value in theegster; i.e. the modify part of @ad-modify-write The last instruction of
the sequence is the second specialutisn, called astore-conditional(SC). It writes theegis-
ter back to the memory location (the sigranizdion variale) if and only ifno other ppcessor
has writtento that locationsince this processor completed its Olhus,if the SC succeeds, it
means that the LL-SC pair hasad,perhaps modified in beten,and written back theariable
atomically If the SC detects that an intening write has occued to the wariable, it fails and
does not write the value back (cergerae any ivalidaions). This means that the atomic oper
tion on the ariabe has failed and must betried starting from the LL. Success ailfire of the
SC is indicated by the condition codes oetun value How the LL and SC are actually imple-
mented will be discussed later; for now we are concerned with their semantics anchaect

Using LL-SC to implement atomic opions,lock and unlock subroutines can be writtenas f
lows, where regl is the egster into which the curent value of the memory location is loaded
and eg?2 holds the value to be stored in the memory location by this atentiarsg (reg2 could
simply be 1 for a lock teempt, as in a test&set). Many @ressos may perdrm the LL at the
same timebut only the fist one that mamgs to put its store conditional on the bus will succeed
in its SC.This processor will hae succeeded in acquiring the koevhile the others will hae
failed and will have to retry the LL-SC.

| ock: |1 regl, location /* load-linked the location to regl */
bnz regl, |ock /* if location was locked (nonzero), try again*/
sc location, reg2 [* store reg2 conditionally into location*/
beqz 1 ock [* if SC failed, start again*/
ret /* return control to caller of lock */

and

unl ock: st location, #0 * write 0 to location */
ret /* return control to caller */

If the location is 1 (norero) when a process does its load édkit will load 1 into gl and will
retry the lock starting from the LL without even attempt the store conditional.

It is worth noting that the LL itself is not a lbcand the SC itself is not an unlock. For one thing
the completion of the LL itself does not guarantee obtainctusive access; in fact LL and SC
are used tgether to implement a lock ogation as shown lzove For anothereven a successful
LL-SC pair does not guarantee that the instructions between them (if anyeamted tomi-
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cally with respect to those instructions on otheyggssorsso in fact those instructions do not
constitute a critical section. All that a successful LL-SC guarantees is that no conflictindonrites
the synchronization variablaccessed by the LL and SC themselves\ntexd between the LL
and SC. Indct,since the instructions between the LL and SC xeewged but should not be vis-
ible if the SC dils, it is important that they do not modify any importantestaypically, they
only manipulate theagster holding the syrwonizdion variable—br example to pegim the

op part of aétch&op—and do not modify any otherqagram \ariabdes (modifcation of the eg-
ister is okay since thegster will be re-loaded amvay by the LL in the next attempt). Migpro-
cessor endos that support LL-SCxplicitly encouage software wiiters to bllow this guideling

and in fact often mvide guidelines on et instructions are possible to insert with guarantee of
correctness igen their implementations of LL-S@he number of instructions between the LL
and SC should also bept small to reduce the giability of the SC &iling. On the other hand
the LL and SC can be usedaeditly to implement certain useful oipns on shared data gt~
tures. For gample,if the desired function is a shared countemakes mich more sense to
implement it as the naral sequence (LL,egster op, SC, test) than to build a lock and ukloc
around the counter update.

Unlike the simple test&set, the spin-lock built with LL-SC does restegaée invalidations if
either the load-linked indicates that the lock isrently held or if the SC fails. Heever,when

the lock is eleasedthe pocessas spinning in a tight loop of load-lked opesgtions will miss on

the location and rush out to the bus with read transactions. After this, only a suadjdation

will be generaed for a gven lock acquisition, by the processor whose SC succeeds, but this will
again irvalidae all cachesTraffic is reduced igatly from even the test-and-test&set cadewn

from O(p?) to Q(p) per lock acquisition, but still scales dklig with the number of mcessors.
Since spinning on a l&ed location is done through reads (loadkkxt opestions) there is no
analg of a test-and-test&set to further irpe its perbrmance However, badoff can be used
between the LL and SC to further reduce bursty traffic.

The simple LL-SC lock is also low inteng/ and stoage,but it is not a fair lock and it does not
reduce taffic to a minimum. More adnced lock algrithms can be used that botlropide fair-
ness and reduceaffic. They can be built using both atomiead-modify-wite instructions or
LL-SC, though of course thedific adrantages are dierent in the two cases. Let us considen tw
of these algorithms.

Advanced Lock Algorithms

Especialy when using a test&set to implementKegit is desiabe to hae only one pocess
attempt to obtain the lock when it is releaseh@r than hee them all rush out to do a test&set
and issue ivalidations as in all thelzowve cases). It isven more desatle to hae only one po-
cess een incur a read miss when a lock édemasedThe tiket lock accomplishes therst pur
pose,while the aray-based lock accomplishes both goals but at a little cost in space. Bcgh loc
are fair, and grant the lock to processors in FIFO order.

Ticket Lock. The tidket lock opeates just like the tiket system in the samdch line at a gocery
store,or in the teller line at a bank. &y process wanting to acquire the lock takesmlmer,and
busy-waits on a globahow-servingnumber—Ilike the number on the LED display that wateh
intently in the sandich line—until thisnow-servingnumber equals the number it obtain€&d.
release the IdG a process simply increments thew-servingnumber The atomic pmitive
needed is aetch&incrementwhich a process uses to obtain itkét number from a shed
counter It may be implemented as an atomic instruction or using LL-SC. No test&set is needed
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to actually obtain the lock upon @leasesince only the unique process that has iteticumber
equalnow-servingattempts to enter the critical section when it seeseleaseThus,the domic
primitive is used when a processfirrades the lock opation,not in response to aleaseThe
acquie method is thestch&incrementthe waiting algrithm is husy-waiting for now-servingo
equal the tiket rumber,and the release method is to incremeotv-serving This lock has
uncontendedwerhead about equal to the test-and-test&sé, loat generaes nuch less taffic.
Although every process does @tith and increment when itrét arives at the lock (@sumably
not at the same time), the simultaneous test&set attempts upon a release of the lock are elim
nated,which tend to be a lot more hgby contendedThe tidket lock also equires constant and
small stoage,and is fair since processes obtain the lock in the order of gtel&increment
operdions. Havever,like the simple LL-SC lock it still has aafffic problem. The reason is tha

all processes spin on the sanagiatle (nov-sewving). When that arialde is written at aglease,

all processorstached copies areviaidaed and they all incur a read miss. (The simple LL-SC
lock was som@ha worse in this espectsince in that case anothevatidaion and set ofgad
misses occued when a processor succeeded in its SC.) Ggeaveduce thislrsty traffic is to
introduce adrm of ba&off. We do not want to use exponential kaff because we do notamt

all processas to be backing off when the lock is released so none tries to acquire itHide.aw
promising technique is to kia each processor baff from trying to read the me-serving
counter by an amount gottional to when it expects its turn to actually come; i.e. an amount
propotional to the diference in its tiket number and theow-servingcounter it lastead Alter-
natively,the aray-based lock eliminates thigtea read taffic upon a release completeby hav-

ing every process spin on a distinct location.

Array-based Lok. The idea here is to use et¢h&increment to obtain not a value but a unique
locaion to husy-wait on. If there ar@ processes that might podsitompete for a Idg then the
lock contains an aay of p locations that processes can spin on, ideally each qrasdeemem-
ory block to asoid false-sharingThe acquire method then usesstch&incement opeation to
obtain the next\ailalde location in this agy (with wrapaound) to spin on, the waiting method
spins on this lod#on, and the release method writes a value dendtingpcked” to the nat
location in the aray after the one that the releasing processor was itself spinning on. Only the
processor that was spinning on that location has its cdobk ibvalidated,and its consequent
read miss tells it that it has obtained the lock. As in thetilod, no test&set is needed after the
miss since only one process is notified when the locdlémsedThis lock is tearly also FIFO
and hencedir. It's uncontended tang is likely to be similar to that of the test-and-test&sekloc
(a fetch&increment bllowed by a read of the assignedagirlocaion), and it is more scaltde
than the tiget lock since only one process incurs the read miss. It's oalybdk for a tus-
based machine is that it uge§p) space ather thanO(1), but with bothp and the poportionality
constant being small this is usually noteayvsignificant dawbad. It has a potential dwback
for distibuted memory mdines,but we shall discuss this and lock @ithms that @ercome
this drawback in Chapter 7.

Performance

Let us brefly examine the peofmance of the diérent locks on the SGI Challeegas shown in
Figure 5-30. All locks are implemented using LL-SC, since the Challengeiges only these
and not atomic instruction$he test&set locks are implemented by @i@ting a test&set using
LL-SC, just as they wre in Figure 5-29,and are shown as leaping off thegh for referencé. In
particular,every time an SC fails a write is perimed to anotherariabde on the same che
block, causing imalidaions as a test&setauld. Results are shown for a sontet more paam-
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eterizd \ersion of the earlier code for test&set kg¢in which a process is alleed to insert a
delay between its release of the lock and its next attempt to acqditettis, the code is a loop

over the following body:

| ock(L);

critical _section(c);

unl ock(L);

del ay(d);

Let us consider three cases—(i) c=0, d=0, (ii) c=364=0, and (iii) c=3.64us, d=1.29us—
callednull, critical-section anddelay respectivelyThe delays ¢ and d are inserted in the code as
round rumbes of processorycles,which transldes to these microsecondmbes. Recall tha

in all casex andd (multiplied by the number of lock acquisitions by each processor) are sub-
tracted out of the total timevhich is supposed to measure the total time taken for a cettain n
ber of lock acquisitions and releases only (see also Exercise 5.6).
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Figure 5-30Performance of locks on the SGI Challenge, for three different scenarios.

Consider the null critical section ca3de first obsevation, comparing withFigure 5-29, is thd
all the subsequent locks wevieadiscussed are indeed better than the test&set lockpasted.
The second obsegtion is that the simple LL-SC locks actually perh better than the mer
sophistictéed tiket lock and army-based lock. For these ks that don’t encounter soudh con-
tention as the test&set locwith reasonalyl high-bandwidth busses the pmrhance of a lock is
largely determined by the number of bus transactions between a release and a successful acquir
The reason that the LL-SC locks perh so well, paticularly at lover processor counts, is tha
they are not &ir, and the urdimess is exploited by einitectunl interactions! In paicular, when
a processor that does a write to release a lolbdwfs it immedidely with the read (LL) for its
next acquie, it's read and SC are ly to succeed in its cache bef another processor cazad
the Hock across the bus. (The bias on the Challenge is actually mene since the eleasing
processor can satisfy its next read from its writéfdr even bebre the corespondingead-exclu-
sive gets out on the bus.) Loclamser is \ery quick, and perdrmance is god As the number of
processa@ increasesthe likelihood of self-tinsfes decreases and buaffic due to imalidations
and read misses ireasesso the time per lock dnskr increases. Exponential tkadéf helps
reduce the burstiness of traffic and hence slows the rate of scaling.

1. This method of simlating test&set with LL-SC may lead to sowieet worse perbrmance than a e
test&set primitive, but it conveys the trend.
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At the other gtreme (c=3.64, d=1.29), we see the LL-SC lock doing not quiteeip aven a
low processor count3his is because a processor waits after its releaseehieying to acqui

the lock gain, making it much more lilely that some other waiting processor will acquire the
lock before it. Self-tansfes are unlikely, so lock tansfes are slwer even at two pocessas. It is
interesting that pedrmance is pdicularly worse for the bamff case at small processor counts
when the delayl between unlock and lock is noesa. This is because with only a# proces-
sors,it is quite likely that while a processor that just released the lock is waiting forxpiee
before doing its next acquér the other pscessos are in a baoff period and notwen trying to
acquire the lock. Backoff must be used carefully for it to be successful.

Consider the other lock3hese aredir, so &ery lock transkr is to a diferent processor and
involves bus transactions in the critical path of taedfer Hence they all start off with a jump to
about 3 bus transactions in the critical path per loakgkr even when two pycessos are used
Actual differences in time are due tdha exactly the bus transactions are and howcmof their
lateny can be hidden from the qaressar The tiket lock without bakoff scales elatively
poorly: With all processas trying to read the mesewing counterthe expected number ofi®
transactions between the release and the read by trexticprocessor ip/2, leading to the
obsened linear dgraddion in lock tansgr critical pathWith successful mpotional ba&off, it

is likely that the carect processor will be the one to issue the reatdfter aeleaseso the time
per tanskr does not scale with The aray-based lock also has a similabperty,since only the
correct processor issues a read, so its performance also does not degrade with more processor:

The results illusate the importance of ehitectual interactions in determining the pamfhance
of locks, and that simple LL-SC locks perfn quite well on busses thatueehigh enough band-
width (and realistic ambes of pocessas for busses). é&¥formance for the unfair LL-SC léc
scales to become as bad as or a littese than for the more sophisticated lockgadme 16 po-
cessorsdue to the higher affic, but not by nuch because bus bandwidth is quite higfen
exponential bakoff is used to reducedffic, the simple LL-SC lock delers the best\grage
lock transkr time in all casesThe results also illusite the dificulty and the importance of
sound &perimental methodolgy in evaluaing syndironizaion algorithms. Null critical sections
display some interesting fefcts,but meaningful comparison depend dmaithe synbrronization
pattens look like in practice in realpalications. An &peiiment to use LL-SC but guantee
round-obin acquisition among pcessas (fairess) by using an additionanalde shaved per
formance ery similar to that of the tiket lodk, confrming that undirness and self-ansfes ae
indeed the reason for the better performance at low processor counts.

Lock-free, Non-blocking, and Wait-free Synchronization

An additional set of pesfmance concerns\molving syndironizaion arise when we consider
tha the machine running our parallebgram is used in a oitiprogramming emironment. Other
processes run for periods of time eren if we hae the machine to oselves badkground dae-
mons run peodically, processes take ga faults,l/O interupts occurand the processiseduler
makes scheduling decisions with limited anfmaion on the pplicaion requirments.These
events can cause thete at which processes makeqgress to ary consideably. One impotant
question is how the pgram as a whole slows down when one processugesldVith traditional
locks the poblem can be serious because if a process holding a lock stops or slows while in its
critical section, all other processes mayé# wait.This pioblem has eceived a good deal of
attention in work on opeating system dtedules and in some cases attempts are madecid a
preempting a process that is holding a lotkere is another line ofesearh that takes the we
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5.6.4

tha lock-based opetions are not ery robust and should bevaided If a process dies hile
holding a lo&, other processes hang. It can be olestthat many of the l&éunlodk operations
are used to support oations on a data stcture or object that is shared byeel processesor
example to update a shared counter or manipulate a shared Ghese.higher kel opeation
can be implemented directly using atomic primitives without actually using locks.

A shared data sicture islock-freeif its opegtions do notequite mutual gclusion over multiple
instructions. If the opetions on the data stcture guarantee that some process will complete its
operdion in finite amount of timeaven if other processes halt, the datactre isnon-blocking

If the data sticture opeations can guantee thatay (non-faulty) process will complete its oper
ation in a finite amount of timehen the data sicture iswait-free[Her93]. There is a body of lit-
eratue that ivestigdes the theory and practice of such datacstires,including equirements

on the basic atomic initives[Her88], geneml purpose techniques foratrslding sequential
operdions to non-lbcking concurent opeations[Her93],specific useful ldcfree data strc-
tures [\al95,MiSc96],o0pegting system implementations [MaPu91,GrCh96] and proposals f
architectual supportfHeMo93]The basic pproadt is to implement updates to a shared objgct b
reading a portion of the object to make aycopdating the cop and then pedrming an opea-

tion to commit the lsange only if no conflicting updates ¥ been made. As a simpleagnple,
consider a shared count&he counter is read into agister,a value is added to thegster copy

and the result put in a seconebister,then a comparand-swp is perbrmed to update the
shaed counter only if its value is the same as the/.cBpr more sophisticated dataustiures a
linked stoucture is used and typically the new element is linked into the shared list if the insert is
still valid. These techniques serto limit the window in Wich the shared data stture is in an
inconsistent sta, so they impove the pbustnessalthough it can be ditult to make them &f
cient.

Having discussed the options for mutuaktlesion on bus-based ntsioes,let us mee on to
point-to-point and then barrier event synchronization.

Point-to-point Event Synchronization

Point-to-point synbronizdion within a parallel pygram is often implemented usingdy-wait-
ing on odinaly variales as fhgs. If we want to useldcking instead of bsy-waiting,we can use
semaphores just as they are used in concurrent programming and operating systems [TaW97].

Software Algorithms

Flags are control ariables,typically used to commmicae the occwence of a syrtwonization
event,rather than to tnser values. If two processesvieaa poducerconsumer elaionship on
the shared variablg then a flag can be used to manage the synchronization as shown below:

P1 P2
a = f(x); [*seta*/ while (flag is 0) do nothing;
flag = 1; b =g(a); [*use a */
If we know that the ariale a is initialized to a certainalue,say 0, vhich will be changd to a

new value we are interested in by this productieent, then we can useitself as the syrwoni-
zation flag, as follows:
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P1 P2
a = f(x); [*seta*/ while (a is 0) do nothing;

b=g(); [*use a*/

This eliminates the need for gosede flag variable,and ssaes the write to and read of thariv
able.

Hardware Support: Full-empty Bits

The last idealzove has been extended in soreegarb machines—although mostly nidces
with physically distiibuted memory—to mvide hadware support for fie-gained poducer-con-
sumer synkronizaion. A bit, called a full-empty bit, is associated witley word in memoy.
This bit is set when theard is“full” with nevly produced data (i.e. on ait&), and unset Wwen
the word is“emptied” by a processor consuming those data (i.e. on a \&ad)-lewel producer-
consumer syrtwronizaion is then accomplished asllbws. When the producer process wants to
write the location it does so only if the full-empty bit is set to errgotyl then leaes the bit set to
full. The consumer reads the location only if the bit is full, and then sets it to empdyvadar
preseres the atomicity of the read or write with the manipulation of the full-empty hienGi
full-empty bits, our example above can be written without the spin loop as:

P1 P2

a = f(x); [*seta*/ b =g(a); /*use a*/

Full-empty bits raise concerns abowixtbility. For ekample,they do not lend themselves egsil
to single-producer multiple-consumer skimmization,or to the case here a producer updates a
value multiple times befe a consumer consumesAtso, should all reads and writes use full-
empty bits or only those that are compiled down to special instrucfidresfatter equires sup-
port in the languge and compilerbut the brmer is too estrictive in imposing syrttronization
on all accesses to a location (faample,it does not allow asyheonous elaxdion in itemtive
equdion solers, seeChapter2). For these reasons and thedveare cost, full-empty bits ha
not found favor in most commercial machines.

Interrupts

Another important kind ofwent is the inteupt corveyed from an I/O device needing attention to
a piocessarln a uniprocessor machine there is no questioamthe interupt should g, but in

an SMP any processor can potentially take therunper In adiition, there are times when one
processor may need to issue an intpt to another. In ebr SMP designs special lthvate was
provided to monitor the fority of the process on each processor andrelethe 1/0 interupt to
the processor running atwest piority. Such measures gred to be of small value and most
moden machines use simple arbiton stiateges. In adition, there is usually a mempor
mapped interupt control egion,so at lemel level any processor can intapt any other by vit-

ing the interrupt information at the associated address.
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5.6.5 Global (Barrier) Event Synchronization
Software Algorithms

Softwae algrithms for bariers are typically implemented using ks; shared counters and
flags. Let us bgin with a simple bater amongp processeswhich is called a cerditized barier
since it uses only a single lock, a single counter and a single flag.

Centralized Barrier

A shared counter maintains the number of processes tathiaed at the baier, and is thes-
fore incremented byvery ariving processThese increments must beumally exclusive After
incrementing the countethe processheds to see if the counter equals.e. if it is the last -
cess to hae arived. If not, it busy waits on thedl) associated with the byaar; if so, it writes the
flag to release the waiting processes. A simple barrier algorithm may therefore look like:

struct bar type {
int counter;
struct | ock_type | ock;
int flag = 0;

} bar_nane;

BARRI ER (bar _nane, p)

{
LOCK( bar _nane. | ock);
i f (bar_nane.counter == 0)
bar _nane.flag = 0; /* reset flag if first to reach*/
mycount = bar_name. count er ++; /* mycountis a private variable*/
UNLOCK( bar _nan®. | ock) ;
if (mycount == p) { /* last to arrive */
bar _nane. counter = 0; /* reset counter for next barrier */
bar _nane.flag = 1; /* release waiting processes */
}
el se
whil e (bar_nane.flag == 0) {};/*busy wait for release */
}

Centralized Barrier with Sense Reversal

Can you see a pblem with the &owve barier?There is one. It occurs when the samerieai(bar
rier bar_name above) is used consecutively. That is, each processor executes the following code:
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some conputation...
BARRI ER(bar 1, p);

some nore conputation...
BARRI ER(bar 1, p);

The frrst process to enter the har the second timeerinitializes the barer counterso that is
not a poblem. The poblem is the fhg To exit the fist barier, processes spin on thedluntil it

is set to 1. Processes that seg thang to one will exit the baier, perform the subsequent com-
putation,and enter the baer again. Suppose one proces&qrgets stuck while in the spin loop;
for example,it gets svapped out by the opaing system because it has been spinning too. long
When it is svapped back in, it will continue to wait for thedl to chang to 1. Hovever,in the
meantime other processes mayeéantered the second instance of theidaand the fist of
these will hae reset the &y to 0. Now the #g will only get set to 1 gain when allp processes
hawe registeed at the new instance of the tiar, which will never happen sincB, will never
leave the spin loop and get to this barrier instance.

How can we solve this pblem?Wha we need to do is pvent a process from entering amne
instance of a baier bebre all processes ka exited the mvious instance of the same har.
One vay is to use another counter to count the processes thattleabatier, and not let a -
cess enter a new biear instance until this counter has turneg for the pevious instance. He-
ever, manipulating this counter incurs furthetedagy and contention. A better solution is the
following. The main reason for theghlem in the pevious case is that theaf is reset befre all
processesaad the next instance of the biar. However,with the curent setup welearly can-
not wait for all processes tead the barier bebre resetting thedlg, since that is when we actu-
ally set the fig for the eleaseThe solution is to ha processes wait for theadl to obtain a
different value in consecwt instances of the béar, so for example processes may wait for the
flag to turn to 1 in one instance and to turn to 0 in the next instance:atepiarialle is used per
process to &g tradk of which value to wait for in the cuent barier instance. Since by the
semantics of a baer a process cannot get more than onedrashead of anothewe only need
two values (0 and 1) that weggle between each timso we call this method sensasersal.
Now the flag need not be reset when thstfprocessaades the baier; rather,the process stkc
in the old barier instance still waits for thedj to rad the old release value (sense), while-pr
cesses that enter the new instance wait for the otlugléth) releasealue The value of the 8ig

is only changed when all processesveareated the barer instanceso it will not dange bebre
processes stuck in the old instance see it. Here is the code for a simnglevbiéin senseaver-
sal.
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BARRI ER (bar _name, p)

{
| ocal _sense = ! (|l ocal sense); /* toggle private sense variable */
LOCK( bar _nane. | ock);
mycount = bar_name. count er ++; /* mycount is a private variable*/
i f (bar_nane.counter == p) { /* last to arrive */
UNLOCK( bar _nane. | ock) ;
bar _nane. counter = 0; /* reset counter for next barrier */
bar _nane.flag = | ocal sense; /* release waiting processes */
}
el se {
UNLOCK( bar _narme. | ock) ;
whil e (bar_nane.flag != | ocal _sense) {};/*busy wait for release */
}
}

The lock is not released immettly after the increment of the countbut only after the condi-
tion is evaluaed; the reason for this is left as a®eise (sedxercise5.7) We now hae a cor
rect barier that can be reused any number of times consetutiThe remaining issue is
performancewhich we examine next. (Note that the LOCK/UNLOCK protecting thesimemt
of the counter can beplaced more étiently by a simple LL-SC or atomic increment ogiemn.

Performance Issues

The major performance goals for a barrier are similar to those for locks:

Low latency (small critical path lengtignoring contention, we would like the number of
operdions in the chain of dependent ogi@ms needed fop processos to pass the baer to
be small.

Low traffic Since baniers are global opations,it is quite likely that many ppcessas will try
to execute a barrier at the same time. We would like the barrier algorithm to reduce the num-
ber of bus transactions and hence the possible contention.

ScalabilityRelaed to taffic, we would like to hee a barier that scales well to the number of
processors we may want to support.

Low storage costVe would of course like to keep the storage cost low.

FairnessThis is not nuch of an issue since all@ressas get released at about the same time
but we would like to ensure that the same processor does not always become the last one to
exit the barrier, or to preserve FIFO ordering.

In a centalized barier, each processor accesses the lock ,opzéahe critical path length ig a
leastp. Consider the busdffic. To complete its opation,a centalized barier involving p pro-
cessos perbrms 2p bus transactions to get the lock and increment the couwebus tansac-
tions for the last processor to reset the counter and write the relgsenfl anothep-1 bus
transactions to read thedlafter it has beenvalidated Note that this is better than theffic for
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ewen a test-and-test&set lock to be acquireblprocessesbecause in that case each of phe
releases causes arvalidaion which results inO(p) processes trying to perin the test&set
again, thus resulting irO(pz) bus transactions. k@ver, the contention resulting from these
competing bus transactions can be substantial if maygepsas arive at the barer sinulta-
neously, and barriers can be expensive.

Improving Barrier Algorithms for a Bus

Let us see if we can devise a betteriearfor a bus. One part of thegttem in the centlized
barier is that all pocessas contend for the same lock anaijfiariades.To address this, we can
constuct bariers that cause lessqmessas to contend for the samaniable For ekample,pro-
cessos can signal their aval at the bater through a softare combining tree (se€hapter3,
Section3.4.2. In a binary combining é&e,only two pocessas notify each other of their raval
at each node of thede,and only one of the two mies up to pdicipate at the next highervel
of the tee Thus,only two pocessas access aigen \ariable In a netvark with multiple paallel
paths,such as those found in ¢grscale makines,a combining tree can perm much better
than a cenalized barier since diferent pairs of ppcessa can commnicae with each other in
different parts of the netwk in parallel. Havever,with a centalized interconnect like aus,
ewven though pairs of pcessa comnunicae through diferent \ariades they all gnerae trans-
actions and hence contention on the same bus. Since a binary trgeleaths has pproxi-
matel 2p nodes, a combining treeequiles a similar number of bus transactions to the
centralizd barier. It also has higher fang/ since it equireslog p steps to get from the fegs to
the root of the &e,and in fact on the order pfseialized bus transaction$he adantag of a
combining tree for a bus is that it does not use locksatutir simple read and write opdions,
which may compensate for its ¢gar uncontended fang if the number of prcessas on the bs
is lage However, the simple cenalized barier perbrms quite well on a s, as shown in
Figure 5-31 Some of the othemore scalble bariers shown in the gure for illustiation will be
discussed, along with tree barriers, in the context of scalable machines in Chapter 7.

Time (microsec)

—e—Centralized
|—sCombining Tree
10 Tournament
|—g—Dissemination

Figure 5-31Performance of some barriers on the SGI Challenge.

Perfomance is measured agesage time per barer over a loop of many consecui bariers. The higher critical path tang of the
combining barrier hurts it on a bus, where it has no traffic and contention advantages.
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Hardware Primitives

Since the cendlized barier uses locks and dinary reads/writes,the hadwar pimitives
needed depend orhat lock algorithms are used. If a machine does not support atonmiitipes
well, combining tree barriers can be useful for bus-based machines as well.

A special bus pmitive can be used to reduce the number of bus transactions in thadizehtr

barrier This optimization takes adntag of the fact that all pcessas issue a read miss for the

same value of thedlj when they are walidaed at theeleaselnstead of all pycessaos issuing a

separte read miss busansactiona processor can monitor the bus abdrits read miss befe

putting it on the bus if it sees the response to a read miss to the same location (issued by another
processor that happened to get the lng$) fand simply take thestum value from the bus. In the

best casethis “piggybacking” can reduce the number of read miss bus transactionspftom

one.

Hardware Barriers

If a separde syn@ironizaion bus is povided,it can be used to support bars in hadware too.
This takes the &ffic and contention off the main systemspand can lead to high@erformance
barriess. Concetually, a wired-AND is enough. A processor sets its input to #te fggh when it
reades the batier, and waits till the output goes high bef it can poceed (In practice,reusing
barriess requires that more than a single wire be used.) Sucparae hadware mechanismadr
barries is paticularly useful if the fequeng of bariers is \ery high, as it may be in pgrams
tha are automtécally pamllelized by compilers at the inner loopwé and need global syhm-
nization after @ery innermost loop. Hwever, it can be dificult to mange when not all gces-
sors on the machine paipate in the bater. For ekample,it is difficult to dsnamicaly change
the number of mcessos paticipating in the barier, or to adapt the comfurgion when po-
cesses are miged among pcessas by the opeting system. Having multiple pacipating
processes per processor also causes complication@nChus-based uftiprocessas theefore
do not tend to mvide special halware suppat, but build bariers in software out of locks and
shared variables.

5.6.6 Synchronization Summary

While some bus-based machinesépiovided full hadware support for syrwonizaion opea-
tions such as locks and bars, issues elated to fexibility and doubts about the extent of the
need for them has led to a wemnent tavard providing simple atomic opetions in hadware and
synthesizing higher el syntironizdion opegtions from them in softare libraries. The po-
grammer can thus be umare of these lwv-level atomic opeations.The atomic opetions can be
implemented either as single insttions,or through specutve read-wite instruction pairs lik
load-locled and store-conditionalthe geder flexibility of the latter is making them ineas-
ingly popular.We hae alead/ seen some of the infday between syrtoronizdion primitives,
algorithms,and achitectual detailsThis inteplay will be much more pronounced when we dis-
cuss synlaronizaion for scaldle shared adfess space machines in the comihgptes. Theo-
retical researh has identified the ppeties of diferent atomic rchang opeations in terms of
the time complexity of using them to implement symonized access toaviales. In paticular, it

is found that simple opations like test&set andetch&op are not paverful enough to guantee
tha the time taken by a processor to access ahsgnized \arialle is independent of theumber
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of processorswhile more sophisticated atomic ogiwns like compag&swgy and an memgr
to-memory swap are [Her91].

Implications for Software

So far, we hae looked at arhitectual issues and how @ritectual and protocol adeofs awe
affected by wrkload taracteistics. Let us now come full @le and examine how thechitec-
tural characteistics of these small-scale machines influence parallel adtivha is, instead of
keeping the vorkload fixed and impoving the machine or its ptocols,we keep the mahbine
fixed and examine how to imgue parallel pograms. Impoving syndironizdion algorithms to
reduce taffic and laeng/ was an example of this, but let us look at the paraltejramming po-
cess more @nerally, paticularly the data locality and @fractual comranicdion aspects of the
orchestration step.

Of the techniques discussedGhapter 3, those for load balance and inherent camiodion awe

the same here as in thatrgeal discussion. In atition, one gneal principle that is pplicable
acioss a wideange of computations is to try to assign computation such that as far adgpossib
only one processor writes avgn set of de, at least during a single computational phase. In
mary computdions,processas read one lge shared data sicture and write another. Fokam-
ple,in Raytrace pocessacs read a scene and write an gedl here is a choice of whether to par
tition the computation so the quessas write disjoint pieces of the destinationusture and
read-shag the source sicture,or so they read disjoint pieces of the sourcecstire and wite-
shae the destination. All other considgons being equal (such as load balance andram-
ming compleity), it is usually adisale to avoid write-shaing in these situation¥Vrite-sharing

not only causes walidaions and hence cache misses aaffit;, but if different processes e

the same wards it is \ery likely that the writes must be protected by sywoaizdion such as
locks, which are even more expensive.

The stucture of comnunicaion is not nuch of a \ariable:With a single cenalized memoy,

there is little incentie to use explicit lge data tansfers,so all commnicaion is implicit
through loads and storeshigh lead to the &inser of cache locks. DMA can be used to cgp

large chunks of data from one area of memory to another faster than loads asdbatathis

must be traded off gainst the werhead of imoking DMA and the possibility of using other
lateng hiding techniques instead. And with @r@dimensional neterk topolayy (a bus) mp-

ping is not an issyeother than to try to ensure that processesat@grom one processor to
another as little as postband is iwvariably left to the opeating systemThe most integsting

issues areelated to temporal and spatial locality: to reduce the number of cache misses, and
hence reduce both latency as well as traffic and contention on the shared bus.

With main memory being cemilized,temporal locality is exploited in the processor cachis.
specializéion of the working set cuve introduced inChegter3 is shown inFigure 5-32. All
capacity-relted tiaffic goes to the same local bus and @ized memoy. The other three kinds

of misses will occur andemerae bus taffic even with aninfinite cadie The major goal is to

hawe working sets fit in the cache harchy,and the technigues are the same as those discussed in
Chapter 3.

For spatial localitya centalized memory makes data dibtrition and the @nulaity of alloca-
tion in main memory relevant (only inteleaving data among memory banks to reduce conten-
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Figure 5-32Data traffic on the shared bus, and its components as a function of cache size.

The points of inflection indicate the working sets of the program.

tion may be an issue just as in uopessas). The ill effects of poor spatial locality ar
fragmentationi.e. fetching unnecessary data on a cacloely andfalse sharingThe reasons ar

that the granularity of communicatiomand thegranularity of coherencare both cachelbcks,
which are lager than a wrd. The former causes dgmentdon in comnunicaion or data @ans-

fer, and the latter causes false sharing (we assume here that techniquebloak slitty bits ae

not usedsince they are not found in actual machines). Let us examine some techniques to alle
ate these mblems and déctively exploit the pefetding efects of long cacheldicks,as well as
techniques to alleiate cache conflicts by better spatiajj@nizdion of dataTher are many st
techniques in a ppgrammers “bag of tricks”, and we only pvide a sampling of the mosegn-

eral ones.

Assign tasks to reduce spatial intdeaving of access ptierns. It is desiale to assign tasks
suc that each processor tends to accege lewntiguous chunks of data. Faample,if an aray
computaion with n elements is to be divided amopgprocessorsit is better to divide it so tha
ead processor accessefp contiguous elementsther than use arfely inteleawed assignment
of elementsThis increases spatial locality and reduces false sharing of clahe.Of couse,
load balancing or other constraints may force us to do otherwise.

Structur e data to reduce spatial inteleaving of access ptierns. We saw an example of this in
the equation solverdmel in Chater3, when we used higher-dimensionalags to legp a po-
cessors partition of an amy contiguous in the ahless spacélhere,the motvation was to allav
proper distibution of data among physical meres, which is not an issue herHowever,the
same technique also helps reduce falseirglafragmenttion of data tansfer,and conikt
misses as shown irdures5-33and5-34, all of which cause misses andffic on the bus. Con-
sider false sharing andafgymentéion for the equation solveekel and the Ocearpglicaion. A
cadte Hock larger than a singlergl element may saiddle a column-oriented partition boungar
as shown irFigure 5-33a). If the bock is laiger than two ¢d elements, as is I@ty, it can cause
communicgion due to false shig. It is easiest to see if we assume for a moment that there is no
inherent comnunicaion in the algrithm; for example,suppose in eactwee a process simypl
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Figure 5-33 Reducing false sharing anda§menttion by using higher-dimensionalrays to keep partitions contiguous in the

address space.

In the two-dimensional eay case cache bcks staddling partition boundaries cause botagmentéon (a miss brings in datadim
the other processor’s partition) as well as false sharing.

added a constant value to each of its assignatl @lements, instead of perming a neagst-
neighbor computation. A cachéobk straddling a partition boundary would bal$e-shagd as
different pocessos wrote diferent words on it.This would also causedgmentéion in comnu-
nication, since a process reading its own boundary element and missing on it wouldtethso f
other elements in the othemgessos partition that are on the same cacloek and that it does
not needThe conflict misses pblem is explained ifrigure 5-34. The issue in all these cases is
also non-contiguity of pétions, only at a finer ganulaity (cache line) than for allotian
(page). Thus,a single data sicture transforméion helps us solve all our spatial localiglated
prodems in the equation solveeknel.Figure 5-35illustrates the impact of using highdimen-
sional arays to epresent gds or Bocked mdrices in the Ocean and Lipplicaions on the SGI
Challenge where data distbution in main memory is not a issughe impact of conflicts and
false sharing on uniprocessor and multiprocessor performance is clear.

Beware of conflict missesFigure 5-33illustrates how allocating peer of two sized amys can
cause cache conflict@rlems—whit can become quite fhlogcal in some cases—since the
cade size is also a peer of two. Even if the Igical size of the aay that the aplicaion needs is
a paver of two, it is often useful to allocate a tgar aray that is not a peer of two and then
access only the amount neededwideer,this can inteidre with allocating data at ga ganular-
ity (also a pwer of two) in machines with gsically distibuted memaoy, so we may hae to be
careful. The cache mapping conflicts in theseaaor gid examples are within a datalstture
accessed in a edictatbe mannerand can thus be alliated in a stuctured way. Mapping con-
flicts are more difcult to avoid when they happeacrossdifferent major data atctures (eg.
acioss diferent gids used by the Oceappalication),where they may heae to be alleiated by ad
hoc padding and alignment. tever,they are pdicularly insidious in a shared drbss space
when they occur on seemingly harmless shasg@diies or data strictures that a ppgrammer is
not inclined to think bout, but that can gnerae atifactual commanicaion. For ékample,a fre-
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Figure 5-34Cache mapping conflicts caused by a two-dimensional array representation in a direct-mapped cache.

The figure shows the arst casein which the sparaion between successi subows in a pocesss partition (i.e. the size of a fu
row of the 2-d amay) is exactly equal to the size of the da& so consecuie subows map diectly on top of one another in tt
cache Every subow accessed knocks thespious subow out of the calge. In the next wee over its patition, the processor wil
miss on gery cache Iock it referenceseven if the cache as a whole |sgarenough to fit a whole partition. Many intexdiately
poor cases may be encountered dependingidrse, number of ppcessas and cache sizSince the cache size in bytes’i
power of two, sizing the dimensions of allocated arrays to be powers of two is discouraged

16  =Memn=514, 4-D array 16 ~8—n=2048, 4-D array
——n=514, strip —-@—n=1024, 2-D array
14 n=2048, 2-D array

14 n=514, 2-D array
—@—n=130, 4-D array
=l=n=130, strip

, 2-D array

—&—n=1024, 2-D array

Speedup
®

(a) Ocean (b) LU

Figure 5-35 Effects of using 4-D ersus 2-D amys to epresent two-dimensionalrigl or marix data stuctues on the SG
Challenge.

Results are shown for different problem sizes for the Ocean and LU applications.

guently accessed pointer to an important datacstre may conflict in the cache with a scalar
varialde that is also fquenty accessed during the same compara causing a lot of #ffic.
Fortunatelysuch poblems tend to be infrequent in modern cacheselmegal efforts to exploit
locality can be wasted if attention is not paid to reducing conflict misses.
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Use perprocessor heps. It is desialde to hae sgarae heap egons for each processor (or
process) from wwich it allocates dataythamically Otherwiseif a program perbrms a lot of ery
small memory allocations, data used by different processors may fall on the same cache block.

Copy data to increase locality If a processor is going to reuse a set of data that are otherwise
allocaed non-contiguously in the digbss spaget is often desibe to make a contiguous cpp
of the data for that period to ingae spatial locality and reduce cache conflicts. Copyéggires
memok accesses and has a cost, and is not useful if the dateefyrédikeside in the cachewan
way. But otherwise the cost can bee@ome by the achntags. For gample,in blocked marix
factorizdion or multiplication, with a 2-D aray representigon of the mé&ix a bHock is not con-
tiguous in the adress space (just like a partition in the equation soleerel); it is theefore
common to copy locks used from another gressors assigned set to a contiguous terappr
daa stucture to reduce conflict misseBhis incurs a cost in cging, which must be traded bf
against the benefit of reducing conflicts. In tpde-based pplications,when a pdicle moves
from one pocessos partition to anotherspatial locality can be impved by moving the
attributes of that paicle so that the memory for all gites being handled by a gaessor
remains contiguous and dense.

Pad arrays: Beginning parallel ppgrammes often build anays that are indeed using the -
cess identiBr. For ekample,to keep tradk of load balanceone may hee an aray each entry of
which is an intger that ecods the number of tasks completed by theesponding prcessor.
Since many elements of such aragfall into a single cachddick, and since these elements will
be updated quite often, false sharing becomesgesespioblem. One solution is to pad each gntr
with dummy words to make its size as ¢gr as the cachddzk size (orto make the code mer
robust,as big as the Igest cachelbck size on anticipated mhines),and then align the &y to

a cache lock. However, padding many Ige arays can result in significant waste of memor
and can causedgment#ion in data tansfer A better stateg is to combine all suchavialles for

a process into eecord,pad the entireecod to a cachelbck bounday, and ceae an aray of
records indexed by process identifier.

Determine how to omganize arrays of records Suppose we lva a number of lgical recods to
representsuch as the pticles in the Barnes-Hutrgvitational sinulation. Should we epresent
them as a single iy of n paticles, each entry being a&cod with fields like position, @locity,
force,mass, etc. as iRigure 5-36a)? Or should weeprsent it as gm@rde arays of sizen, one
per field, as inFigure 5-36b)? Pograms written for vector maines,such as traditional @y
computersiend to use a parde aray for each popety of an object, in factven one per &ld

per physical dimension x, y or@hen data are accessed taldjfor example the x codimae of

all paticles, this increases the permance of vector opdiions by making accesses to megnor
unit stride and hence reducing memory bank conflicts. lhezaoheent rrultiprocessorshow-
ever,there are new adeoffs,and the best sy to olganiz data depends on the accedsepas.
Consider the update phase of the Barnes-Hdplication. A processor reads and writes only the
position and velocity fields of all its assignedtjudes, but its assigned pieles are not contigu-
ous in the shared pale aray. Suppose there is onaayr of sizen (paticles) per field or pp-
erty. A doube-precision three-dimensional position (or velocity) is 24 bytes tf,da seeral of
these may fit on a cachéobk. Since adjacent picles in the ary may be read and writteryb
other pocessorspoor spatial locality and false sharing can result. In this case it is betteeto ha
a single array of particle records, where each record holds all information about that particle.

Now consider thedrce-calculéion phase of the same Barnes-Hpplécaion. Suppose we use
an oganizdion by paticle rather than by field asb@ve To compute thedices on a péicle, a

9/10/97 DRAFT: Parallel Computer Architecture 339



Shared Memory Multiprocessors

Particle O Particle 1 Particle n

BEECTT?ZANNRNNNNN ARRRNNRNNCEEDTD 00

(a) Organization by particle

PO PL --- Pn
position: (x| 4Xy 4 | | kly|Z]

velocity:  [vivgviviviv] | | [viviv]

|
force: |f>ny|fz!fx|fy|fz BRRRE

(a) Organization by property or field
Figure 5-36Alternative data structure organizations for record-based data.

processor reads the position values of many othéiclggrand cells, and it then updates treé
components of its own pi#gle. In updating érce components, it Walidates the positionalues
of this paticle from the caches of otherquessas that are using and reusing them, dueatsef
sharing,even though the position values themselves are not being modified in this phase of com-
putaion. In this casgit would probabl be better if we wre to split the single eay of paticle
recods into two arays of sizen ead, one for positions (and perhaps other fields) and one f
forces.The force aray itself could be padded to redu@dsie-shang in it. In general,it is often
benefcial to split arays to sparae fields that are used in @ad-ony manner in a phasedim
those fields whose values are updated in the same phafsgemikituations dictate dédrent
organizdions for a data gticture,and the ultimate decision depends dmia patem or phase
dominates performance.

Align arrays: In conjunction with the techniques discussbdw, it is often necessary to align
arrays to cache lock boundaries to dxeve the full benefits. Forxample,given a cachelbck
size of 64 bytes and 8 bytesfils,we may hae decided to build a singleray of paticle records
with x, y, z, fx, fy, and fx felds,each 48-byteacod padded with two dummy fields to fill a ¢ec
block. However,this wouldn't help if the aray started at an offset of 32 bytes from aea the
virtual adiress spaceas this would mean that the data for eactiglawill now span two cae
blocks. Alignment is easy to heve by simply allocating a littlexéra memory and suitdy
adjusting the starting address of the array.

As seen hove, the oganization,alignment and padding of datawsttures are all important to
exploiting spatial locality and reducing false sharing and conflict misses. Experielocgdrps
mers and gen some compilers use these techniques. As we discusShepter 3, these locality
and atifactual comranicaion issues can be significant enoughvercome diferences in inher
ent comnouinication,and can cause us tevisit our algrithmic partitioning decisions for an
applicaion (recall strip ersus sublock decomposition for the simple equation solver as dis-
cussed in Chapter 3, Section 3.2.2).
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5.8 Concluding Remarks

Symmetic shaed-memoy multiprocesscs are a niairal extension of uniprocessovkstations
and pesonal-computey. Sequential @plictions can run totally ut@nged,and yet benefit in
performance by getting a Iger fraction of a prcessos time and from the Ige amount of
shaed main-memory and I/O capacity typicallyadade on such machinesaRillel goplications
are also elative easy to bring up, as all local and shared data aetidiaccessible from all pr
cessos using odinaly loads and stores. Comptitaally intensve portions of a sequentigbgali-
caion can be selestely pamllelized A key advantage for nultiprogrammed werkloads is the
fine ganulaity at which resouces can be shared amorgpécation processedhis is true both
temporally,in that pocesscs and/or main-memory gas can be &quenty reallocaed among
different gplicaion processesand also pysically, in that main-memory may be split among
applicaions at the tpnulaity of an individual pge Because of these appealirepturesall
major \endos of computer systems, fromovkstdion suppliers like SUNSilicon Gmaphics,
Hewlett Packard,Digital, and IBM to personal computer suppliers like Intel and Compaqg e+e pr
ducing and selling such machines. detffor some of the lge workstaion vendorsthese milti-
processas constitute a substantial fraction of theverue steam,and a still lager fraction of
their net profits due to the higher margins [Hep90] on these higher-end machines.

The ley technical ballenge in the design of such machines is thgaaizdion and implementa-
tion of the shared memory subsystenhjall is used for commmicaion between pycessos in
addition to handling all ggular memory accesseBhe majority of small-scale machinesufid
today use the system bus as the interconnect for aamuation,and the ballenge then becomes
how to keep shared data in theipate caches of the pcessaos cohereniThere are a lage variety

of options a@ailalde to the system ahitect,as we hee discussedncluding the set of states asso-
ciated with cachelbcks, choice of cachelbck size, and whether updates owalidaes are used
The key task of the system ehritect is to make choices that will penfin well based on pdomi-
nant sharing ggems expected in arkloads,and those that will make the task of impleméata
easier.

As processormemoy-system,integrated-circuit,and pakagng tedinology continue to mad
rapid progress,there are questions raised about the future of small-sadtemcessos and
importance of arious design issue¥/e can expect small-scalalftiprocessas to continue to be
important for at least three reasofie frst is that they dér an #tractive cost-perdrmance
point. Individuals or smallrgups of people can easilyfafd them for use as a sharesgouce or

a compute- or le-server Second microprocessa today are designed to beultiprocessor-
ready,and designers aravare of future micoprocessor trends when theydgioeto design the
next genergion multiprocessorso there is no longer a significant time lag between tiestla
microprocessor and its incpordion in a multiprocessarAs we saw irChagpter1, the Intel n-
tium processor line plugs figluelessly”into a shared budhe third reason is that the essential
softwae tedinology for parallel machines (compikeropesting systems, mgramming lan-
guages) is méuring rapidly for small-scale shad-memoy madines,although it still has a sub-
stantial vay to go for lage-scale machines. Most computer systeprgdoers for example,have
parllel versions of their opeting systemsaad, for their bus-based nftiprocesscs. The design
issues that we ke eplored in this bigpter are fundamental, and will remain important with
progress in technology. This is not to say that the optimal design choices will not change.

We hare explored many of the éy design aspects of bus-basedltiprocessas at the'logical
level” involving cache lock state transitions and complete bus transactions. At s tlee
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approab gpeas to be aather simple extension of traditional cache coltgrs. Havever,much
of the dificulty in such designs, and many of the opportunities for optimization andaiimmo
occur at the more detailéghysical level.” The next bgpter goes down avel deeper into the
hardwae design and ganizdion of bus-based che-coheent multiprocessos and some of the
natural generalizations.
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5.10 Exercises

5.1 Short Answer.
a. Isthe cahe-coheence poblem an issue with pcessor-legl registes as well? Gien that

registers are not kept consistent in hardware, how do current systems guarantee the
desired semantics of a program under this hardware model?

b. Consider the following graph indicating the miss rate of an application as a function of

cache block size. As might be expected, the curve has a U-shaped appearance. Consider
the three pointé, B, and C on the cue. Indicate under Weat circumstancesf any, each

may be a sensible operating point for the machine (i.e. the machine might give better per-
formance at that point rather than at the other two points).

A Miss Rate

Cache Line Size
-

A B C

5.2 Bus Traffic

Assume thedllowing average data memory affic for a bus-based shared memonyitipro-
cessor:

private reads70%

private writes20%

shared reads 8%

shared writes2%

Also assume that 50% of the instructions (32-bits each) are either loads onVstthressplit
instruction/déa cache of 32Kbyte total gizwe get hit ates of 97% for pvate dda, 95% fr
shared data and 98.5% for instructions. The cache line size is 16 bytes.

We want to place as manyqoessas as possible on a bus that has 64 data lines and 32
address lines.

The processorlock is twice as fast as that of theshand bebre considering memory penal-
ties the processor CPI is 2.0. How mangagassas can the bus support withoutwating if

we use

(i) write-through caches with write-allocate strategy?
(ii) write-back caches?

Ignore cache consistencyaffic and bus contentiohe pobability of having to eplace a
dirty block in the wite-bak caches is 0.3. Foeads,memory responds with data gctes
after being presented thedadss. Fomrites, both adiress and data are presented to mgmor
at the same time. Assume that the bus does et $jalit tansactionsand that processor miss
penalties are equal to the number of bus cycles required for each miss.
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5.3 Update versus invalidate

a. For the memory reference streams given below, compare the cost of executing them on a
bus-based machine that (i) supports the lllinois MESI protocol, and (ii) the Dragon proto-
col. Explain the observed performance differences in terms of the characteristics of the
streams and the coherence protocols.

stream-1: r1 wlrlwlr2w2r2w2r3w3r3w3
stream-2: r1 r2 r3wlw2w3rlr2r3w3wl
stream-3: r1 r2 r3r3 wl wl wlwlw2w3

In the dowve steamsall of the eferences are to the same ltoa: r/w indicates read or vte,

and the digitefers to the processor issuing tlefarenceAssume that all caches are initially
empty, and use the following cost model: (i) read/write cache-hit: 1 cycle; (ii) misses requir-
ing simple transaction on bus (BusUpgr, BusUpd): 3 cycles, and (iii) misses requiring whole
cache block transfer = 6 cycles. Assume all caches are write allocated.

b. As miss latencies increase, does an update protocol become more or less preferable as
compared to an invalidate protocol? Explain.

c. One of the key features of the update protocol is that instead of whole cache blocks, indi-
vidual words are tansfered orser the bus. Gien the design of the SGbRerpah-2 bus in
Section 6.6, estimate the peak available bandwidih Bus transactions were updates.
Assume that all updates contain 8 bytes of data, and that they also require a 5-cycle trans
action. Then, given the miss-decomposition data for various applications in Figure 5-21,
estimate the peak available bus bandwidth on the Powerpath-2 bus for these applications

d. In a nulti-level cache hiarchy,would you popagae updates all theay to the fist-lewel
cache or only to the second-level cache? Explain the tradeoffs.

e. Why is update-based coherence not a good idea for multiprogramming workloads typi-
cally found on multiprocessor compute servers today?

f. To provide an update protocol as an alternative, some machines have given control of the
type of protocol to the softave at the ganulaity of page,that is, a yen pae can be épt
coherent either using an update scheme or an invalidate scheme. An alternative to page-
based control is to provide special opcodes for writes that will cause updates rather than
invalidates. Comment on the advantages and disadvantages.

5.4 Sequential Consistency.

a. Consider incoming transactions (requests and responses) from the bus down into the
cache hierarchy, in a system with two-level caches, and outgoing transactions from the
cache hierarchy to the bus. To ensure SC when invalidations are acknowledged early (as
soon as they appear on the bus), what ordering constraints must be maintained in each
direction among the ones described below, and which ones can be reordered? Now con-
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sider the incoming transactions at the first level cache, and answer the question for these.
Assume that the processor has only one outstanding request at a time.

Orderings in the upward direction (from bus towards the caches and the processor):
update invalidate invalidate invalidate invalidate invalidate

update update data reply an explicit completion aclata request invatdate
for load instr.  for invalidate or update for dirty data
in distributed memory in local cache
environments

Orderings in the downward direction (from the processor and caches towards the bus):

- processor’s single outstanding request can be reordered w.r.t. other replies being generated by;the ¢
- replies to requests (where this caches had data in dirty state) can be reordered, since these distinct
must have been from different processors (as each processor can have only one outstanding load/sto
- a writeback can be reorderedw.r.t. above data replies for dirty cache blocks.

b. Given the following code segments, say what results are possible (or not possible) under
SC. Assume that all variables are initialized to 0 before this code is reached. [

(i)
P1 P2 P3
A=1 u=A v=B
B=1 w=A
(ii)
P1 P2 P3 P4
A=1 u=A B=1 w=B
v=B X=A

(i) In the following sequencdirst consider the opatons within a dashed box to be part
of the same instruction, say a fetch&increment. Then, suppose they are separate instruc-
tions. Answer the questions for both cases.

P1 P2
u=A CV=A
A=utl DA = v+l

c. Isthe reordering problem due to write buffers, discussed in Section 5.3.2, also a problem
for concurrent programs on a uniprocessor? If so, how would you prevent it; if not, why
not?

d. Can aread complete before a previous write issued by the same processor to the same
location has completed (for example, if the write has been placed in the writer’s write
buffer but has not yet become visible to other processors), and still provide a coherent
memory system? If so, what value should the read return? If not, why not? Can this be
done and still guarantee sequential consistency?

e. If we cared only about coherence and not about sequential congistanld we delare a
write to complete as soon as the processor is able to proceed past it?
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f.

Are the sufficient conditions for SC necessary? Make them less constraining (i) as much
as possible and (ii) in a reasonable intermediate way, and comment on the effects on
implementation complexity.

5.5 Consider the following conditions proposed as sufficient conditions for SC:

Every process issues memory requests in the order specified by the program.
After a read or write opation is issuedthe issuing process waits for the agien to
complete before issuing its next operation.

Before a processorjRan etumn a value written by another processgraft opeations
tha were perbrmed with respect to;Pefore it issued the store must also be erfed
with respect to P

Are these conditions indeed faient to guarantee SQecutions? If not, construct a counter
example, and say why the conditions that were listed in the chapter are indeed sufficient in
tha case. [Hint: to construct theample,think about in viaa way these conditions are thf-

ent from the ones in the chapter. The example is not obvious.]

5.6 Synchronization Performance

a.

Consider a 4-processor bus-based multiprocessor using the lllinois MESI protocol. Each
processor executes a test&set lock to gain access to a null critical section. Assume the
test&set instruction always goes on the bus, and it takes the same time as a normal read
transaction. Assume that the initial condition is such that processor-1 has the lock, and
tha processas 2, 3, and 4 are spinning on their caches waiting for the lock tddased

The final condition is that every processor gets the lock once and then exits the program.
Considering only the bus transactions related to lock/unlock code:

(i) What is the least number of transactions executed to get from the initial to the final
state?

(i) What is the worst case number of transactions?
(iii) Repeat parts a and b assuming the Dragon protocol.
What are the main advantages and disadvantages of exponential backoff in locks?

Suppose all 16 processors in a bus-based machine try to acquire a test-and-test&set lock
simultaneously. Assume all processors are spinning on the lock in their caches and are
invalidated by a release at time 0. How many bus transactions will it take until all proces-
sors have acquired the lock if all the critical sections are empty (i.e. each processor simply
does a LOCK and UNLOCK with nothing in between). Assuming that the bus is fair (ser
vices pending requests before new ones) and that every bus transaction takes 50 cycles,
how long would it take befre thefirst processor acquires and releases the lock. How long
before the last processor to acquire the lock is able to acquire and release it? What is the
best you could do with an unfair bus, letting whatever processor you like win an arbitra-
tion regardless of the order of the requests? Can you improve the performance by choos-
ing a different (but fixed) bus arbitration scheme than a fair one?

If the varaides used for implementing locks are nottead, will a test&test&set lock still
generate less traffic than a test&set lock? Explain your answer.

For the same machine configuration in the previous exercise with a fair bus, answer the
same questions about the number of bus transactions and the time needed $vathak fi
last pocessas to acquire and release the lock when usingkattiock.Then do the same

for the array-based lock.
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f. For the performance curves for the test&set lock with exponential backoff shown in
Figure 5-29 on pge 321,why do you think the cwe for the non-gro critical section was
a little worse than the curve for the null critical section?

g. Why do we use d to be smaller than c in our lock experiments. What problems might
occur in measurement if we used dylrthan c. (Hint: daw time-lines for two processor
executions.) How would you expect the results to change if we used much larger values
for c and d?

5.7 Synchronization Algorithms

a. Write pseudo code (high-level plus assembly) to implement the ticket lock and array-
based lock using (i) fetch&increment, (ii) LL/SC.

b. Suppose you did not have a fetch&increment primitive but only a fetch&store (a simple
atomic exchange). Could you implement the array-based lock with this primitive?
Describe the resulting lock algorithm?

c. Implement a compare&swap operation using LL-SC.

d. Consider the barrier algorithm with sense reversal that was described in Section 5.6.5.
Would there be a problem be if the UNLOCK statement were placed just after the incre-
ment of the counter, rather than after each branch of the if condition? What would it be?

e. Suppose that we have a machinethat supports full/empty bits on every word in hardware.
This particular machine allows for the following C-code functions:

ST_Special(locn, val) writes val to data location locn and sets the full bit. If the full bit
was already set, a trap is signalled.

int LD_Special(locn) waits until the data laicen’s full bit is set, loads the i clears the
full bit, and returns the data as the result.

Write a C functionwap(i,j) that uses thebmve pimitives to gomically swap the contents

of two locations A[i] and A[j]. You should allow high concurrency (if multiple PEs want
to swap distinct paris of locations, they should be able to do so concurrently). You must
avoid deadlock.

f. The fetch-and-add atomic operation can be used to implement barriers, semaphores and
other synchronization mechanisms. The semanti€ebth- and- add is such that it
returns the value before the addition. Use the fetch-and-add primitive to implement a bar-
rier opegtion suitdle for a shared memoryutiiprocessarTo use the baier, a processor
must execute: BARRIER(BARY), where Nis the number of processes that needrivear
at the barrier before any of them can proceed. Assumélthed the same value in each
use of barrieBAR. The barrier should be capable of supporting the following code:
while (condition) {
Comput e stuff
BARRI ER(BAR, N);

1. A proposed solution for implementing the barrier is the following:
BARRI ER(Var B: BarVariable, N integer)

if (fetch-and-add(B, 1) = N-1) then
B :=0;

el se
while (B <> 0) do {};
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What is the problem with the above code? Write the codBABRI ER in away that
avoids the problem.

g. Consider thedllowing implementation of the BARRIER symonizdion primitive, used
repeatedly within an application, at the end of each phase of computation. Assume that
bar. rel easi ng andbar . count are initially zero andar . | ock is initially
unlocked. The barrier is described here as a function instead of a macro, for simplicity.
Note that this function takes no arguments:

struct bar_struct {

LOCKDEC( | ock) ;
int count, releasing;

} bar;

BARRI ER()

LOCK( bar . | ock) ;
bar . count ++;

i f (bar.count == nunProcs) {
bar.rel easing = 1;
bar. count - -;

} else {

UNLOCK( bar . | ock) ;
while (! bar.rel easing)

LOCK( bar . | ock) ;

bar. count - -;

if (bar.count == 0) {
bar.rel easing = 0;

}

}
UNLOCK( bar . | ock);

(i) This code fails to mvide a corect barier. Describe the mblem with this implementa-
tion.

(ii) Change the codas little as possiblso it provides a correct barrier implementation.
Either clearly indicate your changes on the code above, or thoroughly describe the
changes below.

5.8 Protocol Enhancement€onsider migatoly data, which are shared data objects that bounce
around among prcessorswith each processor reading and then writing them. Under the
standard MESI protocol, the read miss and the write both generate bus transactions.

a. Given the data in Table 5-1 estimate max bandwidth that can be saved when using
upgrades (BusUpgr) instead of BusRdX.

b. Itis possible to enhance the state stored with cache blocks and the state-transition dia-
gram, so that such read shortly-followed-by write accesses can be recognized, so that
migratory blocks can be dectly brought in &clusive state into the cache on thestfiread
miss. Suggest the extra states and the state-transition diagram extensions to achieve
above. Using the data in Table 5-1, Table 5-2, and Table 5-3 compute the bandwidth sav-
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ings that can be achieved. Are there any other benefits than bandwidth savings? Discuss
program situations where the migratory protocol may hurt performance.

The Firefly update protocol eliminates the SM state present in the Dragon protocol by
suitably updating main memory on updates. Can we further reduce the states in the
Dragon and/or Firefly protocols by merging the E and M states. What are the tradeoffs?

Instead of using writeback caches in all cases, it has been observed that processors some-
times write only one word in a cache line. To optimize for this case, a protocol has been
proposed with the following characteristics:

* On the initial write of a lingthe processor writes through to thesfand accepts the line
into the Reserved state.

* On a write for a line in the Reserved state, the line transitions to the dirty state, which
uses writeback instead of writethrough.

(i) Draw the state transitions for this protocol, using the INVALID, VALID, RESERVED
and MODIFIED states. Be sure that you show an arc for each of BusRead, BusWrite,
ProcReadand PocWiite for each st@. Indicate the action that the processor takes after
a slash (e.g. BusWrite/WriteLine). Since both word and line sized writes are used, indi-
cate FlushWord or FlushLine.

(i) How does this protocol differ from the 4-state lllinois protocol?

(iif) Describe concisely why you think this protocol is not used on a system like the SGI
Challenge.

. On a snoopy bus based cache cohereittipnocessorgonsider the case when a processor

writes a line shared by manygmessas (thus inalidating their caches). If the line is sub-
sequentl reread by the other pcessorseach will miss on the line. Resehers hare pio-

posed a read-broadcast scheme, in which if one processor reads the line, all other
processors with invalid copies of the line read it into their second level cache as well. Do
you think this is a good protocol extension? Give at least two reasons to support your
choice and at least one that argues the opposite.

5.9 Miss dassificationClassify the misses in thelfowing reference stream from threeques-
sors into the ceegolies shown inFigure 5-20 (follow the orma in Tade 5-4). Assume thia
each processor’s cache consists sihgle4-word cache block.

Seq. No. P1 P2 P3
1 st w0 st w7
2 Id wé Id w2
3 Id w7
4 Id w2 Id w0
5 st w2
6 Id w2
7 stw2 Id ws Id w5
8 st ws
9 Id w3 Id w7
10 Id wé Id w2
11 Id w2 st w7
12 Id w7
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Seq. No. P1 P2 P3
13 Id w2
14 Id w5
15 Id w2

5.10 Software implications and programming
a. You are given a bus-based shared-memory machine. Assume that the processors have a

cache block size of 32 bytes. Now consider the following simple loop:

for i 0 to 16
for j 0 to 255 {
Alj] = do_sonething(Aj]l);

(i) Under what conditions would it be better to use a dynamically-scheduled loop?
(i) Under what conditions would it be better to use a statically-scheduled loop?

(iii) For a dynamically-scheduled inner loop, how many iterations should a PE pick each
time if A is an array of 4-byte integers?

. You are writing an image processing code, where the image is represented as a 2-d array

of pixels. The basic iteration in this computation looks like:

for i 1 to 1024
for j =1 to 1024

newAli,jl] = (Ali,j-11+A[i-1,j]+Ai,j+1]1+A[i+1,j])/4;

AssumeA is a matrix of 4-byte single precision floats stored in row-major order
(i.,eAli,j] andA[i, | +1] are at consecutive addresses in memérgjarts at mem-

ory location 0. You are writing this code for a 32 processor machine. Each PE has a 32
Kbyte direct-mapped cache and the cache blocks are 64 bytes.

(i) You first try assigning 32 rows of the matrix to each processor in an interleaved way.
What is the actual ratio of computation to bus traffic that you expect? State any assump-
tions.

(i) Next you assign 32 contiguousws of the m#ix to each pocessarAnswer the same
questions as above.

(iii) Finally, you use a contiguous assignment of columns instead of rows. Answer the
same questions now.

(iv) Suppose the matrik started at memory location 32 rather than address 0. If we use
the same decomposition as in (iii), do you expect thitém@ the actualatio of compu-
tation to traffic generated in the machine? If yes, will it increase or decrease and why? If
not, why not?

Consider the following simplified N-body code using an O(N"2) algorithm. Estimate the
number of misses per time-step in the syesidite Restucture the code using techniques
suggested in the chapter to increase spatial locality and reduce false-sharing. Try and
make your estructuing robust with respect to number ofqmesscs and cachelbck size.
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As a baselineassume 16 pcessors]l Mbyte diect-maped caches with a 64-bytetk

size. Estimate the misses for the restructured code. State all assumptions that you make.
typedef struct noltype {

doubl e x_pos, y_pos, z_pos; /* position conponents */
doubl e x_vel, y vel, z vel; /* velocity conponents */
double x_f, y f, z_f; /* force conponents */

} nol ecul g;

#def i ne numvbl s 4096
#defi ne nunPEs 16
nol ecul e nol [ numvol s]

mai n()
{
decl arations ...
for (time=0; tine < endTine; tine++)
for (i=nyPID, i < num\bls; i+=nunPEs)

{
for (j=0; j < nunMols; j++)
{
x_f[i] += x_fn(reads position of mols i &j);
y f[i] +=y_fn(reads position of mols i &j);
z f[i] += z_fn(reads position of mols i &j);
}
barri er (nunPEs) ;
for (i=nyPID, i < numvbls; i += nunPEs)
{
wites velocity and position conponents
of nol[i] based on force on mol [i];
}
barri er (nunPEs) ;
}
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