
protocols) \~ere orten needetito :iUpportl;I;\l1Y customers' intl'metwork envi­ Sa!)' (llnctlonallty alld support protocols) Is Impractical In hardware today; 
fortunately, It Is also unnecessary. A router does not nced to be able to per­

ronments. . 
TIle number o( protocols that are Important in new routing products today 

is much (ewer than In Ule old days. While there is still all Inst.alled base o( 
DECnel, I\ppleTruk, ;\lId even SOllie XNS-basetl systellls, t.he growth of the 
lntemet has lIIade IP Ule most illlporulJIt Network-layer protocol by (ar, and 
many o( the protocols that used to be popular have frulen by Ule wayside. 
Most corporations, universities, and oUler institutions are building (or migrat­
ing) Uleir enterprise networks to IP-{)nly operation. fn addition, 1lI0stiegacy 
protocols can be encapsulated into IP, lnaking an IP-only ronting solution 
accC'pt.able (or many high-speed backhone networks . 'nIUS, a Layer 3 switch 
nlaY only nped to ImplC'lllent hardware-based routing (or II'. Other protocols 
(i f needed) can he implement.ed in software; t.hey arc generally recluiredlllore 
for connec!1vity t.o n shrinking insl:llled base t.ilaJl (or per(onnance reason!!." 

In addition, If' has matured as a protocol. The operalion and behavior o( lhe 
II' routing core is well -defined, and Is unlikely to change significlUllly. Indeed, 
it would be quit.e dimeuit to gain ywoidespread acceplaJlce (or nny change t.hat 

l 
caused rul incompatibility wit.h the tens-o(-l\Iillions o( inslalled II' devices. & 

This is an illlport:mt f:lctor for Ulyer 3 switching. 1\ traditional so(twate-based 
router is /IIore rullenable to changes ruld updates without incllrring field hard ­
ware replacelllenl With the sl...'lbility of If', the risk of hardware implel\lenl...'l-

Lion is greal.ly reduced. 

4.4.1.1 Separating Fast Path Functionality 

A router with even a few ports operating at vC'ry high u:lta 
r:ltes l\Iust bc~ prC'pared to handle millions of packets per 
second. Enterprise routers sllPporting 1lI0uerate-to-large 
\IllJlIbers of ports operating at gigabit data rates aJld higher 
need to process tcns-to-hUlulreds of lIIillions o( packeL'l 
per second in real-Lime. 1I0wever, ~1\ost Network-Inyer pro­
to('ols provide mnJlY fenlures and fUllclion!llhnl ciUler nre 
rarely used (e.g., routing options) or that can ue Ilerfomlcd 
in Ule background of high-spced dn!..'! ro rwnrdlng (routing 

".....~i-~~ .protocol operation, perfonllance 1II0nitoring, etc.). A COIII­

Seifert's law 01 
Networking #12 

Optimize for the 
typical case, not 
the boundary 

case. 

plete IP routing illlplelllentation (including all o( the neces-

Af\~, 11'. Irx :uul ApplcTalk aIe Lh~ mosL wldcly drl'lo)'r.ll'rnln('nl~ III rllL'·'l.ri,r IIllrm~L­
workq,. SOH'" rntHIIl<'rc.l:'lII..'lyr-r:l ~wic( ' ~\I's dn ~lIl'p(lr1 IfiX routin)( in h:a.fllw:'Ht~ in additioJl to II'. 
L' \\11iIc IJIt~rr. I~ cOrL,ldC"r;'1.hll~ nctivity IlIlh~ all',, or rH~\\' rOIiLill~ pruloc·uls. IIlIsllk:Lo,;l opt'r;,LlolI . 
r('Snuree r~sr.rvalJon (lLs\'r). rulll ~o on, lhe nHl! (IIHclion:'tlify of ;u, If· ".lIltl."r i.... quit'! sf ;.h"! . Thl! 
np.'r.'\Iifll\s r"qu;r,..d tn 1H"fnnn p:lc\<rl p:US\Il~. rouli1lK l:lhlr. lut)kllp,IHellllH1 nll\lrol. rr:l~III1'III:l ' 
lion, :md so Oil, :U(~ HllliKrly to ("h:\I1)(I"' :\JIci c.anl,,' ("1J1I,,"illl~lllfJ ~ili t: fI" willi lilllr~ ri."'k. 

--rre. s~k12.- e~1 ~-J.. ~fut, 10k iJ;(e;r 


fonn wire-speed routing when Infrequently-used options are present In the 
pncket Since lhese boundary cases generally comprise only a small (raction 
o( the tol..'tl lrnft1c, Ulcy can De handled as excepUon conditions_ Similarly, 
there Is 110 need to provide (and pay (or) h.lgh perfomtance (or housekeeping 
and Sllpport (unctions such as [CM?, SNMP, and so on. The switch architec­
ture CM be optimized for Ulose fun ctions that must be performed in real-tim£', 
on :I p:lcket.uy:pncket basis, ror tJle ml\lority of packets, known as the/u.st"'- ' 
llfllll o( Uur flow,II 1\ Lnyer 3 switch only needs to Implementlhis fast path in 
hnrrJware. For background tasks, or excepUon conditions that must only be 
deaJl with on an occasIonal basis, Ills bOlh casler and less expensive to U'le a 
tradiliunal so(lwnre ImplelllenwUon. 11 

4.4.1.1 The IP Fast Path 

Whnl nrc Ulose fUllcllons of the protocolthnt are In the fast path? rrhis varics 
~Ol\\cwhat from protocol-to-protocol, but (or Ule purpose o( Ulls dJscussion 
we will consIder the case o( IP unlcast traflic, because: 

- II' is Ule most widely used protocol suite In enterprise networks today. 

- IP comprises n superset of Ule functionalily of popular connectionless 
network protocols; Ulatls, most other protocols Incorporate a subset o( 
the capabIlities of [P. TIle IP fast paUl Is therefore the most complex that 
neecls to be investigated. 

_ fI' multicast traIlic currenUy comprises a small fraction o( the total traf­
fic on l\Iost IP Intemetworks, and U\erefore lio('S not currenUy justify 
(;L~t paUl handling. II 

II Th~ L~nllf<lsl p<llh com~ f,om Lh~ w~y prolocol procl'So'llng .oftware l1 typlc:tlly d~lgn~" . 


111~ c:()"~ Lh,~"d Lh.nL la tr~v.,..ed mlJ'lL on.. n Is KCI1lLlnlzec1lll\cJ opLlmlzed mOftL by th. prognm­

Iller. n.. IL hM lhr. gIrnLr.-llL ~rr~ct on IIY"I~m pe.rformam:e. Packr.u !hat cit) noL de'ia~ fmm Ih~ 


1)1)1(,,,1 (I.~ . , Llley generate no e)(ceptJolI conc.JILloru) ,~elve the hJgh~ performance bec>lL'. 

Ll'ry ' .... llIlre f"we, lrulrucLlons Lo P'OC""" (th~ cod~ pnth '" eXKUlcd f~l~r). 


" nl!, nl'l'rol\Ch clot"!! h"H on. IlIL1Ly pitfall; Ll,~re '" n cUss of 5ecurity atUClc WL C:ll1 b.­

rno'JIIIe..1 hy '~IIcllng high "Dlum.... of lr.lmc WI the ~ll.'lcke, \cnows will tr;n...,,... the 510.... p~lh. 


wiLl, Lh,! InlenL LO overloocl the proc~'nr execuLlnj( the exception condlLlon !I01'twarr. UndN 

such o\·rrlcmcl. IL l1 PD"-,Ihl .. thnl Ll,r rOllIN may fall :tllogeLl.. r or be wubl. 10 perform !lOme 

olhrr IlIIp"rt.·UlI I\mcLluII. nllt)wi.ng nIl Inln.c.Je.r 10 hyp"'~ 'CCllrily conlrol m.dUllt.rru :ll1,Vf) r 

:,\\,;:: :1 ,If'lrclion. 

"1'1"" :1.'''11111'11,," mny ch""Rr. If riLl,rr "I)kr/\id~o c"nfrr~nclnR or ~lrr:unlnJ( ,"ullic""c 'idro 

CI\·f·r IP tU'J,{ill't to ."4'1" wldr.-;prl':ld 1I~1' . r"'p('lIdills( on Uw .'IIIwltr,h ;vrhH~t1Jr~ :1I\d th~ Or'2;:u1I7..1[iofl 


II( 1/". )1)111111)( 1"101,,,. 1L l. "l'illall), I'"s.<II,I,. III i,,'pl~III' ~ I't ""Iltka..t handling In !he r....<c ro th ",r), 

lilllt· illIl':lcl "n I~n~l or cOlllplt'rlty; ~OIIU' 1..1}'t·r:1 ",wit.-iu":'i tod:\)' ;urf':l.d), JHo\id~ t.hi1 c:lp:lt-tlity 

Till' di."f·II ...~11l1I in lh~ Erxl i.oc nmnll('d (n 1111' IInir:l.."4t 1":\."'''' (or ~i/l1pljclr>" and to :\\'oid rf"':"i'triclin~ 

th,· di .·WII.... "'IOl1ln ~J)(' dnc I."II~ urg:llti7: Hiflll'l (f> ~. r"l1Ipfl'~"""d biliary tr('(·~) . 
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"""1.11 uvu" Found,UonJ or LAN Swit(ht! 

Fl,urlr 4.7 IP address lormalto which I1le address refers. II' sl:lLioll identifiers arc lucally-unique, 

ueing l11eallingful only In the cuntext ur !lIe netwurk identified in the ncL­

work portion uf the address. 


While not strictly required by IP, the network and sta· 
An exmllple of Ulis separatiun is shown in Figure '1.7. tion portions of the IIddress generally comprise contlgu·
E"ch II' address has associated with it a sit/met 11Insk or the smlle length as ous ~trings or blls, with the network portion being the 

S~H~r1'J Law ofthe address (32 uils). The l,Jil'l or the addrcss th:1t cOl11prise the netwurk por­ first hllo; unci Ule station portion the re1l1alning ui19 . 
N~tw1lrlllnx #19tion arc identified hy selling !1lC corresponding hiL~ or the SlIbnet mask to I; U~in.l( till!! convention, It IsUilnecess:uy lo ncluriJly !!tore 

rhe statiull portion or 1I1e II' nddress is identified uy those hils of the .~uhl1l't ~nihl\cr mask! as 32·lJlt strings or ones ami zeros; all or Arryone caught
l11ask that arc set to O. tht' relcvrutrinConnnLlon CM be provided bya 6-bit value assigning di.sCO[l-­

irulic;;tlng-l1ll!""number or lending bits Ulat comprise the tiguous subnet 
l1 ('twork portion or the nddr~. This condensaUol1 can maili YViIi be 
oe used to ndvantage In high·speed rouUng table lookup summarily 
opcr:llion!!. A.'llde from tlle dependence of some lookup .~·::~1~.,5:.~·, 

, >-Ial~ 
Pl10rily I~ I i 

1)1'0 01 ••'*. algorilluml 011 tlll!! common suunet convention, the usc 
of di.~l"onllguous subnel masks can create huge difficul· 
til'S ill administering and mmHlging an enterprise network. In particular. it 

bi/ 0 3 4 7 8 15 16 18 19 31 "ecoilles tlifncult even to determine which slallons belong to the same net­
work from a cllSunllnspeclion of their addresses. M a result, any dcvi;:ltioll 
fWIll the cOllventioll of using contiguous subnet masks is highly discouraged 
ill practice. 

A.on-J-cpiclcd-In Flgllrc 4.~r3-'il path for...unJcastlP muting entail'!: 

c--' Type or ServrceVer!lon len~lh V / Pock~1 Lenglh 

unique Idenfffler Frog!1 FrogmenlOff!ul 

TlmoTo Live I Cllenl Prolocol H~Ddor Check!um 

Source Addre!! 

De511nellon Addre!! 

Opllon! (nol pre!!!nl Unle5! u!ed) 

Hlgl'er,LOyrlr Clio,,' Onla "tlylancJ 

--------_ .. _-----------.-.--

I Heeder I 

Pncket pnrslng /Uld voIld"Uon The router needs to separale the various 
Iields In the rccel'Ve{J pncketto ddennlne the type of handling requireD 
mId to check thnt Ill!! recrlveu pncket is properly fonned for the protocol 
before proceeding wilh protocol processing. In the case of IP, this means: 

' -,.,.. 
- CheCJdng Ule protocol ve~on mimbcr. 

- Cl1(~cKfilg UII! header It'ngth field. The value must indicate n mininlllrll 
of live 32-1.11. word!; (20 hytt's) for a valid If> h!'aticr; n higher \·;Ullr:' 

----------,---.--.-----~-. 

illdicate~ I,hatlf> oplions art' I'rl'~(,lIt ill th!' p~\{"kel 

Flgur ... 4.6 IP d~lilgr~ill lorrnat. .. -r:akulnlllllt .he hcacier dl('ck~lIll1, 

, - L- L­I:~ , L i: ' j- , 
i<' ,.. - - r I , I , I " I ~ _, j, _

L __j ThfL.J BooL..J _,_W ,t" I L-.J L-l U~J_L ~ 

'Il1C fo-mrnt uf-nn Ir datiigrrunls deplcLed (II FIgure 4.q.TIle Ol'lions~neld(s) 

rs present ollly If Ule Ileader Lcngr.h field iJ\(tlcnles Lhat Lhe header is longer 
than live 32·bil words (20 bytes). 111is ract will uc"userul rur s eparaUng those 
packets I1lat conlaln IP rouling options, which du notnomwlly need to be 
h;U1dled in the rast path. 

IP addresses are 32-bit, fixed-length fields that comprise twu portions: 

- 1\ lIc(work irirmli.(ier, which indicates the netwurk on which the 
addresseu station resides. 

- A station identifier. denuting I1lC individual station within the network 

IPAddr8S' 
~ 1~ II. '4 n "rroi_;_r-r;_~ro_;_r_r;-~roiroi_r_r;_~t,ro_r_r,_~r_~~,~I 

255 255 248 o 
Subno/ Maslc 

t 'j 
, ~ ~'1 
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n.ktl In N,twoc1c ....d.'; It should he /loted that table lookup In an IP router may be consider· 
ahly more cOlllplex thall for a bridge. At tllC Data lJ/lk layer, addresses 
arc 48-blt, fixetl-Iengtll fields . In addiUon, the address space Is !1a~ there 
Is /10 hierarchy or relcv'll1t subdivision of tlle address I/lto distinct part.~ . 

Tim'!, Rildre:isloo!cup In n bridge entails searching for an exact match on 
n fixed length field . TIlls relatively straJghtforwnrd operation lends it.'1l'1f 

Build OlflUnk h••d4i" (SA, OA, .Ie , 

I . 
well to the algorithms and technologies discussed In Chapter 2, l'mns · , . . ,)~;:i~~~h::~.:~~< I ;» plIT'el H Bridges (hash tables, CAMs, etc.). 

IP nddresses comprise ·two parts: tlle network IdentHier and the station,R.Oltt~~gZ~Jg~r.I,~~m
/t: ,.~~.~ 1t",....:"""/&. ............) ..r, .. ) .. 
 identifier, TIle routing lookup operation !n.anJP router is used to deter­" :::r; F~ist;P.ath"· . 


' ·;·~·;;'~i~Wt> · · 
 " With Illcr.n..~d aillroll InltllJ1ltion, II lII!ly h.. ~<Ibte to lundle th~ P.xc,-ptlon raY'! In f:!.<t 
p"h h:udwnrr. M wrtt lI()w~er. frw IP p:u:krL. V)(!!ly reqlJlrr. optlon proc~<inj(. IP optlnn. or ­
"~NI prilll.1rlly for I~I, dlallnOlltlr. and nll1trnl p"rp'>'Ie'I, nnd romprt.~ a tlny fr:u:tJon o r thp (0) ,.,1 

Update l.Jfenm. Con\tot .nd ChKitllM'n 

~~II 

F,agment Oel'O'lm InlO 
Mul1ip't Packe" ; 

Build IJttt'*Oo'k tlud," at 

tl.ede1 rOt E.cf'I r"'ome"1 

- Ynlillallngthe Source Address (e.g" rcJccllng multicaslsources) . 

PackeL<! witll errors can be passed to an error handler that operates 
oUL<!ide llie fast path. Similarly, packets requiring special handling 
(e.g., Incorporating IP routing options such as source rOllting or 
route rt'cording) can also be handled as exception cases outsidr of 
tlle fast patll. lQ 

oulln" tablc lookup TIle router perfomlS n kwle lookup to detemlille 
the olltPUt port onto which to direct the pnckct, and the next hop alQ.l..1J( 
this route, based upon tllC lIetwork portion of tllC Destination Addre5-~ ill 
tlie recelvcd packet. TJle result of lIlls lookup will be that eitller. 

- 17U! destinaticm fie/work is reachable cnlly by jonllanlillg tile pncVt 
to QJloUler router (nmlOte network); TIlls may occur due to a match of 
Ure deslinaUon network against a known table entry, or to the selec­
tiOll of a default route in the event of WI unknown destination net· 

work. In citllCr case, the lookup will retum tllC address of the lI ext·h01' 
router, Wid the port Ulrough which tlmt router can be reached.~ 

- 77iee Jisli1l(IlioJl ?letwork is know7I to be directly·nl/ached to the 
Toiller. Th~ lookup will return tllC port through which this directly ­
attached network Is reach.'lble, Including tllC possibility of U5ing a1\ 

Internal port (or pseudo-port) for sinking packets addressed to the 
rout.cr lL<!elr. For directly-attached networks, all additional step mus t 
he tnken to map tlle station portion of tlle destillation address to tll e 
data IIl1k nrJdres-'! for the output port (addrcss resolution U5ing the 
AfiP cache, discussed later). 

tr~rn ,· OI1I1UI."It Inlrnu'twork."l.
Flgure 4.8 IP fast path . 
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mine Ule output port and next-hop dala nssociated just with Ule network 
identifier portion of Ule address. TIle station identifier portion is exrunined 
only in the event Umtthe network lookup imlicates Umt Ule destination is 
locally-att.m:hed. In all but Ule simplest IP configurations, UlI? diviwng line 
between the network identifier ruHI Ule station identifier will not be in a 
fixed position Ulroughout Ule intemetwork. Routing table enLries can ex.ist 
for network identifiers of various lengths, rrom 0 (usually signifying a 

dernult rOllte) to 32 bits (for host-specific roules). A given destination 
address may yield a valid match simullaJ1eously againstl11ulliple .enLries in 
the routing table, depending on the number of bits being considered. 
According to IP rouling procedures, the lookup resull relun'!ed should he 
the- one corresponding to the entry that l11alches the maxim·um nllmher of 
bits in UH~ network identifier. Thus, unlike a bridge, where the lookup is 
for ru, exact match against a .fixed-Ie-ngth field, IP routing lookups imply a 
se-arch for U,e longest malch against a variable-length field. 

Appropriate n1goriUlJlIS for such a s_earch arc necessarily IlIurc..cUIll­

IIIcx Urnn UIOSC s u il.,i' le only fur bridging. Mar'Y.mule rs use it CUIII­

I'I"CsSl'd binary tree (e.g., a radix ur I'ATHlClA tree) tint., structure, which 
lentls if.<;elf well to variable-length searclles. In addition, a hillary I.rec llIay 
allow the routing table to be Integrated with the AHI' cache, as discussed 
later. It may even be possible to incorporate Layer 2 bridge t..,bles within 
the srulle data structure; a binary tree penllits a combined L..'lyer 2I1~,yer:J 
switch to usc one common data stmcture ar,dlookup engine fur bolh 
funcUons. While a pure r...,ycr 2 device would generally-nut need the 

ndded cumplexity required tu SIIPPOIt variable length luukups, it cosl.<; lit­
tie ur noU,ing to usc the more-powcrrulmechanisnr for the simpler hridge 
table luokups, if it is available. 

1\lru,y hardware-ba<;ed Layer 3 switches implement the luokup engine 
n.<; a finite-state machine, wiU, the dala structure stored in IV\lvl. SOllie 
semiconductor manufaclurers produce mcrchru,t silicon products sVecifi­
c:tlly designed for routing t..,ble lookup ill IP routers, either;L~ stale 
nwcltincs or a'l conlent-addressable ll1emories (CAM). 

Mapping the destination to a locnl Dnta Link nddress (ARl' mnp­
ping) The structure of Network layer addresses in IP docs not provide 
n simple nrapping to Dala Lillk addresses for the common c;t'5e orOl DOIta 

'''\0. 	 Link that uses 48-bit addresses (I.e., ror an IEEE 802-type LAN). Tlmt is, it 
is nut pussible to detenllille the 48-bit fJata Lillk address rur a given st<l­
Linn solely fron, the st.'lt.iOIl purtiol1 or the IP address. ThllS, ror park!'ts 
dest.ined ror sl~,Uolls Oil locally-att..'lchcd Ile-tworks (I.e., the C;1.<;e wlwrl' 
tl1f' rollin inqlll'stioll cOln)!!"is!"!s thl"! I;L<;t Network layer hop ill Ih(' Wilt I'). 
w,' IIlllsl pnfonn a SI'('()lld lookllp opcrat;')n to rind till.: d!'s(il1al.io(1 

addrl'ss (0 liS!' illth!' Dala Link III'adcr or tlw rralll!' "IW;ll'slllatil1).! (III' ror­

warded pac;kel Depel1c1illg 011 the organization of the lookup tables, this 
could be a secundary operation (I.e., indepcm]el1t routing l.aIJle and AIl P 
cache) or simply a continuation of the lookup operation that detennillcd 
Umt the destlnaUon Iletwork was locnlly attached. . 

The result of this finnllookup will fnllinto onc of threc classes: 

1. 	 17te packet U deslillf!r1/or Ute router iLseif. TIlot ls, the IP Destillation 
Address (network and st..,Uon purtion combined) corrcsponds to 0[1e­
of the IP addrcss~ of the router. In t.hls case, the packet must be 
passed to Ule nppropriate higher-layer cllllty wiU,in the routcr ruHl not 
f9rwanled to any extcrnnl porl 

2. 	·1he ARP mappi11g for tlte illdicated station is unknown. In this C:l.~ e . 

the rouler must Inll.lale a di.licovery procedure (ARP request) to del.N­
mine tile mapping. Ali this may take some Ume, the router may drop 
U,e packet that resulted In U,e inlUation of the discovery procedure. 
ThIlS, ARI' request generation can be outside the fast path of the roul· 
Ing code. Under steady-slate condiUons, U,e router will hOlve a valid 
mappIng available for all currently<ommunlcatlng sl.alions; the di.<; ­

covery procedure will only need to be Invoked upon Initiation of a 
new communlcaUolI session with a staUon prevtoU.!lly-unheard-rrom. 

3. 	 171ft packet u deSl ill edfor n kt101V71 station on Ille dirrxtly-aUach,r[ 
network. In this, Ule most common casc, the router successfully deter­
mines Ute mapping from U,e Anp cache and continues with the ro ut­
ing proce~~. 

Frnl(mcnlalloJl Each avallalJle output port has a~o<:lated with it a Mrtri­
mum 1hJ1L~IIIf.~S(OIl Unit (MTIJ). The MTU Indlcales Ule largest fram'! 
datn pnylond tlmt CIlIl be carried on the inlerface; It Is generally a function 
of the pnrticular networking technology In U.!lC (Ethernet, Token Ring. 
I'PP, elc.). Ir the packet being forwarded is larger than Ute available pOly­
luad space n.Ii Indknted by tlte MTU, the packet must be fragmentcJ illto 
slllaller plece~ for t.rrul.~mI5Slon on thJs pa.rtJcuJar network. 

flcnlemher thal n hridge Is IInal)le to fragment (rarncs when rr)rwarrJjn~ 
hetween LANs of dissimilar MTUs, sInce cOMecllonless Data Unks g~n­
erally have no mecharism for fragment reassembly In the receiver (sec 
Chaptcr 3, DIi!lgillg between Tp.chnolog-ie,~). At the Nelwork layer. IP is 
cOIpnble or o\'ercomll,g Ulis Ilmit.,llon; packets can be subdivided into 
smaller plec('~ If needed to traverse a link \vith a smaller MTU. 1I0we\-er. 
frOl~lIlent.,l.ion Is a mixed hle~sin).( . While it docs JHo\ide the merul.<; [n 

!:onllll,mic:l(!' ncros~ dissimilar lil1k tr!chnologies, U,e proccs.<;ing hurdrl1 
(r)" an:l)mpl ish the fra).!IIH'nl.at.ioll i.~ _<;i~ni rir:tnL 

In the l';t'W r)r a lIoll -rragmented packet, the router's job (hl'tw':cl1 
p;\f'ket rc('('pliol1 mill JI:lck\'t Ir.uL'illlissiul1 011 the output purt) compri"l'" 

J I . ~ I 
..... L .. 	 ,

• I 	 ,.. LJ - --1 u 


