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LAB5:
domain name system
1 Objectives:
· Learn the structure of the Domain Name System and the role played by Name Servers.
· Configure Windows 2003 to use DNS server with various options.
· Use nslookup and DIG programs to issues DNS queries and analyze the results.
· Use Ethereal software to capture DNS requests and replies.
2 Domain Name System:

2.1 Background Information
In the context of DNS, A Name Server is the application that is acting as the server for the DNS protocol. A Name Server performs two primary tasks:

a) Maintains among other things the host-name to IP address mappings for the hosts in its zone. The information is stored in a form resembling a database table (hence, the name DNS database) with each record, known as a Resource Record (RR) consisting of five fields: (domain name, class, type, value, ttl). 

b) Responds to DNS queries. Recall that a query is basically a partial resource record (i.e. having the domain name, class and type). The name server job is to return the corresponding matching resource records. The name server will normally lookup his local database or its cache and if there is no match and the domain in question happens to be external then the name server will forward the query to some other name server and awaits some reply. The received reply is returned to the requester and also added to local cache.

2.2 Configure Windows 2003 to use DNS 
1. For Instructor: To make the PCs access the local Intranet, we need to setup the Instructor PC to enable Internet sharing via the 172.16.0.0 Network card. If the instructor PC runs Windows 2000, we need to select the appropriate network card and enable Sharing {TCP/IP Properties menu(Sharing tab}. With enabled shared access, select the local connection as the network card with 192.168.230.0 network address. Make sure that both the network cards are enabled. If the instructor PC runs Windows 2003, then use routing and remote access wizard.

2. Set the subnet mask as 255.255.0.0 & gateway address as 192.168.230.251 [IP address of the instructor’s PC]

3. Use Start(Control Panel(Network Connections. Right Click and click ‘Open’. Click Local Area Connection(Properties. Select Internet Protocol(TCP/IP) and click Properties. TCP/IP Window appears and set DNS Server to 172.16.0.1. 

      Optionally you can configure some suffixes [under TCP/IP Properties ( Advanced. Select DNS tab] that will be appended to partial domain names (i.e. ones not ending with "."). It is suggested that you add the following suffixes:

ccse.kfupm.edu.sa

kfupm.edu.sa

pc.ccse.kfupm.edu.sa
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4. With the above setup the network of our lab will appear as below:
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2.3 Execute some DNS queries using nslookup 
The nslookup (abbreviation for name server lookup) program is one of the standard TCP/IP utilities for testing DNS server configuration. Thus nslookup is simply a DNS client. In Windows 2003, it can be executed from the command prompt by typing: nslookup <enter> as shown below. Type nslookup at the command prompt.
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As can be seen from the above figure, nslookup tries to contact the already configured DNS server and then wait for additional commands. Type-in some host name and hit <enter>. Nslookup returns some answer(s). 
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Note: nslookup assumes that the data given is a domain name and defaults to resource record type=A and class=IN. Also note that the server identifies itself again at the start of every reply.

Issue the command help and notice the outcome.
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Issue MX query [Mail Exchanger] using Set Option command as: set querytype=mx. Type some e-mail domain.
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You should find out the IP addresses for root servers. Find the IP addresses by issuing the set command set querytype=ns and then the domain name. 
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Exercise: 

· Find out the authoritative servers for the sa domain?

Get a detailed answer using set debug
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The above interaction shows that if the given domain name does not end with "." [www.kfupm.edu.sa Without a “.” At the end] then nslookup tries appending the pre-configured suffixes one at a time. Clearly, a waste of computer time!. So, the same command as the previous step but with a “.” at the end.
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Type exit to close the nslookup window.
2.4 Capturing DNS traffic using Ethereal 
In this experiment you will capture the requests and replies that are generated during nslookup session. Ethereal software is able to highlight the data that is exchanged between the client and server during a TCP or UDP session. This is a handy feature that can be used to trace all the message requests and their corresponding replies and is a good way to learn how the application protocol works.  

Follow the following steps:
1. To Start the EtheReal Network Monitoring Tool, Goto Start – Programs –EtheReal - EtheReal. Then you will fine the following window (Left).
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2. Goto Capture menu and click on Start menu item (Shown in above figure (right)). Then you will find the following window (left). 
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After entering the relevant details, click ok in the window then the capturing window will appear as shown above in (right).

3. From the command prompt executes nslookup and type: www.ccse.kfupm.edu.sa and hit <enter>.

4. In Ethreal window hit Stop button.
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Exercise: 

· How does Ethereal know that these packets are related?

· Compare the queries and answers of DNS and know about the various types of DNS entries.

· From the above figures, fill the format of the DNS given below.

 
[image: image17]
2.5 Setting up for the DNS Client and DNS Server 
This experiment can be done in pairs [One PC as DNS Server and one as PC Client]. For the DNS client, put the IP address of the DNS server as the Primary DNS Server [Under TCP/IP Properties]. For the DNS server, assign it’s own IP address as the Primary DNS Server.

2.6 Install and Configure a DNS Server Using the Wizard 
Start(Control Panel(Add/Remove Programs. Click on Add/Remove Windows Components
Select Networking Services and check it. Then click Details button. Check Domain Name System and Simple TCP/IP services. Click OK.
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Windows Component Wizard appears. Click Next. It will for Windows 2003 CD-ROM. Enter the directory C:\software\i386 [or select via Browse button] under Copy files from. Completing the windows component wizard appears. Click Finish.

To configure the DNS server, Start(Administrative Tools(DNS. If you are asked whether to start the DNS on your local computer, click Ok. If you are asked whether to add the service, click Yes.
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NOTE: If the message appears as ‘Cannot connect to the DNS’, delete the DNS server you have added. Go to Start(Administrative Tools(Services. Click DNS Server and click All Tasks ( Start. In the DNS manager, Click Action(Connect to DNS server. If you still face a problem, check your IP address.

To create a forward lookup zone, right-click forward lookup zone and click new zone. Click Next. Select Primary Zone and then click Next. 
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New Zone Wizard appears. Enter the name as nwlab.ics.kfupm.edu.sa
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Click Next. Zone file is shown. Click Next.
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The window about Dynamic update appears. Select the ‘Do not allow dynamic updates’ radio button. Click Next.
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Completing the new zone wizard appears. Click Finish.
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To create a reverse lookup zone, right-click reverse lookup zone and click new zone. Click Next. Select Primary Zone and then click Next. Click Next. Click Next. Click Finish.
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2.7 Configuring the DNS Server through Management Console 
The left pane should show an icon corresponding to the local machine. From the Context Menu you can choose to create Foreword Lookup or Reverse Lookup zone. Then from the Context Menu for the zone allow you to add the appropriate type of resource records. The Foreword Lookup zone can contain ordinary types such as SOA, A, MX, NS, HostInfo, ...etc., while the Reverse Lookup Zone contains only type PTR records.
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The rightmost pane shows the various Resource Records. Double-click to view or modify the corresponding record. The window below is obtained by double-clicking which for the SOA record.
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2.8 Adding a Host Address Record 
Select a foreword lookup zone and from context menu select New Host (A). This brings the following screen. Type the Name and IP address and Click Add Host to add a host. The Create PTR record option will succeed if you have a corresponding Reverse Lookup zone for this Foreword Lookup zone. If so then go the Reverse Lookup one and select Refresh from the Context Menu.
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Note: Make sure that you add a host entry for the local DNS server with both the network interface card IP addresses. 
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In DNS Management Tool, select the Forward Lookup Zone and click on your domain name. On the right pane, double-click the Name Server entry [under Type] and make sure that you have the fully qualified name [which includes the name of the host along with the domain name]. If the fully qualified name does not exist, click Edit. Choose Browse and select the machine name on which you are running the DNS server. Repeat the procedure for Reverse Lookup Zone.
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2.9 Location of DNS data in Windows 2003 
As shown below, the data for a zone is kept as a text file in Windows\System32\dns.

Note:  To ensure that the file is up-to-date choose Update Server Data File from the Context Menu for the zone.
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2.10 Testing the DNS Server configuration  

As shown below, following the nslookup prompt we till nslookup to use the locally running name server by typing: server 127.0.0.1 <enter>.To test Reverse Lookup use the command   set type=ptr  then type some IP address.
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Note: Both at the DNS server and clients, under TCP/IP properties, click Advanced. Select the DNS tab and check the ‘append these DNS suffixes’ and add your domain name [nwlab.ics.kfupm.edu.sa] to it. Also enter the IP address of the DNS server as the ‘Preferred DNS server’ in the TCP/IP properties. The DNS client should have its Primary DNS server pointing to the IP address of the DNS server you have setup.
2.11 Configuring the DNS Server to forward to other DNS Servers 

In the management console [Start(Administrative Tools(DNS], point to the icon associated with the DNS server and right-click and select properties to bring up the Window shown below.  Enter the IP address of some DNS Server that this DNS server will foreword to (e.g. the DNS server used by CCSE – 172.16.0.1). Then click the Add button.
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Exercise: 

· Use nslookup and have it use your DNS server to lookup the IP address of some host in CCSE [ics-saleem].

2.12 Removing the service  

1. Put back the original IP address and the subnet masks.

2. Start(Administrative Tools(Services. Stop the DNS Server.
3.    Start(Control Panel(Add or remove programs(Add/Remove Windows Components. Remove DNS under Networking Services.
3. References:

ICMP

http://www.freesoft.org/CIE/Topics/81.htm
TCP

http://www.freesoft.org/CIE/Topics/83.htm
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