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LAB10
switching experiments
1 Objectives:
· Learn how to configure switches.
· Learn how to implement and manage VLANs.
· Learn about the usage of spanning tree protocol in switches.
2 Connecting to the switch:

1. In order to configure our switch, we need to use Hyperterminal. Make sure that the Hyperterminal software is installed. If not, you can install the software from C:\ics432\software\htpe63.exe.

2. Connect the COM1 port of the PC to the Console port of the switch with the following settings:

a. As the console port of the 3Com switch is also DB9 [like COM1], we need to use two DB9-to-RJ45 adaptors.

b. Bits per second: 2400

3. Do the following configurations via Hyperterminal.

3 Grouping of PCs into VLANs: 
The aim of this experiment is to show how to form and make their members connect to each other.

1.  Use the switch available in your LAN. Create two VLANs; namely, VLAN 100 and VLAN 101.

2.  Create VLANs.

· Using browser: Configuration – VLAN 

· Using telnet/console: bridge vlan create 

· You will be asked about the VLAN number, local number and the VLAN name. Local VLAN number is the number that is applicable only within a single switch.

3. Remove all the 8 ports [1 to 8] that are used by these PCs from VLAN 1.

· Using telnet/console: bridge vlan removeport 1 all

4. Add port numbers 1, 2, 5 & 6 to VLAN 100 without tagging.

· Using telnet/console: bridge vlan addport 100 1 none

5. Add port numbers 3, 4, 7 & 8 to VLAN 101 without tagging.

· Using telnet/console: bridge vlan addport 101 3 none

6. Test their connectivity by pinging among these PCs.

· What is the result of ping, if we ping among those PCs in same VLAN?

· What is the result of ping, if we ping among those PCs in different VLAN?

7. If we wish to have one port to support more than one VLAN, tagging is needed. 

· Using browser: Enable 802.1Q VLAN learning at Port Menu

· Using telnet/console: bridge vlan addport 1 3 802.1Q

· Where 1 is the VLAN number and 3 is the port number

4 Enable security option of a switch port:

1. Switch learns the MAC address of the packet that follows through it and maps that MAC address with the respective port number. This mapping is stored in the switching database. This information is used for delivery of packets to respective PC. 

2. We can fix a switch port to a respective MAC address so that people can connect any PC with this port. Fix a switch port to the MAC address that is connected to it.

a. First, you need to know the MAC address of the network card that connected to this port using ipconfig /all. As we have two cards per PC, you might need to disable one card and note the MAC address.

· Using browser: Port Menu – Security – Enabled

· Using telnet/console: bridge port address add
b. After setting the above, try to swap the ports [of one PC] on the switch and check if it works. Remember, each PC has two networks and so they are connected to two ports of the switch. Swapping them will make the port to learn a different MAC address.

3. We can make the switch learn a MAC address and maintain it for a specific period of time known as ageing concept.

a. Using browser: Configuration – Advanced Stack Setup – Ageing time (secs)

b. Using telnet/console: bridge agingtime

5 Create looping and break it using spanning tree: 

Connecting switches in the form of a loop creates rounding of packets. This will be handled using Spanning tree protocol.

1. Connect two switches together using crossover cable. Make sure that you are able to ping from one PC, which is connected to one switch to another PC, which is connected to other switch.

2. Before creating the loops, generate traffic to other LANs by using ping.

a. ping –t –l 65500 192.168.230.1

3. Make sure all the networks are in same VLAN. Connect the switches in a loop using two crossover wires. Remember, one wire already exists. 

4. Before enable spanning tree, now note the change in the timing values in the ping operation that you have started earlier.

5. To enable spanning tree
a. Using browser: Configuration – Advanced Stack setup – Spanning Tree
b. Using telnet/console: bridge stpstate enable
6. Check the ping operation now to notice that it has come back to normal state.
7. One port of the switch can handle 100Mbps. If we need more than 100Mbps for the connectivity between the switches then we should connect more than one link between the switches. We are forced to disable spanning tree and treat the links as one single link with high capacity [using trunking].

a. To disable spanning tree 

· Using telnet/console: bridge stpstate disable
b. To create port trunk 

i. Using browser: Configuration – Port – Trunk – Move ports to the needed port trunk

8. Check the ping operation now to notice the change.
6 Testing other settings:

6.1 Auto-negotiation setup
Auto-negotiation is a method by which two connected devices can talk to each other and negotiate about speed and mode of operation. These setups can be done on a specific port by selecting the respective port on the switch picture that appears in the browser.

· Connect two switches with a crossover wire.

a. Enable auto-negotiation at the ports that connect these switches. Note down what is the speed and mode of the connectivity at both ends.

Switch 1: ________________________________

Switch 2: ________________________________

b. Enable auto-negotiation at one port. Fix the other end to 10Mbps and Full-duplex mode. Note down what is the speed and mode of the connectivity at both ends.

Switch 1: ________________________________

Switch 2: ________________________________

c. Set to different speed and mode at both these ports. Note down what is the speed and mode of the connectivity at both ends.

Switch 1: ________________________________

Switch 2: ________________________________

d. What is the link between Auto-negotiation, Speed/Duplex, FD Flow Control and HD Flow control?

i. If we set the duplex as HD in Switch I and FD in Switch II, the switches can still run as they are provided the HD Flow control option is enabled in Switch II.

Switch 1: ________________________________

Switch 2: ________________________________

ii. We cannot enable flow control when auto-negotiation is enabled. Also, it is recommended that the flow control should be made as same for both the switches that are connected via the specific port.

· Connect a PC via Hub to the switch and note the following:

a. This specific port that connects the switch to hub becomes as HD, even if auto-negotiation is enabled.

b. The switch-database contains many addresses learnt for the port of the switch that is connected to the hub. To check this, we might need to ping from the PCs that are connected to the switch via the hub.

6.2 Resilient Links
Resilient links are used to have backup links when the main link between two switches goes off. This connectivity can be of two types:

a. Symmetric: Here, both the links [main and standby] are considered to be the same. If main link goes off, the standby link comes up. If the standby link goes off, the main link comes up. But, while the standby link is working if the main links comes up, it will not be enabled. It has to act as standby at that time. 

b. Switchback: If main link goes off, the standby link comes up. If the standby link goes off, the main link comes up. But, while the standby link is working if the main links comes up, the standby link will be put to standby and the main link will start to work.

· Don’t connect the two cables that you want to work as resilient.

· Make one link as main link and the other as standby link.

· Using browser: Configuration(Resilient Links( Add {for main and standby link}

· We can swap the active and inactive links, click resilient link ( swap.

6.3 Changing the switching modes
Switches can operate in many modes. WE can change the modes to fast-forward or store and forward, etc.

· Set to switching operation to fast-forward or others and see its impact.

· Using browser: Configuration ( Advanced Stack setup (Select the forwarding mode ( Apply.

6.4 Broadcast Storm Control
· Broadcast Storm Control is enabled, the stack automatically creates an alarm for each port to monitor the level of broadcast traffic on that port. If the broadcast traffic level rises to 2976 frames per second, the broadcast traffic on the port is blocked until the broadcast traffic level drops to 1488 frames per second.

· Enable broadcast storm control using browser: Configuration ( Advanced Stack setup ( Enable the Broadcast Storm Control

6.5 VLT tagging
VLT tagging is an additional option provided by 3Com switch similar to standard 802.1Q tagging. By specifying that the ports at both ends of a link use VLT tagging, you can create a VLT tagged link that carries traffic for all of the VLANs defined on your Switch. 
· VLT tagging works only with 3Com switches.
· We can not use VLT tagging when:
· When 802.1Q tagging is used.

· It is the main or standby port of a resilient link, and the other port does not use VLT tagging.

· It belongs to a port trunk.

· You cannot disable VLT tagging if the port is part of a resilient link pair.

· In browser, under unit menu [which is the picture of the switch on the browser], you have to select the necessary port and then enable VLT tagging.

6.6   Questions
What happens if a port is tagged with two VLANs [using 802.1Q] and that port is connected to the hub?

a. This will not work because 802.1Q tagging can be set only on ports whose other end also understands this tagging. Hub doesn’t understand this tagging.

Can we add a port to two VLANs without tagging?

a. Two VLANs cannot be differentiated without tagging. So, to add two VLANs to a port, we surely need tagging.

b. If we add two VLANs without tagging to a port, then the old VLAN will be overwritten with the new VLAN.

7 References: 

3Com Switch 3300 User Guide

http://support.3com.com/infodeli/tools/switches/ss3/3300/3c16980a/index.htm
3Com Switch 3300 Management Guide

http://support.3com.com/infodeli/tools/switches/ss3/management/ug/index.htm
