COE SHORT COURE PROPOSALS FOR SAUDI TELECOM

Title of Course # 1: 
Computer Networks
This course provides an in-depth description of Computer Network Architectures, WANs and LANs, Protocols, Standards, and Hardware/Software Elements.  Other aspects of Computer Networking, which include Technology, Design, Planning, Installation, Applications, Testing, Addressing, Monitoring, etc are also be covered.  Both theoretical and practical aspects are emphasized.

Title of Course # 2: 
State-of-the Art in Computer Networks: Advanced Topics and Tools
This course introduces the students to a number of recent advances in computer networks and provides hands-on experience of using tools to design and analyze state-of-the-art networks. Some of the issues that this course will deal with include: ATM networks, xDSL services, cable networks, mobile and wireless networks, Gigabit Ethernets, IPv6, differentiated services (DiffServ), integrated services (IntServ), congestion control, layer-4 switches, proxy servers, and streaming media servers. We shall use several analysis and simulation tools, including OPNET and NS. 

This is an introductory course. However, it will be useful both for people who are new to networking as well as it will have useful information for engineers, technicians, ISPs and other IT professionals who deal with computer networks and network application. 

A number of experiments using a number of simulation and measurement tools in a lab environment will provide useful hands-on experience to train the participants to design state-of-the-art networks and analyze them. 

Title of Course # 3: 
Introduction to Network Simulation Using OPNET
This course is meant to provide a scientific as well as an engineering approach on how to conduct the functions to answer the above concerns internally without the need for external help. Two major activities will be emphasized: network documentation and simulation. In the first activity a major issue in any medium size network is addresses. Many IT departments are not aware that the investment spent on their IT activities contribute to around 60-70% of its annual expenditure. An improper capture of this investment could lead to underutilization of the available resources and degradation in services. Network documentation is a must-do activity to engineer the network. 

Network simulation, on the other hand, is a crucial activity to understand the network, its resources and its capabilities. Many “what-if” questions can be answered with the help of simulation. For example what-if your organization wants to start video conferencing over the existing network. What problems are anticipated? What are the bottlenecks in the network? 

In this course the attendees will learn the basics of network documentation and simulation and the different techniques to accomplish that. A very powerful and portable tool called “OPNET” will be used. 40% of the course will be dedicated towards hands-on experience with OPNET. 

Related OPNET products can also be included in the shortcourses as desired. Those products include SP Guru, Traffic analysis, etc.

Title of Course # 4:
Next Generation Networking (NGN)
This course provides comprehensive instruction and guidance in the design and implementation of state-of-the-art networks. The course is to present future network engineers with clear insight into the way the essential features of networking are being redefined and how traditional approaches are being replaced with innovative new technologies. The principal emphasis is the technologies that are embedded in the two lower layers of the 0S1 reference model -the infrastructure technologies of the industry.

Attendees will be guided through a systematic development of the emerging technologies that are defining the global Infobahn; broadband infrastructure, ATM switching, high-speed LAN/MAN systems, elements of the Internet Architecture, wireless developments and mobile applications. 

Attendees will have opportunity to develop design concepts and interact with others in preparing designs and plans to support state-of-the-art enterprise network applications.

Title of Course # 5:
Internet WWW Technologies and E-Commerce
This course provides a thorough understanding of several important aspects of the Internet, Web, and e-Commerce.   Topics to be covered include:  Internet Services, Web Design, ASP (Active Server Pages), Web Authoring Tools, Database Connectivity, XML Web Services, Advanced Web Applications, Multimedia Content generation, and Strategies for Web Security. The course also covers theoretical and practical aspects of establishing sites for e-Commerce. This includes e-Basics, e-Business models and protocols, Customer Relationship & Supply Chain Management, eProcurement, Enterprise Resource Planning, Enterprise Portals, M-Commerce, EDI and eTrading. The course includes an intensive lab component.

Title of  Course # 6:
PCs: Hardware and Troubleshooting
An introductory short course on Personal Computers but has wide coverage of Pentium 4 motherboards, bus slots, hard disk partitioning and formatting, upgrading, installing of operating system, troubleshooting, Adapters (SCSI, ZIP/JAZ, Scanner, Ethernet NIC, and Camera) preventive maintenance, PC Viruses and PC networking.

Title of  Course # 7:
CISCO Accreditation/Certification
KFUPM is just becoming a Cisco Regional Academy. Therefore we are providing all the courses that are offered by Cisco.

Title of  Course # 8:
Principles of Project Management
Information Technology (IT) is not just software, hardware or services; it is a combination of all these elements, complimented by a vision on how technology can help an organization reach its goals.  This course covers these subjects and gives the IT manager exposure to a large set of  "Best Practices", based on recent trends in the IT domain, for the effective day-to-day management of the IT department.
Title of  Course # 9: NETWORK DESIGN, MODELING & SIMULATION
Network services life cycle stages are to: assess, plan, design, implement, operate and manage a network. Assessment is a process of understanding business goals and the performance and business alignment provided by existing network infrastructure. Practical assessment analyzes existing network infrastructure, operations and its capacity to support new network-enabled applications or system upgrades. Assessment includes the network availability analysis (network utilization and bandwidth capacity), performance analysis (errors and traffic patterns), security assessment, assessment of premises wiring systems. The design stage plans for implementation of network-enabled business initiatives to include system sizing, a preliminary design covering physical and logical design and selection of network devices, cabling systems, LAN and WAN transport, servers, OSs, and network and systems management software, addressing, migration of legacy network devices, and prototype testing and deployment logistics for ultimate introduction into a production environment. 

Network modeling and simulation focuses on performing “what-if” scenarios in the relative safety of a lab or virtual environment to determine the most efficient network architecture to support an enterprise’s applications. Network modeling and simulation help enterprises ensure they have optimally designed their networks to support current business applications and can reliably predict the performance of new applications. Simulating the application prior to rolling it out can help enterprises avoid both unplanned downtime and performance degradation. Software such as OPNET will be used for network design, modeling and simulation.

Title of  Course # 10: Information Security, Management and Practice. Principles of Pro-Actice and Reactive Management through Penetration Testing and Intrusion Detection
The purpose of this course is to introduce the participants to the principles of information security management using ISO 17799 Security Standard. Explanation would be provided on different risk to the information systems and how to put policies and practices in place to overcome these risks.


Hands on training would be provided on an Intrustion Detection System (Snort, under GNU GPL License) and two penetration testing systems (SARA and NESUS, both available under GNU GPL License). This would include an extensive hands on lab covering the installation, configuration and use of the above mentioned software.
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