Microsoft Proxy Server 2.0 Administration

(Hands-on Exercise 5.3)

After installing Microsoft Proxy Server, administrative tools provided with Proxy Server Can be used to configure the various features of the Web Proxy, WinSock Proxy, and Socks Proxy services. Proxy Server also interacts closely with Microsoft Internet Information Server (IIS) and Windows NT Server settings. By using these settings together, an appropriate administrative configuration for Proxy Server can be developed.

Many administrative tasks can be performed from any of the three Proxy Server services. Proxy Server administrative tasks fall under several categories, as follows:

· Setting server parameters—configuring automatic dial-out, the Local Address Table (LAT), caching, and backup/restore properties for a single server computer.

· Setting security policies—configuring password authentication, user permissions, protocol and port permissions, domain filters, packet filters, and alerts.

· Configuring multiserver environments—configuring Proxy Server arrays, chained Proxy Server computers, and environments where Proxy Server operates with other types of servers in your network.

· Configuring logs—configuring properties for the three service logs and the packet log.

· Administering clients—configuring client application and client Local Address Table (LAT) properties.

· Monitoring server performance—viewing service counters and logs to isolate performance problems.

· Troubleshooting—using service logs and event messages to analyze server and client problems.

The following tools can be used to administer the Proxy Server services: 

· Internet Service Manager Internet Service Manager (ISM) is provided with Internet Information Server (IIS) version 3.0 to administer IIS services. Proxy Server installs additional software components in ISM that you can use to administer the Proxy Server services. ISM will be used during this session.

· Command Line Proxy Server can also be administered from a command line. By doing so, you can use scripts to configure multiple Proxy Server computers identically and simultaneously.

· In addition to the administrative tools, Performance Monitor is provided with Windows NT Server version 4.0 to monitor Windows NT Server activities. Proxy Server installs additional counters in Performance Monitor so you can monitor Proxy Server events for optimization and troubleshooting.

Using ISM

<BIG>To use ISM to administer Proxy Server</BIG> Click Start, point to Programs, point to Proxy Server, and then click Internet Service Manager. 
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Viewing Current Sessions

User Sessions dialog box can be used to view the names of all users who have recently sent requests to the server, the time at which each connection was established, and the elapsed time since each connection was established.  <BIG>To open the User Session dialog box</BIG>:

1. In any Proxy Server service, in the Service Properties dialog box, on the Service tab, click Current Sessions.
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2. To view current user sessions for a particular service, click Web Proxy service, WinSock Proxy service, or Socks Proxy service. 
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Configuring Security

When Proxy Server is first installed, Internet users are prevented from connecting to your internal network by:

· Disabling IP forwarding on the server IP forwarding (IP routing) normally allows packets to be forwarded on the internal network. If this feature is disabled for the server, no packets are forwarded through Proxy Server to the internal network.

· Denying listening on inbound service ports This prevents Internet users from initiating connections on any service ports not specifically enabled for inbound access.

Security Related Tasks

Enable access control
Running the Web Proxy or WinSock Proxy service without access control enabled is considered a nonsecure operating condition. Without access control enabled, you cannot set any password authentication settings.

Never add external IP addresses to the Local Address Table (LAT)
Adding external IP addresses to the LAT exposes your entire internal network to Internet servers and clients. This can severely jeopardize the internal network security.

Limit the membership of the Administrator group and limit user rights
By limiting the members of the Administrator group, the number of users who might choose bad passwords is limited. In addition, the assigning of user rights should also be limited.

Enforce strict account policies
User Manager for Domains provides configuration options called security policies. One security policy allows a system administrator to specify how quickly account passwords expire (forcing users to regularly change passwords). Another policy determines how many unsuccessful logon attempts are tolerated before a user is locked out. Use the User Manager for Domains security policies to configure the server against exhaustive or random password attacks.

Disable the Server service and check permissions set on network shares
If you are running the Server service on your Internet adapters, be sure to double-check the permissions set on the shares you have created on the system. It is also wise to double-check the permissions set on the files contained in the shares’ directories to ensure that you have set them appropriately. Set default access to shared volumes and directories to read-only access.

Do not use network drive mappings
Network drive mappings to other remote servers on your internal network should not be used. This is critically important if you use the same computer for Proxy Server and for Web publishing with Internet Information Server (IIS).

Use only NTFS volumes
The Windows NT file system (NTFS) enables you to implement security and access control for your data files. By using NTFS, you can limit access to portions of your file system for specific users and services.

Run only the services and applications that you need
The fewer services and applications you are running on your system, the less likely it is that a mistake in administration can be exploited. You can use Services in Control Panel to disable any services not absolutely necessary on your system. Also, if FTP or Gopher services are not needed or used, turn them off by using Internet Service Manager.

Unbind unnecessary services from your Internet adapters
You can use the Bindings feature in Network in Control Panel to unbind any unnecessary services from any network adapters connected to the Internet.

For example, you might use the Server service to upload new images and documents from computers in your internal network, but you might not want users to have direct access to the Server service from the Internet. If you need to use the Server service on your internal network, disable the Server service binding to any network adapters connected to the Internet.

You should not run the Windows NT Server service—that is, the Server Message Block (SMB) protocol—over the Internet. Also, you should unbind the WINS client. 

Disable ports between 0 and 1023
Ports between 0 and 1023 should be blocked from the Internet router, because these ports are reserved for use by system software to provide service. Also the port on which the proxy server is running should be blocked from the external network (Internet).

Packet Filtering

You can use the firewall security features of Microsoft Proxy Server to precisely control the flow of information to and from Proxy Server. You can automatically filter packets and set up security alerts and logs. Individual packet filters are configured to prevent packets from being passed through Proxy Server except for the ones specified. Proxy Server supports both inbound and outbound packet filtering.

When Proxy Server is first installed, packet filtering is disabled. You must install and set up an external network interface on your Proxy Server computer before packet filtering can be enabled. If you are using a modem or ISDN adapter for a dial-out connection to the Internet, you must configure Auto Dial before you can enable packet filtering. 

Packet filtering intercepts and evaluates packets before they are passed to the services and applications running on your Proxy Server computer (such as the Proxy Server services) or to your internal network. Proxy Server offers the ability to automatically determine which IP packet types to allow to pass through to the internal network's circuit and application layer services. Packet filters can be configured to deny any packet types to be passed through Proxy Server except for the ones specified. Datagram or packet fragments can also be filtered. This provides a high level of security for your network. Packet filtering can block packets originating from specific Internet hosts and can reject various kinds of attacks.

Proxy Server provides both dynamic (automatic) and static (manual) packet filtering modes to control which TCP or UDP ports are opened for communication. With dynamic packet filtering, it is no longer necessary for the administrator to explicitly unbind specific services from the external network adapter of Proxy Server. Packets can now be automatically blocked from reaching those services, regardless of whether they are bound or not. Ports are automatically opened for transmit, receive, or both operations. Ports are then immediately closed after a connection has been terminated by any of the Proxy Server services. For a finer level of control, you can manually configure static packet filters through the user interface.

Proxy Server can also issue alerts for specific events, such as for dropped packets or packets sent to an unused service port. Alerts can be sent to a log file, to the Windows NT system event log, as an e-mail message, or any combination thereof. 

The list of packet types applies to all requests issued to the server, regardless of whether the request originated from the Internet or from an internal network client. It is not possible to specify packet filtering on a user-level basis.

Each entry in the packet filter exceptions list is composed of configuration parameters that specify a particular packet filter type. Packet type parameters include the direction of data flow, the transport protocol used, the remote (source) IP address of the host, the remote (source) service port used, and the local (destination) service port.

When first installed, Proxy Server comes with a number of predefined packet filters. You should determine if these are adequate to meet your network security needs and make changes or additions appropriately. Packet filters are exception filters—all packet types are blocked except for those displayed in the Exceptions list.

<BIG>To modify the packet filter list</BIG>
3. In Internet Service Manager, double-click the computer name next to any of the Proxy Server services.

4. On the Service tab, under Shared services, click Security.

5. In the Security dialog box, click the Packet Filters tab.

6. To enable packet filtering, select the Enable packet filtering on external interface check box. This blocks all packets.
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7. To enable dynamic (automatic) packet filtering, verify that the Enable dynamic packet filtering of Microsoft Proxy Server packets check box is selected.

8. To enable filtering of datagram or packet fragments, select the Enable filtering of IP fragments check box.

9. To edit a listed filter, select it from the list, click Edit, modify the settings in the Packet Filter Properties dialog box, and then click OK.

10. To remove a listed filter, select it from the list, click Remove, and then click OK.

11. Repeat steps 6 and 7 until all the needed packet filters are defined for this server.

12. When you are finished, click Apply, and then click OK.

<BIG>To create a new packet filter using predefined filter definitions</BIG> 

13. In the Security dialog box, on the Packet Filters tab, click Add. 

14. In the Packet Filter Properties dialog box, under Allow this Windows NT Server to exchange packets of type, click Predefined filter and select a protocol. 

15. To select the local host computer that will exchange packets with a remote host computer, under Local host, do one of the following: 

· To allow the default IP address for each external interface of the Proxy Server computer to exchange packets, click Default Proxy external IP addresses. 

· To allow a specific IP address for an external interface of the Proxy Server computer to exchange packets, click Specific Proxy IP, and type a valid IP address. 

· To allow a specific internal computer behind Proxy Server to exchange packets, click Internal computer, and type a valid IP address. 

16. To allow a specific Internet (remote) host computer to exchange packets, under Remote host, click Single host and type a valid IP address. 

Or, to allow any Internet (remote) host computer to exchange packets, click Any host. 

17. When finished, click OK. 

Domain Filtering

Microsoft Proxy Server offers the ability to control which Internet sites are accessible to internal network clients by the use of domain filters. Domain filters can be configured to grant access to all Internet sites except for the ones specified, or they can be configured to deny access to all Internet sites except for the ones specified.

In either case, the list of sites applies to all requests issued to the server. It is currently not possible to specify domain filtering on a user-level basis.

Each entry in the grant/deny list can be an IP address, an IP subnet, or a domain name. A domain name can be a computer name (such as www.microsoft.com), or a domain name that represents multiple computers (such as microsoft.com), in which case the entry applies to all computers in the domain. When you apply filtering by using a domain name, to grant or deny access to all server sites within a domain, list only the second-level and first-level domains in the filter. For example, enter mydomain.com filters access for both ftp.mydomain.com and www.mydomain.com.

If domain filtering is enabled, Proxy Server verifies that each HTTP, FTP, and Gopher request is directed to an Internet site to which access is permitted, before issuing the request to the site. If access is not permitted, an error message is returned to the client.

If the request specifies a Domain Name System (DNS) site name, the site name is resolved to an Internet Protocol (IP) address, and both the DNS name and IP address are searched for in the domain filtering site list. If a client request is received that specifies an IP address rather than a DNS name, the IP address is searched for in the domain filtering site list. If at least one entry in the site list contains a domain name, the request’s IP address is converted to a DNS name by doing a DNS reverse resolution, and the domain name is searched for in the site list.

If you are denying access to a site by IP address, and that site has more than one IP address registered, access is denied to all IP addresses for that site.

<BIG>To deny/grant user access to specific Internet sites</BIG> 

18. In Internet Service Manager, double-click the computer name beneath any of the Proxy Server services. 

19. On the Service tab, under Shared services, click Security. 

20. In the Security dialog box, click the Domain Filters tab.
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21. On the Domain Filters tab, select the Enable filtering check box, and then click Granted/Denied. 

22. Click Add. In the Deny Access To/Grant Access To dialog box, do one of the following: 

· If denying/granting Internet access to a single computer, click Single computer. In IP address, type the appropriate IP address for the computer. If you do not know the IP address, click the ellipsis button (...). In the DNS Lookup dialog box, type the DNS name and click OK.

· If denying/granting Internet access to a group of computers, click Group of computers. In IP address, type the appropriate IP address for the computer, and in Subnet mask, type the appropriate subnet mask. 

· If denyin/granting Internet access to an entire domain, click Domain, and then type the appropriate domain name. 

23. Click OK. The new filter appears under Except to those listed below. 

24. Repeat steps 5 and 6 until all the needed filters are defined for this server. 

25. To edit a listed filter, select it from the list, click Edit, modify the settings in the Deny Access to/Grant Access to dialog box, and then click OK. 

26. To remove a listed filter, select it from the list, click Remove, and then click OK. 

Using Alerts

You can monitor and alert suspicious network events such as rejected packets, protocol violations, or any Proxy Server log disk volume that is full. Events are recorded in the packet filtering log, the Proxy Server service logs, and if selected, the Windows NT system event log or as an e-mail message to a designated recipient. Proxy Server provides near-real-time notification of security events. In addition, Proxy Server can generate reports on packets where no system service was listening. It is recommended that you review the logs to determine what is generating the events.

The rejected packets event is triggered on dropped packets or frame anomalies. For example, if packets are dropped at a high rate in a given time span, then an attack could be occurring on your network. You can set the frequency of rejected packets beyond which Proxy Server should generate an alert.

The protocol violation event is triggered on filtered packets or frames that do not follow the allowed protocol structure; these are likely to be an attack on your network.

The disk full event is triggered when a disk volume storing any of the service logs or the packet log is full. 

<BIG>To set alerting events</BIG> 

27. In Internet Service Manager, double-click the computer name next to any of the Proxy Server services. 

28. On the Service tab, under Shared Services, click Security.

29. In the Security dialog box, click the Alerting tab. 
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30. On the Alerting tab, in Event, select an event from the drop-down list. 

31. Select the Generate system event if more than check box and type a rate value in events per second. 

32. To send an alert as an e-mail message, select the Send SMTP Mail check box. 

33. To send an alert to the Windows NT system event log, select the Report to Windows NT Event Log check box. In Delay before next report, type a value in minutes. 

<BIG>To send alerts as an e-mail message</BIG> 

34. In the Security dialog box, on the Alerting tab, click Configure Mail.
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35. In the Configure Mail Alerting dialog box, in Mail server, type a valid name for your mail server, and in Port, type a valid port number. 

36. In Send Mail to, type a valid e-mail address for the recipient. 

37. In From address, type a valid e-mail address for the Proxy Server computer. 

38. When finished, click OK.

Configuring Arrays

Proxy Server has the ability to form arrays and chains with other Microsoft Proxy Server computers or chain with third-party CERN-based proxy server computers. It can be configured for use in multiserver environments as follows:

· Multiple Proxy Server computers connected in an array. 

· Multiple Proxy Server computers connected in a chained, or cascaded, configuration (including existing firewalls or third-party CERN-based proxy servers). 

· Proxy Server listening, and responding on behalf of, Web servers connected behind the Proxy Server computer. 

· Proxy Server listening, and responding on behalf of, internal servers located behind the Proxy Server computer. 

· Any combination of the previous four configurations. 

Microsoft Proxy Server provides both distributed and hierarchical caching. Distributed caching is accomplished by linking multiple Proxy Server computers together to form an array. Each Proxy Server computer in the array is called an array member. All array members communicate with each other in a peer-to-peer fashion and maintain their own array membership table. The advantages of an array include increased caching performance, simultaneous administration of each array member, load balancing, and fault tolerance. Caching performance is improved because the caches in each array member computer are logically combined to form a single distributed cache, with the client load evenly distributed among the array members. Client requests are routed within an array using the Cache Array Routing Protocol (CARP).

Hierarchical caching, also known as chaining or cascaded proxying, is also accomplished by linking multiple Proxy Server computers together. Individual computers, arrays, or any combination thereof can be chained. Chained Proxy Server computers communicate in an upstream, hierarchical fashion, with the Proxy Server computer closest to a client computer as the most downstream computer, and the Proxy Server computer connected to the Internet as the most upstream computer. The advantages of chaining include improved cache performance and load balancing. In this way, caching can be distributed both across an array and hierarchically in a chain, with the client load evenly balanced among all array members and chain members.

To the user, this structure is transparent. Web Proxy client requests are sent to a single member of the nearest Proxy Server array; if that array member cannot satisfy the request from its own cache, the request is forwarded either to another array member of the array that may have the item cached or to an upstream Proxy Server computer or Proxy Server array. Finally, if the request cannot be satisfied from an upstream computer, the request is forwarded directly to the Internet. Only one "hop" is performed within an array before the request is sent upstream. The path that a Web Proxy client request can take through a link of Proxy Server computers is called its route, and you can specifically configure routing. As you can see, arrays and routing are closely related.

Microsoft Proxy Server 2.0 can form an array only with other computers running Microsoft Proxy Server 2.0; however, Microsoft Proxy Server 2.0 is able to chain to Microsoft Proxy Server 1.0 and other third-party proxy servers and firewalls. 

You can create and configure arrays from the Service Properties dialog box of either the Web Proxy, WinSock Proxy, or Socks Proxy service. Web Proxy service clients benefit the most from arrays because they receive better browser performance through distributed caching. The administrator benefits from the automatic synchronous administration of all array members, which applies to all Proxy Server services.

You must use your DNS server to create an array name that can resolve the names of the individual array members. The array name created should include the IP address of each array member. Client computers or downstream Proxy Server computers can then be configured to use the array name. In this way, you can later change the names of the individual array members, if necessary, without administering the change to each downstream computer.

Each Proxy Server computer maintains a current list of which array members are available (up) and which are unavailable (down). The list is available for use by downstream Proxy Server and client computers. Each array member makes the routing decision by using a mathematical function, called the hash, which uses two inputs: the list of all available servers and the URL of the client request.

To create or join an array 

1. In Internet Service Manager, double-click the computer name next to any of the Proxy Server services. 
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In the Service Properties dialog box, on the Service tab, click Array, and then click Join Array. 
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3. In the Join Array dialog box, in Computer name to form an array with, type the name of the server you want to join to, and then click OK. 

4. Click OK again, and then click Apply.

To leave an array, the server you are administering must already be part of an array. In addition, you must perform the procedure from the array computer you want to delete. In the case of a two-member array, both array members become stand-alone Proxy Server computers.

To leave an array 

1. In Internet Service Manager, double-click the computer name next to any of the Proxy Server services. 

2. In the Service Properties dialog box, on the Service tab, click Array, and then click Leave Array. 

3. Click OK, and then click Apply.

Auto-Dial

For Microsoft Proxy Server, dial-out support for connecting to an Internet service provider (ISP) is managed by using the Auto Dial feature. Proxy Server makes Internet connections by using Auto Dial in the following situations:

· For the Web Proxy service, when a requested object cannot be located in a cache, or when active caching is automatically refreshing cached objects. 

· For the WinSock Proxy service, all client requests are processed by using a dial-up connection. 

· For the Socks Proxy service, all client requests are processed by using a dial-up connection. 

Auto Dial uses a Remote Access Service (RAS) Phonebook entry to perform on-demand dial-out connections as a RAS client. To configure dial-up support for Proxy Server, verify that a RAS client has already been installed and configured properly with your modem or ISDN adapter.

After you verify that the RAS client has been properly installed, you must configure the Remote Access Auto Dial Manager and Remote Access Connection Manager services to use Proxy Server Auto Dial (instead of RAS auto-dial) to manage dial-up support, by disabling the RAS auto-dial from starting up at boot time.

After you have configured Remote Access Properties for Auto Dial, you should unbind the WINS client from select network adapters.

An ISP may require that you enter additional information when a dial-up connection is made. The credentials you enter are used each time Proxy Server initiates a dial-up connection by using a predefined RAS Phonebook entry that applies to all Proxy services.

To set credentials for dialing out 

1. In Internet Service Manager, double-click the computer name next to the Web Proxy, WinSock Proxy, or Socks Proxy service. 

2. In the Service Properties dialog box, click Auto Dial, and then click the Credentials tab.
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3. In Entry Name, select the name of the RAS Phonebook entry to be used when dialing out with Proxy Server. 

4. In User Name, type a valid user name to be used when dialing out and logging on to an ISP account. 

5. In Password, type a valid password to be used when dialing out and logging on to an ISP account. 

6. In Confirm Password, retype the password you entered in Password. 

7. If the ISP server requires a domain name when logging on, in Domain, type a domain. This can be left blank in most cases. 

8. Click Apply, and then click OK.

You can select which Proxy Server services for which to enable dial-out access to the Internet, and you can restrict dial-out connections to selected time periods. This can be useful when Internet access is billed by connection time or when there are toll charges applied each time an ISP's access number is dialed. When dialing hours are set for a specific RAS Phonebook entry, the information is used each time the Phonebook entry is dialed. When dialing hours are cleared, dialing does not occur. By default, dialing is set to be enabled for all hours and is not restricted.

To set hours for dialing out 

1. In Internet Service Manager, double-click the computer name next to the Web Proxy, WinSock Proxy, or Socks Proxy service. 

2. In the Service Properties dialog box, click Auto Dial, click the Configuration tab, and do one of the following: 

· To enable Auto Dial for the WinSock Proxy and Socks Proxy services, under Dialing Services, select the Enable dialing for WinSock and SOCKS proxy check box. 

· To enable Auto Dial for the primary route of the Web Proxy service, under Dialing Services, select the Enable dialing for Web proxy primary route check box. 

· To enable Auto Dial for the backup route of the Web Proxy service, under Dialing Services, select the Enable dialing for Web proxy backup route check box. 

3. To disable dialing during specified hours of the day or for specified days of the week, under Dialing Hours, click the appropriate table grid cells. 

4. When you have completed disabling appropriate portions of the table grid, click Apply, and then click OK. 

5. Repeat steps 2 through 4 for each applicable Proxy Server service. 
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Administering Clients

You can administer clients using two methods: by modifying the default settings specified during Proxy Server Setup or client Setup, and by modifying configuration parameters of existing clients using Internet Service Manager (ISM). 

The Client Installation/Configuration dialog box specifies how Web browsers and WinSock Proxy client applications connect to the Proxy Server computer. This dialog box is initially configured during Proxy Server Setup.
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Under WinSock Proxy client, you can specify how WinSock clients connect to the Proxy Server computer: by computer or DNS name, by IP address, or by a manually entered array name or group of IP addresses for an array. If you select Manual, you must edit the client configuration file, Mspclnt.ini, appropriately. 

You can also specify that Web browsers use a configuration script, written in JavaScript, to handle how client requests are routed to a Proxy Server computer. 

You can route a Web Proxy client request upstream to a Proxy Server computer, a Proxy Server array, or directly to the Internet. You can be specify a backup or alternate route if a chained computer is unavailable or malfunctioning. This provides an automatic transfer, thereby eliminating a single point of failure.
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To change client configuration parameters 

1. Under WinSock Proxy Client, click either Computer name, IP address, or Manual. Verify that the server name is correct and change if necessary. 

2. Select the Automatically configure Web browser during client Setup check box, and in Proxy, type the server name, if necessary. 

3. Click OK, and then click Apply.

The default configuration URL is http://servername/array.dll?Get.Routing.Script, where servername is the name of the Proxy Server computer. This is the URL where the automatically generated configuration script is located. This configuration script is automatically generated based on the options set in the Advanced Client Configuration dialog box.

Alternatively, you can specify a custom URL to store the configuration script.

Configuring Local Address Table

The Local Address Table (LAT) was initially created during Microsoft Proxy Server installation. The information you provided defined your internal network IP address space. IP addresses that are external (used to connect to the Internet) were specifically excluded from the table. The server maintains the master copy of the LAT and a copy is downloaded to client computers. After Proxy Server installation, the server's copy of the LAT can be modified or completely replaced.

You can modify the existing LAT by manually adding or removing IP address pairs that were originally provided by the Windows NT Routing Table. You can add IP address pairs until all address ranges of your internal network are defined and you can remove any IP address pairs that define external (Internet) addresses. 

To modify the LAT 

1. In Internet Service Manager, double-click the computer name next to the Web Proxy, WinSock Proxy, or Socks Proxy service. 

2. In the Service Properties dialog box, click Local Address Table. 

3. In the Local Address Table Configuration dialog box, review the entries in Internal IP ranges. To add or remove IP address pairs, do one or more of the following: 

· To add a range of IP addresses to the list, under Edit, type a pair of addresses in From and To, and then click Add. 

· To add a single IP address to the list, under Edit, type the same address in both From and To, and then click Add. 

· To remove an IP address or address pair from the list, select it under Internal IP ranges, and then click Remove. 

4. When you are finished, click OK. 

5. In Internet Service Manager, stop and restart the Web Proxy, WinSock Proxy, and Socks Proxy services for the changes to take effect on the server.
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You can also completely replace the LAT, generating a new list of IP address pairs automatically from the Windows NT Routing Table.

To replace the LAT 

1. In Internet Service Manager, double-click the computer name next to the Web Proxy, WinSock Proxy, or Socks Proxy service. 

2. In the Service Properties dialog box, click Local Address Table. 

3. In the Local Address Table Configuration dialog box, click Construct Table. 

4. To add to the LAT the reserved private IP address ranges, select the Add the private ranges check box. 

5. Select the Load from NT internal Routing Table check box and do one of the following: 

· If you do not know which of the server's network adapter cards are connected to the internal network, click Load known address ranges from all IP interface cards. 

· If you know which of the server's network adapter cards are connected to the internal network, click Load known address ranges from the following IP interface cards, select the appropriate internally connected cards, and click to clear the externally connected cards. 

6. When you are finished, click OK, and review the list of IP address pairs displayed. To add or remove IP address pairs, do one or more of the following: 

· To add a range of IP addresses to the list, under Edit, type a pair of addresses in From and To, and then click Add. 

· To add a single IP address to the list, under Edit, type the same address in both From and To, and then click Add. 

· To remove an IP address or address pair from the list, select it under Internal IP ranges, and then click Remove. 

7. When you are finished, click OK. 

8. In Internet Service Manager, stop and restart the Web Proxy, WinSock Proxy, and Socks Proxy services for the changes to take effect on the server. 
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Backing Up a Server Configuration

All server configuration parameters can be backed up and stored locally in a text file. By default, parameters are stored in C:\Msp\Config. The file name is generated from the computer's system date in the form:

MSPyyyymmdd.mpc

where:

yyyy is the year.
mm is the month.
dd is the day.

You can save your configuration to any directory and file name you choose. It is recommended that you save server backup files to an NTFS disk partition for maximum security.

To back up a server configuration 

1. In Internet Service Manager, double-click the computer name next to any of the Proxy Server services. 

2. In the Service Properties dialog box, on the Service tab, click Server Backup.
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3. In the Backup dialog box, in Directory, type a valid path for the location of a new server backup file. Or, click Browse to display a listing of the local file system, and select an existing path and file name from the list. 

Restoring a Server Configuration

A server may be restored or rolled back to a previous configuration if the server configuration has been backed up and saved to a file. A server may be partially restored or fully restored. A partial restore rolls back only non-computer-specific configuration parameters, such as user permissions or array membership information. A full restore rolls back all configuration parameters that pertain to the server, including those of the partial restore. You can choose to restore any server backup file. 

To restore a server configuration 

In Internet Service Manager, double-click the computer name next to any of the Proxy Server services.

In the Service Properties dialog box, on the Service tab, click Server Restore, and do one of the following:

· To restore only non-computer-specific server configuration parameters, click Partial restore. 

· To restore all server configuration parameters, click Full restore. 

Under Configuration file, type a valid path for the location to the server backup file. Or, click Browse to display a listing of the local file system, and then select an existing path and file name from the list.

User Permissions

User permissions determine which users or groups of users can access the Internet by using a particular protocol through the Web Proxy service or the WinSock Proxy service. User permissions are granted separately for each protocol and all settings are specific to, and must be set separately for, the Web Proxy and the WinSock Proxy services.

Before assigning user permissions, it is a good idea to use Windows NT User Manager for Domains to create user groups containing the user accounts of users who need access to a particular protocol or sets of protocols. You can create groups to manage and authorize Internet access for users selectively. For example, user permissions for Web Proxy clients can include permission rights to use FTP, Gopher, HTTP, HTTPS, and secure protocols. The HTTPS protocol uses Secure Sockets Layer (SSL) connections. Then you can apply permissions to groups, rather than to each individual user. 

To set permissions for a single protocol 

In Internet Service Manager, double-click the server name next to the Web Proxy service or the WinSock Proxy service as applicable.
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In the Service Properties dialog box, click the Permissions tab, and then click the Enable Access Control check box. 

To grant or to deny a user or group the right to use a protocol to access the Internet, select the protocol from the list in Protocol, and then click Edit. 

In the protocol Permissions dialog box, select a user or group from the list, and do one of the following: 

· To add a user or group, click Add. In the Add Users and Groups dialog box, select a user or group from the list, and then click OK. 

· To remove a user or group, select the user or group from the list, and then click Remove. 

When all protocols have their permissions set appropriately, click OK.

You can copy user permissions from one protocol to one or more other protocols. You can also remove user permissions from several protocols at once.

To set permissions for several protocols 

1. In Internet Service Manager, double-click the server name next to the Web Proxy service or the WinSock Proxy service, and then click the Permissions tab. 

2. Select a protocol from the list in Protocol, and then select one more users and groups in Grant access to. 

3. Click either Copy To or Remove From to copy or remove user permissions from the selected protocol. 

4. When permissions are set appropriately for the users of the selected protocol, repeat steps 2 and 3 as necessary. 

5. When all protocols and users have their permissions set appropriately, click OK. 

The protocol definitions that appear in Protocol on the Permissions tab are edited by using the Protocols tab in the WinSock and Socks Proxy services, as described in the next section.

Configuring the Cache

The Web Proxy service of Microsoft Proxy Server uses caching to store local copies of HTTP and FTP objects, or URLs. All object types associated with an URL can be cached. Subsequent client requests for these objects can be serviced from an assigned cache disk drive rather than issuing the request over the Internet. This improves user-perceived performance and reduces bandwidth consumption on your Internet network connection. 

To set passive caching and an expiration policy 

1. In Internet Service Manager, double-click the computer name next to the Web Proxy service. 

2. In the Service Properties dialog box, click the Caching tab, and make sure the Enable caching check box is selected. 

3. Under Cache expiration policy, do one of the following to set the freshness of objects in the cache: 

· To maintain the freshest cache data and therefore increase the amount of Internet traffic that the server generates, click Updates are more important (more update checks). 

· For equal importance between the freshest cache data and the best cache performance, click Equal importance. 

· For more cache hits and therefore the best user response, click Fewer network accesses are more important (more cache hits).

Next, you can set active caching properties, if applicable. Active caching properties determine how often Proxy Server automatically pre-fetches, or retrieves, data from the Internet and stores it in the cache. You can use the following procedure to set active caching.

To set active caching 

1. In Internet Service Manager, double-click the computer name next to the Web Proxy service. 

2. In the Service Properties dialog box, on the Caching tab, click the Enable active caching check box and do one of the following: 

· For the best cache performance and therefore the best user response, click Faster user response is more important (more pre-fetching). 

· For equal importance between the freshest cache data and the best cache performance, click Equal importance. 

· For the least Internet traffic on your server and therefore the stalest cache data, click Fewer network accesses are more important (less pre-fetching).
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The disk drives assigned for caching and the cache size were originally configured during Proxy Server Setup. After a cache has been configured and contains data, it should be administered by using Internet Service Manager. 

To configure the cache drives 

1. In Internet Service Manager, double-click the computer name next to the Web Proxy service. 

2. In the Web Proxy Service Properties dialog box, click the Caching tab, and then click Cache Size.
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3. To change the cache size on a particular drive, select the drive from the list, and do one of the following: 

· To increase the cache size, under Cache Size for Selected Drive, in Maximum Size (MB), type a new value, and then click Set. The new value must be less than the value shown in Total Size (MB). 

· To decrease the cache size, under Cache Size for Selected Drive, in Maximum Size (MB), type a new value, and then click Set. 

· To stop storing cached data on the drive, under Cache Size for Selected Drive, in Maximum Size (MB), type 0, and then click Set. 

4. Repeat step 3 for each cache drive you want to configure, and then click OK. 

Configuring Advanced Caching Policy

You can set several parameters to configure an advanced caching policy:

· You can limit the maximum size of cached objects. By default, there is no limit to the size of a cached object's size. 

· You can continue to use objects in the cache that have expired, for a specified amount of time if the source Internet site for an object is unavailable. This ensures fast user response time for all objects. 

· You can specify an object's Time-to-Live (TTL) for both HTTP and FTP objects. 

· You can create a list of cache filters, thereby having the ability to cache or not cache objects from specific Internet sites. Proxy Server also determines which Internet objects can be cached based on predefined criteria. 
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You can set an overall cache filter policy and then set exceptions to that policy. For example, you can create a wildcard filter to prevent caching of all Internet objects from a particular domain, and then create a second filter to allow caching of objects from a particular subtree of that domain only. 
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Routing

You can administer Proxy Server routes from the Web Proxy service. Web Proxy client requests can be routed within an array, to an upstream Proxy Server or Proxy Server array, or directly to the Internet. Client requests can also be resolved first within an array before routing the request upstream.

Only Web Proxy client requests can be routed through chained Proxy Server computers or Proxy Server arrays. The WinSock Proxy and Socks Proxy services do not support chained requests.

To configure upstream routing properties 

1. In Internet Service Manager, double-click the computer name next to the Web Proxy service. 

2. In the Web Proxy Service Properties dialog box, click the Routing tab.
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3. Under Use this Http Via Header alias for the local server, enter a valid computer name that will be used in the HTTP header for all requests. 

4. Under Upstream Routing, do one of the following: 

· To route all Web Proxy client requests directly the Internet, click Use direct connection. 

· To route all Web Proxy client requests upstream to another Proxy Server computer or array, click Use Web Proxy or array. 

5. To use a backup upstream route, verify that the Enable backup route check box is selected, and do one of the following: 

· To route all Web Proxy client requests directly the Internet, click Use direct connection. 

· To route all Web Proxy client requests upstream to another Proxy Server computer or array, click Use Web Proxy or array. 

6. Click Apply, and then click OK. 

To configure the primary upstream route 

1. In Internet Service Manager, double-click the computer name next to the Web Proxy service. 

2. In the Web Proxy Service Properties dialog box, click the Routing tab. 

3. Under Upstream Routing, verify that the Use Web Proxy or array option is selected, and then click Modify. 

4. In the Advanced routing options dialog box, under Upstream Web Proxy Server, in Proxy, type a valid server name or array name, and in Port, type a valid port number (usually port 80). 

5. Verify that the Auto-poll upstream proxy for array configuration check box is selected, and then select the Use credentials to communicate with upstream proxy/array check box. 

6. In Username, type a valid user name, and in Password, type a valid password. 

7. To enable basic authentication, click Allow basic/clear text authentication. 

8. To enable Windows NT challenge/response authentication, click Allow encrypted authentication (NT CR). 

9. Click OK, click Apply, and then click OK again.
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To enable routing within an array 

1. In Internet Service Manager, double-click the computer name next to the Web Proxy service. 

2. In the Web Proxy Service Properties dialog box, click the Routing tab. 

3. Under Routing within array, select the Resolve Web Proxy requests within array before routing upstream check box. 

4. Click Apply, and then click OK. 

Publishing

When used with Proxy Server, "publishing" is defined as publishing to external Internet clients. You can publish to internal network clients without going through Proxy Server with no effect on network security. Publishing parameters are configured exclusively through the Web Proxy service of Proxy Server.

If you use Proxy Server and Microsoft Internet Information Server (IIS) together for external Web publishing, it is highly recommended that you use different computers to run Proxy Server and IIS. Proxy Server is installed on a server that already has IIS installed. During Proxy Server setup, IIS is automatically configured so that it does not listen to Internet requests (requests sent to the IP address of the server's network adapter card that is connected to the Internet). In this default configuration, requests from Internet clients are ignored.

To configure publishing parameters 

39. In Internet Service Manager, double-click the computer name next to the Web Proxy service. 

40. In the Web Proxy Service Properties dialog box, click the Publishing tab. 

41. Select the Enable Web Publishing check box, and do one of the following: 

· To ignore all incoming Web server requests, click Discarded. 

· To forward incoming Web server requests to a default Web publishing server, and enable listening on the Proxy Server computer, click Sent to the local Web server. 

· To forward incoming Web server requests to a specific internal computer, and enable listening on the Proxy Server computer, click Sent to another Web server, and type a valid server name and port number. 

42. To set the default Web server host, click Default Mapping. 

43. In the Default Host dialog box, type the default host name of the Proxy Server computer, and then click OK. 

44. To edit a reverse host route, under Except, select the route, click Edit, modify the settings in the Reverse Host Route dialog box, click OK, and then click OK again. 

45. To remove a reverse host route, in Except for those listed below, select the route, click Remove, and then click OK. 

46. Click Apply, and then click OK. 
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Configuring Logs

Microsoft Proxy Server has three service logs that record events generated by the Web Proxy, WinSock Proxy, and Socks Proxy services, as well as a separate packet log that records network packet traffic-related events. All log information can be stored in a text file or in an ODBC-compliant database table (such as Microsoft® Access or Microsoft® SQL Server). Although it is possible to log information on a remote drive, it is recommended that you store your Proxy logs on a local disk for maximum performance. 
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