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Abstract—This paper will present and focus on the personal privacy, mainly on the electronic mail privacy. At the beginning, a privacy term will be defined in general. This will be followed by a section that focuses on the E-mail privacy, its definition and the problems are faced because of the privacy. After that, some solutions will be provided to secure electronic email. Later on, a set of ethic that should be considered when using e-mail will be given. Finally, a conclusion will be given to summarize this paper. 
Index Terms—key words in alphabetical order, separated by commas.

I. INTRODUCTION
W
ebster's New World Dictionary gives the following meanings to privacy: 'Secrecy; or one's private life or personal affairs'. In fact, this definition shows that there is information that a person does not want to share with other people and this information has to be in a secured place to protect it. There are many kinds of information to be controlled or protected such that web information, telecommunication electronic mail . . . etc. In this paper, we will concentrate only on the e-mail privacy from different sides [1].

II. Email privacy
Electronic mail (E-mail) is defined as using computers to transmit messages via data communications to electronic mailboxes. So, that this email must be protected from unauthorized access and this is known as e-mail privacy. Since Internet is networks of computers much of which is unprotected against attacks, e-mail is exposed to electronic danger. Many users believe that e-mail privacy is guaranteed. While e-mail is indeed conventionally secured by a password system, the one layer of protection is not secure, and generally insufficient to guarantee appreciable security. This means that e-mail is not 100% protected and there are some risks to the users [2]. 
III. Risks to user
As considered in the previous section, when an e-mail message is sent it travels from the originating host computer to the destination and often passes through several routers and e-mail servers as shown on figure 1. Administrators of any these routers can easily see the mail traffic. If the mail bounces because it can't reach the addressee, a copy of the message is often sent to the postmaster of the originating system who can read the e-mail addresses of the sender and the addressee and the contents of the mail. Also, if any cracker access any router or e-mail server, he can easily reed the content of message that goes over this link. In fact there are arguments about the privacy. Some arguments said that because of the huge numbers of e-mails travel, it is difficult for the cracker to find any particular e-mail. Other arguing that with the increasing power of personal computers and the increasing sophistication and availability of data-mining software, such protections are at best temporary[2].
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Figure 1: The pathway of e-mail
IV. How To Provide Privacy
In order to provide the privacy for the users, there are two basic techniques for securing connections.
1) Encryption

To secure the message directly at user level, there is a secure encryption standard such as OpenPGP. This program requires the exchange of encryption keys. Even if the encrypted emails are intercepted and accessed, you cannot reed the contents unless you got encryption key. This was at the user level. In fact, the encryption can be also implemented at the Internet Service Provider (ISP) level by encrypting the communication between servers themselves.

2) Open Message

In this approach, an open message is sent to recipient that contains meaningless content, but it gives the recipient a link and tells him that the message on the sender's secure mail and you have to follow the link and the recipient must log in with a username and password before being allowed to view the message [2].
V. Email Ethics
Ethic is a system of right and wrong. So, it tells us to do this and prevent us from doing this. Also for e-mail, there are set of ethics considered when using e-mail. In fact, there is a line that you should not over it in order to be ethical. These are[3]:

1) Denial 

If you claim not to have read or received a message when you actually have, you're over the line. 

2) Disclosing someone else's email address for harm 

If you subscribe someone else to a newsletter, hoping to flood him or her with unwanted junk, you're over the line. 

3) Abusive omission 

If you intentionally omit someone from a To list for purposes of harm or harassment, you're over the line. 

4) Misidentifying yourself 

If you supply a false email address just to get someone out of your hair, you're over the line. 

5) Faking a mishap 

If you broadcast an embarrassing message to cause harm to someone, intending later to claim that you sent it for FYI or by accident, you're over the line. 

6) Dragging your feet 

If you intentionally delay sending a message so as to deprive the recipient of time-critical opportunities or information, intending later to claim that you did in fact inform the recipient, you're over the line. 

7) Silence 

If you choose not to reply to someone so as to give offense, you're over the line. Even worse if you later claim that you did reply. 

8) Misrepresenting a quote 

If you excerpt a previous message, and alter it in any way other than to indicate deletions, you're over the line. Acceptable indications of deletion are replacement by ellipsis (...) or <snip>, or inserting short phrases in brackets for clarification. 

9) Pleading false confusion 

If you claim not to understand a message, when you actually do, so as to cause delay, you're over the line. 

10) Intentional ambiguity 

If you write a message ambiguously — to slow things down, to cause confusion, or to mislead — with the intention of later claiming, "Gee, I thought it was clear," you're over the line. 

11) Wandering eyes 

If you read other people's email without permission, either at their desks (whether or not they're present), or by any other means, you're over the line. Except, of course, if it's part of your job. 

12) Forgery 

If you edit the headers in an excerpted or forwarded message so as to misrepresent the time, date, author, subject or routing of the message, you're way over the line. 

13) Masquerade 

If you send email from another's account without permission, for the purpose of deceiving someone, pretending that you're the owner of the account, you're over the line. 
VI. Conclusion

The Internet provides us with one of the easiest communication tools ever afforded to the mankind. It is quick, cheap and not private. Email is as public as a postcard! Every message you send through the Internet can be hacked for interesting details by anyone. Even though it is not private, there are also possible ways to protect e-mail. At the end, there are some ethics that everyone should follow it to be in the saved side.
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