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ABSTRACT when stolen [1]. In [2], Schneier states that for a biometrics-

. . . ... based verification system to work properly, the verifier sys-
Following the emergence and success of biometric |dent|f|cq—em must ensure the legitimate origin of the biometric data
tion systems as a powerful and irrefutable tool for security—at the time of enroliment. Also, due to theglert nature of
aware architectures, it became evident that ensuring the aic type of data secrecy./ can ,not be achieved. In a generic
thenticity of the biometric data itself is achal_lenging researdbiometric system, eight basic sources of attacks are identi-
prOb'e”.‘- Furthermore, theper nature of th's type of dgta fied by Ratha et al. [3]. A brief summary of these attacks
makes it extre.mel_y vulngrable against typical processing a3 outlined in [1]. All of these attacks aim at decreasing the
tack; present in biometric acquisition hardwgre and SOftwar%redibiIity of a biometric system. However, many solutions
In th'? Paper, we propose a robust watermarking system to alre possible to counterfeit these attacks. Using such solutions
thenticate the biometric data. To enable the watermark robus\;\;i” not only help in harnessing the use of the biometrics-
ness, er embed tfhi ws_termark .payload 3\7'”9 the mqst Mased systems, but in increasing the security of the biomet-
pgrtantdeaturgs odtbe h|ometr|(|: Images. We propose IMagf. yata itself. Potential candidate solutions are encryption,
edges, determine Yt € Wavg Fft maxima p'omts, '.[0 ,quant'f}ﬁigital watermarking, and steganography. In this paper, we
the robust feat_u ré points pertalnlng to the b"?r_”e‘T'C 'mage ropose a solution based on digital watermarking to protect
The feature points, _vvavelet maxima, are mod_|f|e_d In away Qe authenticity of fingerprint images. The latter embeds pro-
ensure watermark |mper.ce.pt|b|lllty wh_|Ie ach|evmg high ro- rietary information, such as owner data and copyright infor-
bustness. AI.S‘O’ geometric-invariance s achieved b?caPSe t tion, in the host content to protect the intellectual property
wavelgt maxima representations are capable of adjustmg tquhts of that content [4]. Jain and Uludag [1] propose two
sampling grid when the host images are translated. Fmall;a plications of an amplitude modulation-based watermarking
performance results are reported to illustrate the robustne ethod to hide a user's biometric data in a variety of host

of the proposed watermarking system. images images. Uludag’'s method is capable of increasing the
security of both the hidden biometric data (egigen-faceo-
1. INTRODUCTION efficients) and host fingerprint images. To achieve watermark

imperceptibility, image-adaptive weights are used to control

Security-aware (SA) architectures are becoming increasingljne embedding strength. Two spatial domain methods for wa-
popular to undermine the risks and anticipate the dangers etermarking fingerprint images are proposed by Gunsel et al.
gendered by any terrorist threat. In most available SA systeni8]. In the first method, fingerprint features, detected via a
and frameworks, digital biometrics-basetpersonal identi- ~ gradient orientation analysis, are kept intact and the water-
fication techniques, using physiological or behavioral charaghark payload is embedded in the remaining image elements.
teristics, are gaining wider acceptance and popularity. Sucho avoid affecting the fingerprint classification stage, the sec-
acceptance and popularity are mainly attributed to the abilond method preserves the singular points in the fingerprint
ity of the latter techniques to discriminate between differenimage. A scheme for embedding the watermark payload in
authorized and impostor individuals. It should be noted thathe compressed stream of fingerprint images is proposed by
traditional 'token-basetior ”knowledge-basédtechniques Ratha etal. [6]. The embedding operates in the compressed
such as identification cards (ID), passwords, etc., have less csiream generated by the wavelet scalar quantizer (WSQ) stan-
pabilities than their biometrics-based counterparts. Howeveflard. The WSQ coefficients are altered in a way to account
the wide-spread acceptance of the biometrics-based techné®r possible image degradation. In this paper, we propose
ogy has given rise to serious concerns about the security agdrobust watermarking system to authenticate the biometric
integrity of the biometric data. For instance, unlike the casélata. To enable the watermark robustness, we embed the wa-
of credit cards, ID cards, or passwords which can be replacg@rmark payload using the most important features of the bio-
if stolen, it is not possible to replace a person’s biometric datanetric images. The paper organization is as follows. Section
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Fig. 1. (a) Fingerprint image. (b) Third-level Approximation Fig. 2. (a) Fingerprint image. (b) Image edges quantified by
subband using orthogonal decomposition. (c) Third-level Apwavelet maxima points.
proximation subband using nonorthogonal decomposition.

let's define two wavelet functions that are partial derivatives
Il describes the basic components of the proposed watermargf a two-dimensional smoothing functiéz, y) [7]:
ing system. System improvements are detailed in Section Ill.
Then, in Section IV, we present the performance results for 90 (2. y) 90 (z,y)
fingerprint watermarking in the presence of various acciden- ' (z,y) = PY) and 2 (z,y) = PAY) ()
tal and intentional attacks such additive white Gaussian noise Oz Ay
(AWGN), Wiener/median filtering, JPEG/JPEG2000 compres-
sion. Conclusions and future work directions are drawn irht
Section V.

Then, the wavelet transform of the input imadéz, y),
a scales = 27 has the following two components:

2. FINGERPRINT WATERMARKING SYSTEM s o0 o0 L

Wac (S;U,U) = / / I(l’vy)i/’s (Jc—u,y—v) da:dy (2)
A nonorthogonal multiresolution decomposition is used to ex- e

tract the wavelet maxima [7]. The resulting image decompo-

sition is redundant since the latter decomposition does not in- 00 oo

volve downsampling after each decomposition stage. The réV, (s;u,v) = / / I(z,y)? (x —u,y —v)dady (3)
dundant nature of the decomposition represents a major hand- e

icap for using such representations in watermarking applica- whereW! (s; u, v) andW/ (s;u, v) are the wavelet coef-
tions where the payload is embedded by altering the host infcients at location pointu, v)yin the x-channel and y-channel
age coefficients. In this case, the modifications U”dergor‘@omponents at sca respectively. Mallat and Zhong [7]
by the host transform are guaranteed to be preserved by theqow that the two components given in Egs. 2-3 are pro-

inverse transformation. To alleviate this problem, we adOPtportional to the coordinates of the gradient vectod of, y)
in this paper, a hybrid orthogonal-nonorthogonal image degmgothed by, (z,y).

composition. Therefore, the resulting decomposition will be
smoother than the host image at a coarser scale and rob@sp. Watermark Embedding Algorithm
to compression attacks. In Fig.1, we illustrate the results of

three-level orthogonal and nonorthogonal wavelet decompdS mentioned earlier, we will embed the watermark into the
sitions on a fingerprint image, respectively. It is clearly il- hybrid transform domain obtained after applying twor-"
lustrated that the approximation subband, based on the lattEfogonal decomposition levels and then onednorthogo-
transform, is smoother than the input image itself unlike thd1a” decomposition level on the approximation subband of
case of the approximation subband resulting from the formeih® former block as shown in Fig. 3. First, the host image is

transform [7]. Nonorthogonal wavelet transforms are knowrfl€c0mposed using a two-level orthogonal decomposition fol-
for their ability to capture the salient signal features (for botdoWed by one-level nonorthogonal decomposition of the ap-

1D and 2D signals) as detailed in [7]. Image edges can bgroxin_wation subbapd. Such hybrid dgcor_nposition yiel_ds the
efficiently quantified using such transforms. Fig. 2 shows thd®!lowing subband images: 1) approximation subband image,

fingerprint image and the corresponding thresholded wavel&gferred to byA(u, v), 2) horizontal details’ subband image,
maximapsietslaxima Representation referred to a3V, (u, v) and 3) vertical details’ subband image,

referred to adVs(u, v). Then, the subband coefficients of ei-

In order to preserve the shift-invariance property, wavelet maxher W1 (u, v) or Ws(u, v) subband that represent the wavelet
ima representations are used for their ability to adapt the sanmaxima are selected for watermark embedding using scala
pling scheme by translating the sampling grid when the proQIM quantization [8]. It should be noted that the redundancy
cessed input is translated [7]. Borrowing the underlying prin-of the final image representation represents the main diffi-
ciples of Cannys’ multiresolution edge detector algorithm,culty in the proposed algorithm. In this case, the resulting
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Fig. 3. Watermark embedding block.

Fig. 4. (a) Original fingerprint image. (b) Watermarked im-
age. (c) Difference image.

watermarked subband image may be awvalid’ represen- report the performance results averaged over all the database

tation and some of the embedded data may be lost after tf{g'29€S: | Furtgermorle, the yvatermark paqua_d 'S en;]ber(]jdgd
reconstruction stage. Also, to circumvent the total loss of thg/Sing selected wavelet maxima points pertaining to the hori-

embedded data, we use repetition code to increase the prof2tal details subband only. Fig. 4 shows the watermarking

bility of data recovery, hence, reducing the probability of falseresun_S for a fmgerprm_t 'mage extracted f_rom a standard fin-
alarms at the decoder stage. gerprint database. Using an image adaptive threshold, the to-
tal number of embedded bits 182 bits and the watermarked
2.3. Watermark Decoding Algorithm image has a PSNR value3ff_.63 dB. Furthermore, th_e water-
mark payload has been adjusted and embedded in the salient
Because the watermark embedding is performed using QlMoints of the fingerprint image (around edges and sharp de-
quantization of wavelet maxima points, the watermark decodtails) as evidenced by the difference image shown in Fig. 4-
ing/recovery is quite simple. Similar to the embedding stage(c). It is quite interesting to note that the procedure for max-
the watermarked image is formed transformed using the samga selection has been refined and the total number of re-
decomposition structure as that shown in Fig. 3. Then, theained maxima points has been reduced fi@g60 to 1583
wavelet maxima points are extracted for re-quantization. Singsints. It should be noted that for the embedded watermark
the watermark data is protected via code repetition, majoritpayload, repetition coding has been used to enhance the ro-
rule is applied to decide the decoded bit. bustness and reliability of the watermark payload. Through-
out the reported results, we will use the bit error rate (BER)
as the performance measure to evaluate the proposed algo-
. . . rithm. Fig. 5 shows the system robustness against AWGN
Since th? prpposed wqtermarkmg scheme IS not expected g?tack. Obviously, the proposed scheme exhibits an excellent
operate in friendly environments, further refinements are ré arformance in the presence of AWGN attack. The system

quired in order to enhance its robustness versus hostile attagﬁrformance against Wiener and median filtering is shown in
scenarios. Among the proposed enhancements, the selecti’g@_ 6. Various local sizes for the filter window have been

of the maxima points should be con5|der_ed more Carem_”yfested. We report the performance results for window sizes of
The selection procedure should not consider those maxi

m?, 5, 7, and9, respectively. In Fig. 7, we present results for

points that are more likely to be destroyed by moderate or S%he performance of the proposed watermarking system in the

vere image manipulations. The threshold used for the sele resence of JPEG 2000 compression. Fig.9 clearly shows that
tion of the wavelet maxima points plays a crucial role in the,

performance of the proposed algorithm. The higher the valuthe proposed watermark embedding scheme does not alter the

focation of the minutiae points which makes the fingerprint
of the threshold, the better is the watermark robustness. Ho P gerp

L L %atching process unaffected.
ever, this will put a severe limitation on the number of pos-

sible host coefficients and, therefore, the watermark capacity 5. CONCLUSIONS

will drop drastically. At the decoder stage, the identification

of false wavelet maxima points would lead to an increase inn this paper, we have proposed a novel scheme for high-
the false alarm probability. A more complex watermark de-eliability, robust, and high-capacity digital watermarking for

3. ALGORITHM REFINEMENT

coder is necessary to combat such limitations. fingerprint images. The robustness of the embedded water-
mark is ensured by the selection of image salient points to
4. SYSTEM PERFORMANCE carry the watermark payload. Wavelet maxima, better known

for edge characterization, are selected as the candidate chan-
We run experiments to evaluate the performance of the praiel to conceal the embedded watermark. Reported results
posed watermarking system using a database of fingerprintearly illustrate the robustness of the proposed scheme against
images having an identical size 8f2 x 512. However, we several linear and geometric image manipulations and attacks.
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Fig. 5. Mean logarithmic BERs in the presence of AWGN
noise.
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Fig. 6. Mean logarithmic BERs in the presence of Wiener
(solid line) and median (dotted line) filtering attack.
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Fig. 7. Mean logarithmic BERs in the presence of JPEG 20065]

compression.
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Fig. 8. Mean logarithmic BERs in the presence of rotation
attack.
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Fig. 9. (a) Original fingerprint image with overlaid minutiae.
(b) Watermarked fingerprint image with overlaid minutiae.

Furthermore, the outlined algorithm enjoys high impercepti-
bility as evidenced by the PSNR values of the watermarked
images and the main fingerprint features, used in the classi-

fication and matching block, are not affected by the embed-

ding algorithm. Finally, as a possible future extension of the
present work, a robust perceptual image hashing scheme may
be developed using wavelet maxima as feature points for the
construction of perceptually robust hash strings.
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