INFORMATION & COMPUTER SCIENCE DEPARTMENT, KFUPM

SWE344: Internet Protocols & Client-Server Programming

LAB  #08: HTTP Clients & Servers 


Objectives:

To gain experience with:

· Creating HTTP-Clients and Servers.
1.
Overview of HTTP 1.0 (RFC 1945)

· HTTP client request has the following format, where each line ends with CRLF (“\r\n”): 

method request-URI HTTP-version (request-line)
headers (0 or more lines)
<blank line> (CRLF)
message-body (only if a POST method)

· request methods (case sensitive): 

· GET: request document named by request-URI 

· HEAD: return only header information of request-URI (e.g., test for validity, recent modification) 

· POST: submit information to entity given by request-URI 

· request-URI

This specifies the full path of the resource relative to the server. eg: 
/swe344/lectures/lecture1.html

· HTTP-version

This specifies the version of HTTP protocol that the client is able to handle.  The values are:  HTTP/1.0 or HTTP/1.1
· Header Lines

· Header lines provide information about the request or response, or about the object sent in the message body. 

· The header lines are in the form "Header-Name: value", ending with CRLF. 

· The header name is not case-sensitive (but the value may be). 

· Any number of spaces or tabs may be between the ":" and the value. 

Some common header names are:

· User-Agent : The client program (client)

· Content-Length : length of the message (client/server)

· Content-Type: type of the content (server)

· Date : date sent (sever)

· Expires : expiry date of the content (server)

· Last-Modified : Last modification date (server)

· example of request:

GET /index.html HTTP/1.0 

User-Agent: Mozilla/2.02Gold 
<blank line here> 

· HTTP server response has the following format, where again each line ends with “\r\n”: 

HTTP-version status-code  reason-phrase (status-line)

headers (0 or more lines)

<blank line> (CRLF)

message-body
· The status code is a three-digit integer, and the first digit identifies the general category of response: 

· 1xx indicates an informational message only 

· 2xx indicates success  

· 3xx redirects the client to another URL 

· 4xx indicates an error on the client's part 

· 5xx indicates an error on the server's part 

The most common status codes are: 

200 OK : The request succeeded, and the resulting resource is returned in the message body. 

404 Not Found : The requested resource doesn't exist. 

301 Moved Permanently 
302 Moved Temporarily

500 Server Error  : An unexpected server error. 

· example of response: 

HTTP/1.0 200 OK

Date: Fri, 31 Dec 1999 23:59:59 GMT

Content-Type: text/html

Content-Length: 1354

<html>

<body>

…..
</body>

</html>

1.1 Testing HTTP Server

You can use TELNET to test a http server to visualize the above examples. 
For example, to download the document: http://www.ccse.kfupm.edu.sa/~bmghandi/swe344/swe344.txt
Enter the following commands on the command window:

telnet www.ccse.kfupm.edu.sa 80

GET /~bmghandi/swe344/swe344.txt HTTP/1.0

    <blank Line>

You should get an output similar to the following:
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Example 1: 
You can also write a TCP client using the TcpClient or the Socket class to retrieve the document.

	void OnGetClicked(object sender, System.EventArgs e)

{


String url = urlBox.Text;


int doubleSlahIndex = url.IndexOf("//");


if (doubleSlahIndex>0) {  //remove protocol part


doubleSlahIndex+=2;



url = url.Substring(doubleSlahIndex); 

}


int pathIndex = url.IndexOf('/');


string host = url.Substring(0, pathIndex);


string path = url.Substring(pathIndex);


int port = int.Parse(portBox.Text);


client = new TcpClient(host, port);


stream = client.GetStream();


reader = new StreamReader(stream);


writer = new StreamWriter(stream);


String command = "GET "+path+ " HTTP/1.0"+"\r\n";


writer.WriteLine(command);


writer.Flush();


string input;


while((input = reader.ReadLine()) != null) {



resultBox.Text += input + "\r\n";


}

}
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2.
The HTTP Client Classes
Because of the importance of the HTTP protocol, in addition to the Socket classes, C# provides a number of classes in the System.Net namespace that simplify the creation of HTTP clients.  
2.1
The WebClient class

This is the simplest of the HTTP client classes. Following are some of its properties and methods.

	Credentials
	Gets or sets the network credentials used to authenticate the request with the Internet resource.

	Headers
	Gets or sets a collection of headers (name/value pairs) associated with the request.

	ResponseHeaders
	Gets a collection of headers associated with the response.

	byte[] DownloadData(string uri);


	Downloads data from a resource with the specified URI.

	void DownloadFile(string uri, string fileName);
	Downloads data from a resource with the specified URI to a local file.

	Stream OpenRead(string uri);


	Opens a readable stream for the data downloaded from a resource with the specified URI.

	Stream OpenWrite(string uri);

Stream OpenWrite(string uri, string method);
	Opens a stream for writing data to a resource with the specified URI.

	byte[] UploadData(string uri, byte[] data);

byte[] UploadData(string uri, string method, byte[] data);
	Uploads a data buffer to a resource with the specified URI.

	byte[] UploadFile(string uri, string fileName);

byte[] UploadFile(string uri, string method, string fileName);
	Uploads a local file to a resource with the specified URI.


Example 2: The following example shows how to use the WebClient class:
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	private WebClient client = new WebClient();
public WebClientExample()

{


InitializeComponent(); 

}

void OnGetData(object sender, System.EventArgs e)

{


try {



byte[] data = client.DownloadData(urlBox.Text);



resultBox.Text = Encoding.ASCII.GetString(data);



ShowHeaders();


}


catch (WebException ex) {



MessageBox.Show(ex.Message, "Exception");


}

}

void OnGetFile(object sender, System.EventArgs e)

{


try { 



string fname = urlBox.Text.Substring(urlBox.Text.LastIndexOf("/")+1);



client.DownloadFile(urlBox.Text, fname);



resultBox.Text = "File Downloaded";



ShowHeaders();


}


catch (WebException ex) {



MessageBox.Show(ex.Message, "Exception");


}

}

void OnReadData(object sender, System.EventArgs e)

{


try {



StreamReader reader = new StreamReader(client.OpenRead(urlBox.Text));



String line;



resultBox.Text = "";



while ((line=reader.ReadLine())!= null)




resultBox.Text += line + "\r\n";



reader.Close();



ShowHeaders();


}


catch (WebException ex) {



MessageBox.Show(ex.Message, "Exception");


}

}

void ShowHeaders() {


WebHeaderCollection whc = client.ResponseHeaders;


headerBox.Text = "";


for(int i=0; i<whc.Count; i++) {



headerBox.Text += whc.GetKey(i) + " : " + whc.Get(i) + "\r\n";


}



 }




2.2

The NetworkCredential class

Some web-servers do not allow anonymous access for some resources.  For such servers, an instance of the NetworkCredential class is created and assigned to the Credentials property of the WebClient instance before sending the request.

The NetworkCredential class has the following constructors:

	NetworkCredential();

NetworkCredential(string userName, string password);

NetworkCredential(string userName, string password, string domain);


It also has properties: Domain, Password and UserName.

2.3

The WebRequest, WebResponse and related classes.

For more advanced HTTP client applications, the WebRequest and WebResponse classes should be used.  These classes provide more methods and properties for manipulating the headers, including a Proxy property, which is used to specify a proxy server.

However, the WebRequest and WebResponse are abstract classes.  To create objects, their subclasses are used depending on the type of the URI.

The subclasses of WebRequest are HttpWebRequest and FileWebRequest.  

Similarly, WebResponse has HttpWebResponse and FileWebResponse as concrete subclasses.

The following are some of the properties and methods of the HttpWebRequest class:

	Accept 
	Gets or sets the value of the Accept HTTP header.

	Address 
	Gets the URI of the Internet resource that actually responds to the request.

	AllowAutoRedirect 
	Gets or sets a value that indicates whether the request should follow redirection responses.

	ClientCertificates
	Gets the collection of security certificates associated with this request.

	Connection 
	Gets or sets the value of the Connection HTTP header.

	ContentLength 
	Gets or sets the Content-length HTTP header.

	ContentType 
	Overridden. Gets or sets the value of the Content-type HTTP header.

	Credentials
	Overridden. Provides authentication information for the request.

	HaveResponse 
	Gets a value indicating whether a response has been received from an Internet resource.

	Headers 
	Gets a collection of the name/value pairs that make up the HTTP headers.

	IfModifiedSince 
	Gets or sets the value of the If-Modified-Since HTTP header.

	KeepAlive 
	Gets or sets a value indicating whether to make a persistent connection to the Internet resource.

	MediaType 
	Gets or sets the media type of the request.

	Method 
	Gets or sets the method for the request.

	Pipelined 
	Gets or sets a value indicating whether to pipeline the request to the Internet resource.

	ProtocolVersion 
	Gets or sets the version of HTTP to use for the request.

	Proxy 
	Gets or sets proxy information for the request.

	SendChunked 
	Gets or sets a value indicating whether to send data in segments to the Internet resource.

	UserAgent 
	Gets or sets the value of the User-agent HTTP header.


Methods

	Abort 
	Cancels a request to an Internet resource.

	BeginGetRequestStream 
	Begins an asynchronous request for a Stream instance to use to write data.

	BeginGetResponse 
	Begins an asynchronous request to an Internet resource.

	EndGetRequestStream 
	Ends an asynchronous request for a Stream instance to use to write data.

	EndGetResponse 
	Ends an asynchronous request to an Internet resource.

	GetRequestStream 
	Gets a Stream instance to use to write request data.

	GetResponse 
	Returns a response from an Internet resource.


2.4

WebProxy and GlobalProxySelection classes

To communicate through a proxy, an instance of the WebProxy class must be created.  

The proxy instance is assigned to the Proxy property of the WebRequest instance or assigned globally using the GlobalProxySelection class.

The most complete version of the WebProxy constructor has the following form:

public WebProxy(string Address, bool BypassOnLocal, string[] BypassList, ICredentials Credentials);

The GlobalProxySelection class is used to define a default proxy which all instances of Web Request will use.  It has a property, Select, which is assigned the WebProxy instance.

Notice that GlobalProxySelection class can also be used with the WebClient class.

Example 3:

The following example shows a HTTP client, which can be used to communicate with servers even beyond the local network.
	void OnGetUrlClicked(object sender, System.EventArgs e)

{


headerBox.Text = "";


resultBox.Text = "";


NetworkCredential myCred = null;


WebProxy proxyObject = null;


if ( proxyPasswordBox.Text != "")


{   



myCred = new NetworkCredential(proxyUsernameBox.Text,












 proxyPasswordBox.Text, proxyDomainBox.Text);



proxyObject= new WebProxy(proxyServerBox.Text+":"+proxyPortBox.Text,













 true,null, myCred);



//GlobalProxySelection.Select = proxyObject;


}


if (!hasProtocol(urlBox.Text))



urlBox.Text = "http://"+ urlBox.Text;


//if no file name is given append slash


if (urlBox.Text.LastIndexOf('/') == urlBox.Text.LastIndexOf("//")+1)



urlBox.Text +="/";


WebHeaderCollection whc;


WebResponse result = null;


try {



WebRequest req = WebRequest.Create(urlBox.Text);



if (proxyObject != null)




req.Proxy = proxyObject;

        result = req.GetResponse();

        Stream rs = result.GetResponseStream();

        StreamReader sr = new StreamReader(rs); 

        resultBox.Text=sr.ReadToEnd();



whc = result.Headers;



for (int i=0; i<whc.Count; i++) {




headerBox.Text += whc.GetKey(i) + " : " + whc.Get(i) + "\r\n";



}



result.Close();


}


catch(Exception) {



resultBox.Text = "Exception has occured";


}

}

private bool hasProtocol(string s) {


return s.IndexOf("//") != -1;

}
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3. Creating a Http Server

Although there are a number of classes specifically designed to help create Http clients, there are no such helper classes for creating Http Servers.

Like any TCP server, a http server is created using the TcpListener class or using the Socket class.

The following example shows a simple Http 1.0 server that supports only the GET method.

	using System;

using System.Collections;

using System.IO;

using System.Net;

using System.Net.Sockets;

using System.Threading;

class SimpleHttpServer {


static int count = 0;


public static void Main(string[] args)
{



string docFolder = Directory.GetCurrentDirectory();



int portNumber = 8080;



TcpListener tcpListener = new TcpListener(IPAddress.Any, portNumber);



tcpListener.Start();





Console.WriteLine("Waiting for a connection on port 8080 ... ");


while (true) {


   TcpClient client = tcpListener.AcceptTcpClient();




Console.WriteLine("Visitor Count: "+ (++count));




ConnectionHandler handler = new ConnectionHandler(client);




ThreadPool.QueueUserWorkItem(new WaitCallback(handler.HandleConnection), docFolder);



}


}

}

class ConnectionHandler

{


TcpClient client;


NetworkStream stream;


StreamReader reader; 


StreamWriter writer;


string docFolder;


string request;


public ConnectionHandler(TcpClient client) {



this.client = client;



stream = client.GetStream();



reader = new StreamReader(stream);



writer = new StreamWriter(stream);


}


public void HandleConnection(Object state) {



docFolder = (string) state;



request = reader.ReadLine(); //read the request;



string input;



//read rest of the request



while ((input = reader.ReadLine()).Length != 0); 



string[] token = request.Split(' ');



if (token.Length == 3 && token[0] == "GET" &&



    token[1].StartsWith("/") && token[2].StartsWith("HTTP")) {




string fileName = token[1].Replace('/', '\\');




fileName = docFolder + fileName;




if (File.Exists(fileName)) {





writer.Write("HTTP/1.0 200 OK\r\n"); //send response line





SendHeaders(fileName);





SendFile(fileName);




}




else





WriteError(404, "Not Found");




}



else {



    WriteError(400, "Bad Request");







}



stream.Close();



client.Close();


}


public void WriteError(int status, string message) {



writer.Write("HTTP/1.0 " + status + " " + message + "\r\n");



writer.Write("\r\n");



writer.Flush();


}


public void SendHeaders(string fileName) {



FileInfo file = new FileInfo(fileName);



writer.Write("Content-Length: " + file.Length + "\r\n");



writer.Write("\r\n"); //blank line here!



writer.Flush();
//need to flush the headers



}


public void SendFile(string fileName) {



FileStream file = new FileStream(fileName, FileMode.Open, FileAccess.Read, FileShare.Read);



byte[] data = new byte[4096];




while (file.Position < file.Length) {




int read = file.Read(data, 0, data.Length);




stream.Write(data, 0, read);



}



stream.Flush();



file.Close();


}

}


4. Tasks:

1.
Improve the BetterHttpClient example so that it has an additional button, “Head”.  When this button is clicked, your application should make a HEAD request and display the result in the Headers section of the display.

Note:  Your application must NOT get the file content for HEAD request, only the headers.

2.
Improve the SimpleHttpServer example so that:

a. It is sends the following Content-Type values for the following file extensions

	File Extension
	Content-Type

	txt
	text/plain

	htm, html
	text/html

	doc
	application/msword

	gif
	image/gif

	jpg
	image/jpeg

	Any other extension (exe, etc)
	application/octet-stream


b. It should also supports the Date and Last-Modified headers in addition to Content-Length.

Notes:

DateTime.UtcNow will return the current time in GMT.  To convert the time to the format required by HTTP, you need to pass “r” as argument to the ToString method of the DateTime object.:


String s = DateTime.UtcNow.ToString(“r”) 
The File class has a method:

 public static DateTime GetLastWriteTimeUtc(string path)
that returns the last time in GMT that the files was last modified.  

c. It supports the HEAD method.  In this case, your server should return the Date, Content-Length, Content-Type and Last-Modified headers with no contents.

3.
Write a HTTP client application, LinksFinder, similar to the BetterHttpClient example, but which instead of displaying the content of a URL, it displays all the links in the file.   If a link is relative, your application should convert it to absolute using the original URL before displaying it.

Notes:

a. Links are represented in HTML files using the href  tag.

<a href="lectures/Lect01_Introduction.doc">

<a href="http://www.kfupm.edu.sa">

b. You may find the method, IndexOf(string arg, int start), of the string class useful. 
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