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Chapter 10

Managing a Network

Learning Objectives

In this chapter, students will learn the different utilities and tools used to manage the system. At the end of the lesson, the students should be able to:

· Describe Windows network management tools.

· Implement Windows and NetWare network management.

Estimated Time for Module: 3 hours, 45 minutes

This lesson enables the students to learn about the tools available on Windows workstation computers and servers. They will also learn how to manage their computers by running utilities like the Task Manager, Performance console, Network Monitor, Novell’s text-based commands, NetWare Loadable Modules at the NetWare server console, and specific NetWare utilities. The lesson also discusses the compression and quota-management tools available on NTFS volumes.

Preparing for Class

In this chapter, you will teach your students more about managing the classroom network. They will first learn about the tools available on the Windows workstation computers, and also about some available on the server. They will learn how users can help manage their own computers by running utilities that check their disks or defragment their storage, backing up their own files, and viewing their active tasks using Task Manager. On their server, they will learn about the Simple Network Management Protocol (SNMP), Performance console, and Network Monitor. They will also learn about the compression and quota-management tools available on NTFS volumes. Then, they will learn to use Novell’s text-based commands and NetWare Loadable Modules at the NetWare server console. Finally, they will examine some of the features of specific NetWare utilities, such as MONITOR, DSREPAIR, and NWCONFIG.

Prerequisites for Class

Ensure that the students:

· Are comfortable with basic computing skills (mouse and keyboard use), understand the functions of a PC, and have a basic understanding of what an operating system is.

· Have access to the Internet so that they can conduct research.

Class Preparation Notes

Ideally, each student will have the opportunity to work through the various projects and labs in this chapter. Group work is strongly encouraged. Internet research on this topic is required to be successful in this process.

General Teaching Tips

This lesson provides an opportunity for your students to take advantage of learning some basic networking management skills, and introduces them to the various network management tools that we use in the Windows and Novell environment. The use of these management programs within the operating systems will be very beneficial to their everyday management of a network. The lessons and labs in the book are excellent and should be used to enhance the educational process. Keep it as much hands-on as possible.

Key Terms

agent — A network node that is monitored by SNMP and managed by the SNMP manager.
arguments — Parts of a command that usually tell the system what to execute the command upon.
cache buffers — Available working memory.
compression — Reducing the size of files so that they take up less storage space.
Graph view — The System Monitor view that plots the data for each item that you are tracking as a line graph, with time along the horizontal axis and amplitude along the vertical axis.
Histogram view — The System Monitor view that displays the data for each item being tracked along two axes, time and amplitude, with bars showing totals for different items.
kernel — The core of an operating system. It contains all the programs needed to manage the user’s interaction with the computer using the operating system’s basic operations.
Management Information Base (MIB) — A database created and managed by SNMP to list the information on each node that should be monitored by the agent and reported back to the manager.
Network Monitor — A utility on Windows 2000 server that is similar to the Performance console, but is intended to provide information about the health of a network.
nodes — The objects on the network, such as servers, workstations, printers, hubs, switches, and routers, are called nodes.
page file — A temporary disk work space that is used as memory, with working items being moved in and out of the space as necessary.
quota — An assigned limit on the amount of network storage space users can use. It is designed to ensure an equitable distribution of space when such networked resources are limited.
replicas — Duplicate pieces of the Directory that NDS stores on many of the servers around the network.
Report view — The System Monitor view that displays the data for each item being tracked in a summary format only.
Simple Network Management Protocol (SNMP) — An Internet-standard protocol that facilitates the monitoring of a network and sending status updates to a central location, called the network management system (NMS).
SNMP manager — The SNMP manager uses installed network management software as it performs the monitoring and management duties that it has been configured for.
System Monitor — The portion of your Performance console utility that allows you to view either the current system activities or those recorded using Performance Logs and Alerts.
Task Manager — A management tool available at the user level, through the taskbar, that provides a means to not only gather information about a user’s computer, but also to start or stop most of their own applications.
trap message — An SNMP alarm message sent by agents when they are configured to look for specific events (like login failures or other unauthorized access) and report their occurrence.
Lecture Outline

I.
Describing Windows Network Management Tools

A.
Windows XP Professional Workstation tools.

1.
Tools for use on local disks.

a)
Error-checking.

b)
Defragmentation.

c)
Backup utilities.

2.
Task Manager.

a)
Provides users with a means to gather information about their computers.

b)
Start or stop most of their own applications.

B.
Windows 2000 Server tools.

Teaching Tip

This is another area where an overhead projector attached to your instructor’s PC comes in very handy. You can go through the following tools and actually show the students how to initiate, collect, and show management information on the network. I even go so far as to have the students go out to the Internet and see the monitoring tool at work.

1.
Simple Network Management Protocol (SNMP) service.

a)
Internet-standard protocol.

b)
Facilitates the monitoring of the system and sending status updates to a central location.

c)
Started or stopped through the Windows Components wizard.

2.
Performance console.

a)
A utility program that collects data about your system’s performance.

(1)
System Monitor views are graph, histogram, and report.

b)
Performance Logs and Alerts.

(1)
Configure and record the sampled data that is displayed in the System Monitor.

3.
Network Monitor.

a)
A utility intended to provide information about the health of your network.

II.
Implementing Windows and NetWare Network Management

A.
Windows networks.

Teaching Tip

Compression is a tough topic for most students to understand. I always find it easier to take an opportunity to create a folder, copy some files into that folder, and then compress it so that they can see the results. In addition, you can then move that file to a different shared drive that is NTFS and not NTFS. The students can then see the actual differences.

1.
Compressing data.

a)
Compression levels.

(1)
Volume level.

(2)
File level.

b)
Compression on NTFS volumes only.

c)
Compression rules.

(1)
A file, whether copied or moved, will inherit the compression attributes of the new folder that it is being copied or moved into.

(2)
The one exception is that a “move” within the same volume (partition) will not inherit the new folder’s compression attribute.

2.
Setting quotas.

Teaching Tip

Setting quotas is an excellent way to control users on a network. It is something that the students have found increasingly interesting. Have the students take a predetermined amount of space on their network. Then give them a number of users on that network and have them determine what quota limits they would place upon the users.

Discussion Point

This is a good time to ask the students what they think about quotas and quota control on their network.

a)
Equal access but no limits.

b)
Equal access with limits.

c)
Setting limits.

B.
NetWare networks.

Teaching Tip

The best methods to accomplish these tasks are through the use of the Novell server. I would recommend having each student get an opportunity to work through each of the process so they can gain some hands-on experience.

1.
Using the server console.

a)
Entering text-based commands at the console.

b)
Using NetWare Loadable Modules.

2.
Using the MONITOR NLM.

a)
Running MONITOR.

b)
Quick Snapshot.

3.
Using the DSREPAIR NLM.

a)
Unattended full repair.

b)
Advanced options menu.

(1)
Log file and login configuration.

(2)
Repair local DS database.

(3)
Servers known to this database.

(4)
Replica and partition operations.

(5)
Check volume objects and trustees.

(6)
Check external references.

(7)
Security equivalence synchronization.

(8)
Global schema operations.

(9)
View repair log file.

(10)
Create a database dump file.

(11)
Return to main menu.

Project

This project should take 20 to 30 minutes of the class time. The project is to determine the steps required to set quotas on a Linux operating system. The students will need access to the Internet to go to one of the various Web sites to include www.linux.com, www.linux.org, and docs.sun.com, or to conduct a Yahoo search to find quota requirements. One other source is the man pages on the quota command. While the students are performing this task, it is good to walk around the classroom to see what they are doing, making sure that they are on task, and that they are completing their project.

Project Solution

Although the answers from your students will vary, because they will not write down all of the various options available, they should include at least most of the following:

Quota Setup on Linux - Assigning Quota for Users and Groups

This operation is performed with the edquota command (man edquota for details). I would normally run quotacheck with the flags -avug to obtain the most updated file systems usage prior to editing quota. However, this is just a personal habit, and not a required step.

Assigning quota for a particular user

Here's an example. I have a user with the login id bob on my system. The command edquota -u bob takes me into vi (or editor specified in my $EDITOR environment variable) to edit quota for user bob on each partition that has quota enabled. Quotas for user bob:

/dev/hda2: blocks in use: 2594, limits (soft = 5000, hard = 6500)

inodes in use: 356, limits (soft = 1000, hard = 1500)

"blocks in use" is the total number of blocks (in kilobytes) a user has consumed on a partition.

"inodes in use" is the total number of files a user has on a partition.

Assigning quota for a bunch of users with the same value

To rapidly set quotas for, say, 100 users, on my system to the same value as my user bob, I would first edit bob's quota information by hand, then execute edquota -p bob `awk -F: '$3 > 499 {print $1}' /etc/passwd` assuming that you are using csh, and that you assign your user UID's starting with 500.

In addition to edquota, there are three terms, which you should familiarize yourself with: Soft limit, hard limit, and grace period.

Soft limit indicates the maximum amount of disk usage a quota user has on a partition. When combined with grace period, it acts as the borderline, which issues a quota user warning about his impending quota violation.

Hard limit works only when grace period is set. It specifies the absolute limit on the disk usage, which a quota user can't go beyond his hard limit.

Grace period is executed with the command edquota –t. Grace period is a time limit before the soft limit is enforced for a file system with quota enabled. Time units of sec(onds), min(utes), hour(s), day(s), week(s), and month(s) can be used. This is what you'll see with the command edquota –t 
Time units may be: days, hours, minutes, or seconds

Grace period before enforcing soft limits for users: /dev/hda2: block grace period: 0 days, file grace period: 0 days. Change the 0 days part to any length of time you feel reasonable. I personally would choose 7 days (or 1 week).

Chapter Review

In this chapter, we learnt how to:

Describe Windows Network Management Tools

· Accessing the server through the workstation is becoming the most common way to manage the network.

· No matter what the problem is with a user’s computer, they usually blame the network technicians first and then the network itself.

· Management tools, such as the Error-Checking, Defragmentation, and Backup utilities, are available on Windows workstations.

· The Error-Checking tool is also called the Check Disk tool, and it can be initiated with a DOS command by typing chkdsk in the RUN dialog box.

· The defragmentation window includes graphic depictions of the current and projected disk fragmentation.

· The Defragmentation tool requires 15 percent of the total space available on the disk to be empty in order to run properly, but it will run with less.

· The Backup tool can be used to keep a user’s information accessible because users can restore some of their own files if they keep their own backups.

· To initiate a backup, users must be working with their own files, or they must have the Read, Read and Execute, Modify, or Full Control permission to the files.

· To restore from a backup, users must have the Write, Modify, or Full Control permission to the backed up files.

· The Task Manager is started by right-clicking the taskbar, or using ctrl-alt-delete and selecting Task Manager.

· Windows XP Professional adds a Networking tab to the Applications, Processes, and Performance tabs found on the Windows 2000 server’s Task Manager window.

· SNMP is an Internet-standard protocol that facilitates monitoring the system and sending status updates to a central location.

· SNMP nodes send messages when queried by the manager, but they can also send alarm messages on their own when properly configured.

· Performance console lets you collect data about your system’s performance.

· System monitor is a part of the Performance console that lets you view current or recorded information about your system.

· The different views in System Monitor are graph, histogram, and report.

· The Performance Logs and Alerts section of the Performance console records its data in the Perflogs folder on your hard disk drive.

· Network Monitor provides you with information regarding your network’s health.

· Network Monitor actually records the data flowing between the computers on your network and your server.

Implement Network Management

· Improperly maintained networks wastes the effort required to create them.

· A healthy network’s use will tend to increase rapidly.

· Compression reduces the size of files so they take up less storage space.

· Having smaller files that contain the same data implies that you can store more valuable information on your network without increasing storage space.

· Compression can only be implemented on NTFS volumes.

· Compression can be implemented at the volume level with everything on that volume being stored in the compressed state, or at the file level where only specific files are compressed.

· Compression and encryption are mutually exclusive.

· Applications using compressed files check the compression state and uncompress applicable files prior to use.

· Except for FAT partitions (which are always uncompressed), moving a compressed file from one location on a volume to another location on the same volume has that file retain its original compression state, whereas copying that file to another location on the same volume has the file acquire the compression state of the receiving location.

· When implementing compression, you have the option of leaving an object’s contents as they are or compressing them.

· Quota management assigns a limit on the amount of space that users can use for storage on specific volumes.

· Quota management is available only on NTFS volumes.

· Quotas can be implemented as mandatory, in which case they are enforced, or as informational, which means compliance is simply monitored.

· Quota use on compressed volumes is calculated based on the uncompressed size of the stored files.

· NetWare 6 has extremely detailed, and sometimes complex, network management components.

· The NetWare server console’s text-based commands are still the most widely used management technique.

· Some NetWare commands are stand-alone commands, while others require arguments.

· There are hundreds of commands available for use at the NetWare server console, and you can get information about their use by using the HELP command.

· NLMs are commands stored in locations outside the operating system.

· The NetWare MONITOR NLM is a tool for gathering and monitoring information about your network’s health.

· Periodically running DSREPAIR helps maintain your system.

· NWCONFIG is another important utility used to obtain and update information about your network.

Assessment Quiz

This quiz will test the knowledge students have gained during the lesson.

Questions

1.
Management tools, such as the Error-Checking, Defragmentation, and Backup utilities, are available on ____________________.

2.
The Error-Checking tool is also called the ____________________ tool.

3.
The defragmentation window includes ____________________ of your current and projected disk fragmentation.

4.
The ____________________ can be used to keep a user’s information accessible because users can restore some of their own files if they keep their own backups.

5.
Windows XP Professional adds a ____________________ to the Applications, Processes, and Performance tabs found on the Windows 2000 server’s Task Manager window.

6.
____________________ is an Internet-standard protocol that facilitates the monitoring of the system and sending of status updates to a central location.

7.
Performance console lets you ____________________ about your system’s performance.

8.
System Monitor is a part of the ____________________ console that lets you view current or recorded information about your system.

9.
The different views in ____________________ are graph, histogram, and report.

10.
The Performance Logs and Alerts section of the Performance console records its data in the ____________________ folder on the hard disk drive.

11.
Network Monitor provides you with ____________________ regarding your network’s health.

12.
Network Monitor actually records the data flowing between the ____________________ on your network and your server.

13.
____________________ reduces the size of files so they take up less storage space.

14.
Having ____________________ that contain the same data means that you can store more valuable information on your network without increasing storage space.

15.
Compression can only be implemented on ____________________ volumes.

16.
Compression can be implemented at the ____________________ level with everything on that volume being stored in the compressed state, or at the ____________________ level where only specific files are compressed.

17.
Quota management assigns a ____________________ on the amount of space that users can use for storage on specific volumes.

18.
Quota management is available only on ____________________ volumes.

19.
Quotas can be implemented as ____________________, in which case they are enforced, or as ____________________, which means compliance is simply monitored.

20.
Quota use on compressed volumes is calculated on the basis of the ____________________ size of the stored files.

Answers

1.
Management tools, such as the Error-Checking, Defragmentation, and Backup utilities, are available on Windows workstations.

2.
The Error-Checking tool is also called the Check Disk tool.

3.
The defragmentation window includes graphic depictions of your current and projected disk fragmentation.

4.
The Backup tool can be used to keep a user’s information accessible because users can restore some of their own files if they keep their own backups.

5.
Windows XP Professional adds a Networking tab to the Applications, Processes, and Performance tabs found on the Windows 2000 server’s Task Manager window.

6.
SNMP is an Internet-standard protocol that facilitates monitoring the system and sending status updates to a central location.

7.
Performance console lets you collect data about your system’s performance.

8.
System monitor is a part of the Performance console that lets you view current or recorded information about your system.

9.
The different views in System Monitor are graph, histogram, and report.

10.
The Performance Logs and Alerts section of the Performance console records its data in the Perflogs folder on your hard disk drive.

11.
Network Monitor provides you with information regarding your network’s health.

12.
Network Monitor actually records the data flowing between the computers on your network and your server.

13.
Compression reduces the size of files so they take up less storage space.

14.
Having smaller files that contain the same data means that you can store more valuable information on your network without increasing storage space.

15.
Compression can only be implemented on NTFS volumes.

16.
Compression can be implemented at the volume level with everything on that volume being stored in the compressed state, or at the file level where only specific files are compressed.

17.
Quota management assigns a limit on the amount of space that users can use for storage on specific volumes.

18.
Quota management is available only on NTFS volumes.

19.
Quotas can be implemented as mandatory, in which case they are enforced, or as informational, which means compliance is simply monitored.

20.
Quota use on compressed volumes is calculated on the basis of the uncompressed size of the stored files.
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