
Helpdesk Request Area Routing Questionnaires

Prepared by

Computer Engineering Department

King Fahd University of Petroleum & Minerals

Dhahran, Saudi Arabia

Submitted to

Saudi Telecommunication Company (STC)
Riyadh, Saudi Arabia

July 2004

Contents

1. 3Document Control & Revision History


31.1
Document Summary


31.2
Revision History


2. 4Introduction


42.1
Need for questionnaires


3. 5Questionnaires


53.1
Focused Services


63.1.1
Questionnaire I—Outlook E-Mail


103.1.2
Questionnaire II—Internet browsing


133.1.3
Questionnaire III—Antivirus


153.1.4
Questionnaire IV—windows


173.1.5
Questionnaire V: General Questionnaire


SECTION 1 

Document Control & Revision History

1.1 Document Summary ( This entire section 1.1 maybe deleted, title maybe retained…. Please reduce all white space…)
Title:



Helpdesk Request Area Routing Questionnaires
Authors:


Nadeem Ather & Mohammed Ghouseddin
Version:


1.2
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July 2004
Number of Pages:

18   
1.2 Revision History

	Version
	Pages
	Date
	Status
	Comments

	1.0
	14
	10/01/2004
	Draft
	First draft sent to STC for review

	1.1
	16
	21/03/2004
	Draft
	Second draft with changes made to standard questionnaires and inclusion of general questionnaire and troubleshooting tips


Introduction

1.3 Need for Questionnaires
Questionnaires are a medium to assist the helpdesk Level One staff at STC to redirect the customer service request to the right support group. As part of the plan, KFUPM has developed questionnaires for standard services like E-Mail, Internet, Antivirus, Windows and a General questionnaire for services inherent to STC. The next section details the questionnaires

Questionnaires

1.4 Focused Services
The objective is to develop questionnaires on the following services:
Standard Services
1. Outlook E-Mail
2. Internet Browsing

3. Antivirus 

4. Windows Operating System

Services inherent to STC

5. A general questionnaire
The development of questionnaires is based on the KFUPM experience and keeping in mind the STC environment. Service requests at STC are redirected to one or the other System Support group based on the problem analysis. 

The questionnaires have been developed in the form of Flow Charts which are easily readable and provide an easy way to branch out in any direction of the problem.
Also a few basic troubleshooting tips are included at each stage of the questionnaire which would aid the Level One staff to either solve the problem at Level One itself or to forward the problem to the concerned support group with clear focus on the area of failure (this last phrase not clear…).

1.4.1 Questionnaire I—Outlook E-Mail

E-Mail is a common application at STC. MS Outlook is the client application that is used for E-Mail. Due to the vast use of E-Mail service, solving the problems that occur with this client is a challenging task for the Helpdesk and the Support groups at STC. 

Outlook has the following categories of problems which would be solved with the concerned group:
1. Corrupt Outlook client problems would be solved by the Desktop Group
2. All problems related to network connectivity would be taken care by Data Networks Group
3. Problems related with Active Directory login and password will be solved by Systems Operation & Support Group
4. Any configuration related problems would be solved by the Desktop Group
5. Problems related to bounced messages and multiple copies of genuine messages are often centered at the mail server itself. Such problems would be directed to the Systems Operation & Support Group
6. Often system infected with a particular class of viruses tends to send unintentional messages to people in clients address book. Such problems would be sent to Desktop Group.
7. Other most common error messages on the Outlook client side are as follows:
a. Server name entered is not found even though the user is able to ping to the exchange server. Such problems are solved by Desktop Group
b. Exchange server itself is not available on the network, which should be taken care by the Systems Operations & Support Group
c. User cannot open his personal folders due to issues related to permissions. This type of problems would be taken care by Systems Operations & Support Group
The Flow Chart below depicts the above mentioned problems with a redirection to the proper support group and provides an easy method to the Level One staff of helpdesk to analyze the problem in a better manner.













1.4.2 Questionnaire II—Internet browsing

Internet is an important and most used application in expanding companies like STC. MS Internet Explorer is the client that is used for browsing. This is another challenging task for the Helpdesk and the Support groups at STC due to the variety of problems that occur frequently with this service. The Flow Chart below outlines all the possible branch-outs to analyze the problem and communicate the same to the required Systems Support Group.
Internet Browsing has the following categories of problems:
1. Corrupt Internet Explorer which would be handled by Desktop Group
2. Network connection is not working, which would be handled by Data Network Group
3. Problems with page display, which is related to installation of plug-ins and security controls would be solved by Desktop Group
4. Internet login and password is not accepted, which is related to Active Directory account and would be taken care by System Operations & Support
5. List of errors which show up if everything mentioned above doesn’t occur

The Flow Chart below depicts the above mentioned problems with a redirection to the proper support group and provides an easy method to the Level One staff to analyze the problem in a better manner.











































Below is the list of “Specific Error Numbers” mentioned in the above Flow chart.
1. Conflict - Too many requests for the same file at one time (Error 409)

2. Precondition Failed- A precondition setting required by the client or server has not been met (Error 412)

3. Request Entity Too Large (Error 413)

4. Request-URL Too Large (The URL requested is simply too long) (Error 414)

5. Unsupported Media Type (Error 415)

6. Requested Range Not Satisfiable (Error 416)

7. Expectation Failed (Error 417)

8. Bad Request (Error  400)

9. Payment Required (Error 402)

10. Forbidden (Error 403)

11. Method Not Allowed-The method used to access the document is not allowed (Error 405)

12. Not Acceptable - The web browser does not accept the document format (Error 406)

13. Request Timeout (Error 408)

14. Internal Server Error-The server encountered an error (Error 500)

15. Not Implemented (Error 501)

16. Bad Gateway-The document requested resides on a 3rd party server and the original server received an error from the 3rd party server (Error 502)

17. Service Unavailable-The server is overloaded (Error 503)

18. Gateway Timeout (Error 504)
19. HTTP Version not supported(The server does not support the HTTP version used by the client) (Error 505)
1.4.3 Questionnaire III—Antivirus

Antivirus is one of the methods for protecting and securing STC network. This is another frequently requested task for the Helpdesk and the Support groups at STC due to the widespread of viruses. The Flow Chart below outlines all the possible branch-outs to analyze the problem and communicate the same to the required Systems Support Group

Antivirus has the following categories of problems

1. Antivirus client doesn’t open due to corruption and is handled by Desktop
2. Otherwise he (??? Who is he?) has a list of error messages that are shown up

a. Update of antivirus from the central server fails which leads to the checking of the network connection – Data Networks Group. If the connection is OK then the desktop has to verify the integrity of the software installation

b. Virus is found on the machine but cannot be cleaned or a real time virus warning message pop up from time to time, which leads to the checking of whether the system has  patches or not. Desktop Group would deal with the Security Group to solve the problem.

c. Real time protection problems would be handled by Desktop Group
The Flow Chart below depicts the above mentioned problems with a redirection to the proper support group and provides an easy method to the Level One staff to analyze the problem in a better manner. (you may want to give captions and figure numbers to these flow charts for easy reference..) Sometimes a decision box has only one output, maybe it must be replaced by a rectangular box…






1.4.4 Questionnaire IV—windows

Windows Operating system is the most common platform used at STC. Every OS needs troubleshooting and the areas are quite vast. In the Flow chart given below we have grouped the problems and the redirection to the proper Support groups.
Windows OS has the following categories of problems:
1. Machine has booting problems, handled by Desktop Group
2. User Login/Password is not accepted: the Level One staff has to check whether the system is in the domain or standalone. Depending on the answer, the request would be forwarded to Systems Operations & Support Group or Desktop Group respectively.

3. Login is accepted, but his login takes a long time which may be due to profile problems: the Level One staff has to check whether the system is in the domain or standalone. Depending on the answer, the request would be forwarded to Systems Operations & Support Group or Desktop Group respectively.

4. Computer reboots without warning, which is due to many reasons. Such class of problems would be solved by the Desktop Group.
5. Machine hangs which may be due to applications devices conflicts and will be handled by Desktop Group
6. All Arabic settings issues would be forwarded to Desktop Group
The Flow Chart below depicts the above mentioned problems with a redirection to the proper support group and provides an easy method to the Level One staff to analyze the problem in a better manner.












1.4.5 Questionnaire V: General Questionnaire

There are a number of services strictly inherent to STC. The type of problems and the related flow in these areas is not transparent to KFUPM. But based on a series of meetings with the concerned support group administrators and as per their feedback, it can be inferred  that most of these services would be affected with the following issues:

1. Network based issues

2. Database based issues

3. License/Key based issues

4. Web based issues

5. Authentication based issues

6. Client related issues

Based on these categories, a general questionnaire common to all inherent STC services is prepared.













Gap Analysis of USPSD Implementation at STC
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Document Control & Revision History
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2.2 Revision History

	Version
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	09/05/2004
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	1.1
	11
	14/06/2004
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Knowledge Base Gap Analysis (Since it is a different document, you may start re-numbering the sections… else remove the cover sheet of this section)….
2.3 Introduction

Unicenter ServicePlus SD is the “Intelligent Service Desk” solution that automatically streamlines identifying, tracking, and resolving end-user issues and problems. It features multiple knowledge tools, extensive automation, and comprehensive functionality.. Unicenter ServicePlus SD helps the organization to minimize downtime and maximize service and customer satisfaction. 

Unicenter ServicePlus SD automates the service desk process from issue inception through resolution. Unicenter ServicePlus SD adapts to new business situations by “intelligently” learning from experience through its Keyword Search feature. 

Service analysts and end users can launch searches to the knowledge base directly from the Unicenter ServicePlus SD user interface. When a solution is found, references (or links) to the knowledge documents are stored as part of the issue for future reference.

2.4 Inclusion of Troubleshooting tips and techniques

While exploiting the potential of Service Desk, it is always a good practice to include various troubleshooting tips and techniques related to all services and applications pertinent at STC. Inclusion of troubleshooting tips offers added advantages in the sense that the request gets resolved prior to its inception. Even if not resolved, the troubleshooting tips always aid in allocation of proper concerned request areas. The troubleshooting tips need to be defined in the most intelligent and exhaustive manner so as to zero down to the exact problem. Execution of this task is an ongoing process and involves the following actions.

· Classify a list of troubleshooting tips associated with each service

· In the USPSD knowledge base, populate a list of Primary Categories associated with each Service or major area of failure

· Submit and Publish the troubleshooting tips in their respective Categories
2.5 Application software usage procedures

The customized knowledge base should always include the general usage procedures of all the applications and services. This should include the minimum requirements, the conducive environment to run the application and authorization requirements. Any policies which inhibit access to certain features must be listed. To allow population of knowledge base, with such procedures, it is necessary that all Administrators, Group Leaders and Technical support staff be given the privilege to submit such procedures to the USPSD knowledge base.
2.6 Inclusion of Common configuration settings

The knowledge base should be populated with all the configurations and settings of each application or service. This would aid the users in actively setting up their application in the initial configuration phase.

2.7 Mapping incident root cause with knowledge base

In an enterprise environment, it may happen that a number of areas of failure arise due a unique root cause. The necessary changes and support activities which result in resolution of such areas of failure should all be mapped in the knowledge base for further reference
2.8 Linking with external knowledge base

The customized local knowledge base is always limited with respect to the scope it offers. The local knowledge base is always an apt reference for any issues related to configuration, settings, and customization of various local applications. External knowledge bases cover a broad cope of issues and its solutions. Computer Associates offers a knowledge tools which can integrate with Service Desk. Alternatively, any free knowledge data base can always be imported into Service Desk knowledge base when defined in format complacent with Service Desk   
2.9 Resolution codes

Resolution codes, basically a track of workarounds for the resolution of variety of incident resolutions (rephrase the first sentence, resolution is used three times and still the meaning is not clear). Resolution codes are a handy tool for dealing with any such incidents in future. They provide information on the types of work that support areas undertaken as part of their incident management support. This directly leads to new/better ways to solve incidents. A few of the resolution codes are listed in the following sections. Apart from the below mentioned resolution codes, new resolution codes can always be created based on the requirements.
2.10 Roll back resolution code

(should this  and those below not be a subsection of Section 5.7?) The functionality of a certain application is some times affected due to configuration changes within the application or any of its governing application (Example Operating System). In such scenarios, rolling back the changes would simple solve the incident.
2.11 Upgrade resolution code

An upgrade resolution code can be defined in cases where in, performing a simple software upgrade or hardware upgrade will resolve the incident.
2.12 Hardware repair resolution code

Hardware repair resolution code is defined where incident resolution is achieved at the expense of repair of hardware in any form.
2.13 Altering configuration resolution code

Changing the configuration of certain application to resolve any incident comes under altering configuration resolution code
2.14 Reinstall resolution code

In cases of corrupt application or drivers, simply reinstalling the same would resolve the issue. Reinstallation could be either software or hardware.

Process & Procedures Gap Analysis

2.15 Defining role of a process researcher

The main aim of the process researcher is to effectively monitor the incident management process flow. The scope to be covered by the process researcher includes: monitoring the problem solutions and dealing with unresolved request areas.
2.16 Enforcing SLA (Expand this  term.. ) with respect to End user

In an enterprise organization like STC, a clear spectrum of users exists, who deserve an authority to avail a particular priority and service level agreement. In STC service desk all such users can be identified and linked to a predefined service type. Any request raised by such users will then carry the linked priority and service level agreement.
2.17 Enforcing SLA with respect to Services

Any critical service which directly affects the performance or outage of other services should always be given a respectable service level agreement. When SLA is linked to such critical services, irrespective of user, location, the raised request will carry high priority and SLA. This has a direct impact on improved performance of Service Desk.
2.18 Defining surveys

In Unicenter ServicePlus SD, customer surveys can allow to systematically collect and analyze customer feedback about STC Helpdesk performance. The surveys need to be designed to get the most valuable user feedback which can result in improved performance in STC Helpdesk. It is always a good idea to redesign the surveys from time to time conducive to the changing user environments.
2.19 Proactive announcement procedures

Defining and strictly implementing proactive announcement policy results in proportionate decrease of requests and complaints. Procedure can be defined where in the proactive announcements can be directly posted by the support group leaders or through a central authority of incident coordinator
2.20 Statistical analysis of complaints

In general any request created at the time of service downtime is termed as a complaint. Performing a statistical analysis of complaints makes a clear projection of quality of services offered by each department or support group

Implementation Gap Analysis

2.21 Defining ticket update policy at each functional stage

In cases where an incident requires the intervention of two or more support groups, ticket update policy can be applied at each functional stage. The update should include the reasons for involvement of other support groups other than the one it is assigned to. It is recommended to notify the user regarding the transfer of the request. 

The update of the request should be carried out using the log comment feature of Service Desk. Once a comment is logged, the user gets a notification and gets promptly updated of the status of the request

2.22 Defining standard incident prioritization

While defining priority of any incident, the following parameters need to be considered:

Impact: The effect which the incident can have on the business processes of the organization.

Urgency: The maximum allowable time before which the incident need to be resolved.

Expected Effort: The estimated time that is needed to solve the incident

After assessing the above three factors, proper priority codes can be defined. In cases, where priorities are linked to users or services, the above factors would be overlooked.
2.23 Defining SLA and escalation procedures

Defining of SLA and escalation procedures need to be done at both functional and hierarchical levels. 

Functional Escalation: Functional escalation is needed where in an incident may require some research or intervention of administrator of other support group.

Hierarchical Escalation: Hierarchical escalation basically escalates the incident over the defined helpdesk levels
2.24 Defining work schedules and availability

Defining and implementing the procedure of work schedule and availability results in unnecessary orphaning of requests. Work schedule is needed in an organization where, more than one shifts exists. Once proper work schedules and availability criterion is defined, it takes care of request assignment to latest available staff in the nearest work shift

2.25 Change Management

The goal of change management is to ensure that standardized methods and procedures are used for efficient and prompt handling of all changes, in order to minimize the impact of any related incidents upon service. In most of the cases, changes are required as a result of problems or complaints. In a proactive environment, changes are required seeking an improvement in the services and reducing costs. This proportionately increases the service quality and day-to-day operations of the IT center.

To make an appropriate response to a Change request entails a considered approach to assessment of risk and continuity, Change impact, resource requirements and Change approval. This considered approach is essential to maintain a proper balance between the need for a Change against impact of the Change.  It is particularly important that Change Management processes have high visibility and open channels of communication in order to promote smooth transitions when Changes take place.  The Change Management process depends on the accuracy of the configuration data to ensure the full impact of making Changes is known.

Considering a Change Management Module, often change processes can be classified into following categories:

· Hardware

· Software (System software, application software)

· Documentation and procedures associated with the running, support and maintenance of production system

Broad activities in the change process involve:

· Managing Changes and the Change requests

· Reviewing and closing the change requests

Since the procedures for standard change have  already been implemented by STC to some extent, there is a need to reflect the same through defined workflow tasks in Service Desk Change Management.

This can be carried out by defining the following requirements:

· Change categories

· Work Flow tasks

Change Categories

Change Categories are standard areas (Hardware/Software) which prompt for Requests for Changes.

Work Flow Tasks

Work Flow Tasks are the defined sequences through which the change order needs to go through. Each change category must have at least the following work flow tasks:

· Approval

· Action

· Verification

If a change category needs the requirement of additional work flow tasks, they can be defined exclusively for that change category

Before change categories and work flow tasks are configured in the Service Desk Change Module, an exhaustive documentation to list all such change categories and their associated work flow task with concerned authorities, pertaining to different services at STC, must be carried out.

A. 1 Appendix

	STC HELPDESK GAP ANALYSIS PRILIMINARY ASSESSMENT

	

	As part of carrying out the gap analysis for STC enterprise helpdesk, the following questionnaire was designed to make a preliminary assessment. Questions have been drafted keeping in view module of interest ‘Request Management’ as implemented in Unicenter Service Desk.

	
	

	The feedback in third and fourth column was provided by STC



	S #
	Question
	Answer (Yes/No)
	Comment

	 
	Knowledge Base Gap Analysis

	1
	Is the knowledge base customized to include various troubleshooting tips and techniques?
	NO
	Searching of Knowledge base is available by CA Service Tool as out of box feature but it's not being utilized.

	2
	Usage procedure on working with applications software tools included in knowledge base?
	NO
	

	3
	Are common configurations and settings for various applications like MS office, Internet, Email populated in knowledge base?
	NO
	

	4
	Is mapping of incident root cause with knowledge base done?
	NO
	

	5
	Is external knowledge base included apart from customized knowledge base?
	NO
	

	6
	Are the following resolution codes included?

	6.1
	Roll Back resolution code included?
	NO
	 

	6.2
	Upgrade resolution code included?
	NO
	 

	6.3
	Hardware repair resolution code included?
	NO
	 

	6.4
	Altering Configuration resolution code included?
	NO
	 

	6.5
	Reinstall resolution code included?
	NO
	 

	 
	 
	 
	 

	 
	Process & Procedure Gap Analysis

	1
	Is there a role defined to monitor user submitted solutions to be included in knowledge base?
	YES
	CA Service desk tool allows us to control, audit & monitor new added solutions.

	2
	Is there a role as a process researcher who monitors problem solutions and deals with unresolved request areas?
	NO
	 

	3
	Are service level agreements (SLA) mapped on to End User?
	NO
	 

	4
	Are service level agreements (SLA) mapped on to Services?
	NO
	 

	5
	Is Functional escalation policy defined?
	YES
	 

	6
	Are surveys being used to collect user feedback?
	NO
	It's there out of the box as a part of CA tool but not used.

	7
	Are proactive announcement procedure followed?
	NO
	 

	8
	Is statistical analysis of complaints being done?
	NO
	 

	 
	 
	 
	 

	 
	Implementation Gap Analysis 

	1
	Are the following basic incident management procedures and work instructions implemented?

	1.1
	Is user updated of the solution?
	YES
	Reactively, Upon his request.

	1.1
	Is Ticket Update policy implemented at each functional stage?
	NO
	 

	1.1
	Standard incident prioritization techniques are followed or not?
	NO
	 

	1.1
	Are event notifications/survey notifications configured?
	YES
	Survey notification is disabled.

	1.1
	Are Service Level Agreements and Escalation procedures implemented?
	NO
	 

	1.1
	Are Work Schedules defined and in use?
	NO
	 

	2
	Is change management implemented?
	YES
	Partially

	3
	Is change management integrated with request management?
	YES
	Only Std. Change.

	4
	Is Backup Policy implemented?
	YES
	 

	5
	Is reporting configured?
	YES
	Partially
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