Microsoft Internet Information Server 4.0

Configuration & Administration

(Hands-on Exercise 5.1)

Microsoft IIS 4.0 provides for 2 ways to administer itself. One is by using Microsoft Management Console:
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The other is through a Web interface:
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which asks for the size of the font to use when it starts up.

Selecting Small size fonts:
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Web and FTP Sites

Originally, each domain name, such as www.microsoft.com, represented an individual computer. Nowadays, multiple Web or FTP sites can be run simultaneously on a single computer, giving the appearance of having several computers. Each Web site has the ability to host one or more domain names. Because each site mimics the appearance of an individual computer, sites are sometimes also referred to as virtual servers.

Web and FTP sites are a way of using one computer to host multiple domain names. With only one computer and one installation of Internet Information Server, you are able to give the appearance of having “multiple computers,” with a different Web or FTP site on each “computer.” For example, an Internet service provider (ISP) can use one computer running two Web sites to provide Web sites for two different companies, each with its own unique domain name and IP address. Or, the ISP can use host header names to create several sites with different domain names, but sharing a single IP address. The ISP uses Internet Service Manager to create as many Web or FTP sites as needed for customers, and assigns unique identification information and property settings to each one. An unlimited number of sites can be created. 

Each site on your computer has its own property sheets. The general settings, or properties, for a site are displayed in these property sheets and stored in a database-like structure called the metabase. During the installation of IIS, default values were assigned to the various properties on the property sheets. You can quickly and safely publish documents on your site without changing these default settings. However, if you have an unusual site, or your site requires additional security, you can easily customize the settings for your specific situation.

Properties can be set on the site level, directory level, and even on the file level. Settings on higher levels (such as the site level) are automatically passed on, or inherited, by the lower levels (such as the directory level) but can still be individually edited at the lower level as well. Once a property has been changed on an individual site, directory, or file, changes to the master defaults will not automatically override the individual setting. Instead, you receive a warning message asking you whether you want to change the individual site, directory, or file setting to match the new defaults.

In order to change the properties of a Web or FTP site, access the following IIS administration web pages and make necessary changes:
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Site Directories

When you set up your Web site, you indicate which directories contain the documents that you want to publish. The Web server cannot publish documents that are not within the directories you specify. To plan your Web site, you first determine how you want your files organized. You then use Internet Service Manager to identify which directories are part of the site.

If your Web site consists of files that are all located on one hard disk on the computer running Internet Information Server, you can start publishing documents immediately by simply copying your files into the default home directory, C:\InetPub\Wwwroot. For an FTP site, copy your files into C:\InetPub\Ftproot. The procedures in this section explain how to change the default location of your files and add directories that are located on other hard disks or on computers across the network.

Home Directories

Each Web or FTP site must have one home directory. The home directory is the central location for your published pages. It contains a home page or index file that welcomes customers and contains links to other pages in your site. The home directory is mapped to your site’s domain name or to your server name. For example, if your site’s Internet domain name is www.microsoft.com and your home directory is C:\Website\Microsoft, then browsers use the URL http://www.microsoft.com to access files in your home directory. On an intranet, if your server name is AcctServer, then browsers use the URL http://acctserver to access files in your home directory. A default home directory is created when you install Internet Information Server and when you create a new Web site. 

Virtual Directories

To publish from any directory not contained within your home directory, you create a virtual directory. A virtual directory is a directory that is not contained in the home directory but appears to client browsers as though it were.

A virtual directory has an alias, a name that client browsers use to access that directory. Because an alias is usually shorter than the path name of the directory, it is more convenient for users to type. An alias is more secure; users do not know where your files are physically located on the server and cannot use that information to modify your files. Aliases make it easier for you to move directories in your site. Instead of changing the URL for the directory, you change the mapping between the alias and the physical location of the directory.

Browser Redirects

When a browser requests a page on your Web site, the Web server locates the page identified by the URL and returns it to the browser. When you move a page on your Web site, you can’t always correct all of the links that refer to the old URL of the page. To make sure that browsers can find the page at the new URL, you instruct the Web server to give the browser the new URL. The browser uses the new URL to request the page again. This process is called “redirecting a browser request” or “redirecting a URL.” Redirecting a request for a page is similar to using a forwarding address with a postal service. The forwarding address ensures that letters and packages addressed to your original residence are delivered to your new residence. 

Changing the Home Directory

Each Web site must have one home directory. If you are setting up both a Web site and an FTP site on the same computer, you must specify a different home directory for each service (WWW and FTP). The default home directory for the WWW service is C:\InetPub\Wwwroot. The default home directory for the FTP service is C:\InetPub\Ftproot. You can choose a different directory as your home directory.

To change the home directory

1. In Internet Service Manager, select a Web or FTP site and open its property sheets.
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2. Click on Home Directory, and then specify where your home directory is located. You can select: 

· A directory located on a hard disk on your computer. 

· A share located on a another computer. 

· A redirection to a URL (browsers requesting this URL are forwarded to a new URL). You cannot redirect an FTP directory. 

3. In the text box, specify the path name, share name, or URL of your directory. 

Note If you select a directory on a network share, you may need to enter a user name and password to access the resource. It is recommended that you use the IUSR_computername account. If you use an account that has administration permissions on the server, clients can gain access to server operations. This seriously jeopardizes the security of your network.

Creating Virtual Directories

If your Web site contains files that are located on a different drive than the home directory, or on different computers than the computer running Internet Information Server, you must create virtual directories to include those files in your Web site. A directory can be located on a local drive or on another computer on the network. To use a directory on another computer, you must specify the directory’s Universal Naming Convention (UNC) name and provide a user name and password to use for access permission.

To create a virtual directory

1. In Internet Service Manager, select the Web site or FTP site to which you want to add a directory. 

2. Click on New. 

3. Add the new virtual directory in the New Virtual Directory prompt.

To delete a virtual directory

1. In Internet Service Manager, select the virtual directory you want to delete. 

2. Click on Delete.

Redirecting Requests to a Directory

You can redirect requests for files in a one directory to a different directory, to a different Web site, or to another file in a different directory. When the browser requests the file at the original URL, the Web server instructs the browser to request the page using the new URL.

Assigning Web Site Operators

Web site operators are Windows NT user accounts that have limited administration privileges on a Web site. 

<BIG>To add an operator</BIG>
1. In Internet Service Manager, select the Web/FTP site and click on the web-site to display its property sheets.

On the Operators property sheet, under Web/FTP Site Operator, click the Add button.
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2. Enter a domain name and a user name.
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Security

The Internet is an unprecedented and powerful medium for linking millions of computer users, world-wide. However, the lack of a centralized security authority and the openness of the Internet imposes special risks as many of these users come into contact. More than ever, your security configuration is crucial for protecting the confidentiality and integrity of information stored on your Web server. Web servers without proper security safeguards can encounter various security threats from malicious individuals, as well as from well-intentioned users who accidentally alter important files.

Authentication

You can configure your server to authenticate, or determine a user's Windows NT account identity, before allowing that user to establish a network connection with your server. However, user authentication occurs only when anonymous access is disabled or when the Windows NT File System (NTFS) permissions require users to identify themselves with a valid Windows NT account user name and password.

WWW Authentication

Normally, all users attempting to establish a WWW (HTTP) connection with your Web server log on as anonymous users. When a user establishes an anonymous connection, your Web server must log on the user with an anonymous or guest account (that is, a valid Windows NT user account to which you apply restrictions limiting the files and directories that the anonymous user can access).

For preventing anonymous users from connecting to your restricted content, you can configure your Web server to authenticate users. Authentication involves prompting users for unique user name and password information, which must correspond to a valid Windows NT user account, governed by Windows NT File System (NTFS) file and directory permissions that define the account's level of access.

Your Web server will authenticate users only under the following circumstances:

· Anonymous access is disabled. 

· Anonymous access fails because the anonymous user account does not have permission to access a specific Windows NT File System (NTFS) file or resource. 

If either of the previous conditions are true, your Web server will refuse to establish an anonymous connection and attempt to identify users with the authentication method that you have enabled. Currently, your Web server supports Basic, Windows NT Challenge/Response, and SSL client certificate authentication. By enabling different combinations of these authentication methods, in addition to setting up the anonymous user account, you can establish varying levels of control in determining which users connect to your Web content.

Basic Authentication

The Basic authentication method is a widely used, industry-standard method for collecting user name and password information. When Basic authentication is enabled, the user's Web browser renders a dialog box where users can enter their previously assigned Window NT account user names and passwords. The Web browser then attempts to establish a connection using this information. If the server rejects the information, the Web browser repeatedly displays the dialog box (the number of times depends on the Web browser's configuration) until the user enters a valid user name and password, or closes the dialog box. After your Web server verifies that the user name and password correspond to valid Windows NT account, the user can establish a connection.

Windows NT Challenge/Response Authentication

Your Web server supports Windows NT Challenge/Response authentication, which authenticates users without requiring the transmission of actual passwords across a network. Currently, Microsoft Internet Explorer, version 2.0 or later, is the only Web browser that supports this authentication method.

When you enable Windows NT Challenge/Response authentication, the user's Internet Explorer browser proves its knowledge of the password through a cryptographic exchange with your Web server. The actual password never travels over the network and the user is not prompted for account information.

However, if the authentication exchange initially fails to identify the user, Internet Explorer will prompt the user for a Windows NT account user name and password, which it will process using the same Windows NT Challenge/Response method. Internet Explorer will continue to prompt the user until the user enters a valid user name and password, or closes the prompt dialog box.

SSL Client Certificate Authentication

You can also use your Web server's Secure Sockets Layer (SSL) 3.0 security features to authenticate users by checking the contents of an encrypted digital identification submitted by the user's Web browser during the logon process. Users obtain these digital identifications, called a client certificates, from a mutually trusted third-party organization. Client certificates usually contain identifying information about the user and the organization that issued the certificate. 

Selecting Authentication Methods

You can use your Web server's authentication methods to verify the identity of users attempting to establish a Web (HTTP) connection with your restricted Web content.

· Anonymous access is disabled. 

· Access to files and directories is restricted by Windows NTFS permissions. 

To select an authentication method

3. In Internet Service Manager, select a Web site, directory, or file, and open its property sheets. 

4. Select Security property sheet. Under Anonymous Access and Authentication Control, click Edit. 

5. In the Authentication Methods dialog box, select one or more appropriate methods. 
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Setting Up SSL on Your Server

You can configure your Web server's Secure Sockets Layer (SSL) security features to guarantee the integrity of your content, verify the identity of users, and encrypt network transmissions. 

Your Web server requires a valid server certificate to establish SSL secure communications. Use the Key Manager utility to generate a certificate request file (NewKeyRq.txt, by default) and to create an encryption key pair file. 

You can use the Key Manager to create, import, and export Secure Sockets Layer (SSL) encryption key pairs, which enable you server to negotiate a secure link with a user's browser. When you create a unique key pair for your server, you must attach the key pair to your server certificate.

You can also use Key Manager to request and install server certificates, and to create a key pair for a remote server. Only one server certificate can be assigned to a domain name, and only one key pair can be assigned to a server certificate. 

After you receive a server certificate file, use Key Manager to install your server certificate file. The installation process attaches, or binds, your encryption key pair to the server certificate. 

The Certificate Authority

You can obtain a client certificate from a mutually trusted, commercial organization, called a certificate authority. Before issuing a certificate, the authority requires you to provide identification information, such as a name, address, and organization name. The extent of this information can vary with the identification assurance requirements of the certificate. If you need a certificate to provide absolute assurance about your identity, then the certificate authority will require substantial information from you; gathering this information may require a personal interview with the authority and the endorsement of a notary.

Access Control

You can control which users and computers are allowed to access to your Web server and its resources. You can use both the Windows NT File System and Web server security features to assign users specific access rights to directories and files.

Granting and Denying Access to Computers

You can configure your Web server to grant or deny specific computers, groups of computers, or domains access to Web sites, directories, or files. For example, you can prevent outside network users from accessing your Web server by granting access only to members of your intranet, and explicitly denying access to outside users.

To grant access to computers

6. In Internet Service Manager, select a Web site, directory, or file, and open its property sheets. 

7. Select Security property sheet. Under TCP/IP and Domain Name Restrictions, click Edit. 

8. In the IP Address and Domain Name Restrictions dialog box, select the Denied Access option. When you select this option, you deny access to all computers and domains, except those that you specifically grant access to on this property sheet. 

9. Click Add. 

10. In the Grant Access On dialog box, select Single Computer, Group of Computers, or Domain Name options. For more information about these options, click Help. 

11. Click the DNS Lookup button to search for computers or domains by name, rather than by IP address. Type in a name, then click OK. 

12. Click OK, again. 
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To deny access to computers

1. In Internet Service Manager, select a Web site, directory, or file, and open its property sheets. 

2. Select the appropriate Directory Security or File Security property sheet. Under TCP/IP and Domain Name Restrictions, click Edit. 

3. In the IP Address and Domain Name Restrictions dialog box, select the Granted Access option. When you select this option, you grant access to all computers and domains, except those that you specifically deny access to on this property sheet. 

4. Click Add. 

5. In the Deny Access On dialog box, select Single Computer, Group of Computers, or Domain Name options. For more information about these options, click the Help button. 

6. Click the DNS Lookup button to search for computers or domains by name, rather than by IP address. Type in a name, then click OK. 

7. Click OK, again.
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