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Abstract - Academic institutes must be fully linked to the 
Internet and network facilities available in the organization. 
The major factor that should be firstly considered is the 
network security of the institute. The current network 
security in the colleges and universities is not suitable to be 
implemented; students still can break through the staff and 
faculty members’ computers trying to hack the confidential 
information. 
This paper addresses the internal and the external security 
challenges in academic institutes, a distributed firewall is 
designed to provide a secured insider and outsider data 
communication among faculty members, staff, and students. 
A description of the technique used to protect and keep PC’s 
up and running is illustrated with applications. 
 
 

I. Introduction 
 
In the early years of computing in colleges and 

universities, all data was housed in a few mainframe 
computers. Individuals and units would access the 
mainframes through terminals, and process the data 
required using the mainframes processor. In many ways, 
the system was cumbersome. However, it did allow for 
strong, centralized data security. Nowadays as computers 
become smaller, more powerful, and more affordable, the 
colleges and universities moved to a client/server and web 
environment. This more decentralized environment offers 
many advantages in terms of efficient data handling and 
cost, but introduces new challenges to data security [1]. 

Security has become a growing concern now because of 
the number of cyber attacks that increased dramatically in 
the recent years as Figure 1 illustrates [2] 

Security professionals realize that the major threat to 
an organization’s assets come not from outside but from 
inside. Therefore academic institutes experience an internal 
breaching of network security greatly more than the external 
one, because of the presence of staff, students, and the ease 
of download and use of hacking programs. Investigations 
show that the average cost of an outside hacker penetration 
is roughly 50 times less than the average insider attack [3]. 

 
This paper characterizes the network security problems 

in academic institutes and it defines a new security policy 
that states clearly and unambiguously the items that are to be 
protected and how internal and external hacking could be 
prevented, also sets up data integrity which refers to 
protection against change, data availability that refers to 
protection against disruption of service, and data 

confidentiality or privacy to refer to protection against 
snooping. Moreover it introduces an encryption to keep 
information private in an Intranet/Internet environment. It also 
suggests a physical secure connection among the various 
sections of the academic institutions to maintain the required 
level of security. 
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Figure 1 Security incidents during the past few years 
(according to statistics from the CERT Internet-security 
center). 

 
Additionally, there are many aspects of security that have 

to be considered when implementing a secure network for 
academic institutes; i.e. accountability (how an audit trail is 
kept), authorization (how responsibility for information is 
passed from one person to another), and packet filtering or 
Internet firewall that should be configured to prevent outsiders 
from illegally getting access of the networks. 

 
 

II. Typical network infrastructure in academic 
institutes 

 
In general a computer network in academic institutes 

has three main segments the administration segment, the 
faculty staff segment, and the students segments. These 
segments are connected together through a main network 
backbone  
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Figure 2 illustrates the major segments available in 
academic institutes. As shown all LANs are connected 
through a workgroup switches to the main services 
available in the server room and to the internet connection 
which is secured by the perimeter firewall.  

In the client/server environment, two factors should be 
taken into consideration the security of servers as well as 
the security of clients. If the security of even one server is 
weak, it threatens all the other servers to which it is linked. 
Therefore, even though individual departments are 
responsible for the security of their server(s), their actions -
- or lack of actions – it can affect other server on campus. 
On the other side the security of clients is also very 
important in that any worm or virus spread among clients’ 
computers can affect the workability of all the computers 
in the college [4]. 
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Figure 2 Typical Network architecture in Academic 
Institutes 

 
All aspects of the network and procedures should be 

examined, such as general security practices, network 
vulnerability, encryption strategy, access control (logical 
and physical), and virus protection. 

From the first look at the security practices in most 
academic institutes, it was found that the colleges are 
applying lenient IT policies and procedures. Staff and 
students do not have a clear written document about what 
to do and what should not be done (DO’s and DON'Ts). 
The physical security or access control is partially 
implemented. Logically every student and staff member 
has his login name and password, which would allow him 
to login to its dedicated server. Moreover the whole 
College network is designed and implemented with the 
absent of an internal firewall between the various buildings 
of the college however externally available between the 
college network and other networks. Encryption strategy is 
also missing in order to secure important data e.g. Test 
files, students’ grades, etc. A proxy server is normally 
available to stop browsing prohibited websites. Virus 
protection is also available on each server and PC in the 
college, however the weekly live update of virus data files 
is not strictly followed, as a result the college could be 
hammered by the latest harsh warms or viruses just 
launched and spread over the internet. Backup data may 
not be done regularly which could cause a disaster of 
loosing vital information exist continuously. Table 4.1 
summarizes the findings of the internal assessment of a 
normal academic institute. 

 

 

Security 

process 

Available 
Partially 

Available 

Not 

Available 

Security Policy  ü  

encryption 
strategy 

  ü 

logical access 
control ü   

physical access 
control 

 ü  

virus protection  ü  

Internal 
Firewall 

  ü 

External 
Firewall ü   

Proxy ü   

Backup  ü  

network 
vulnerability ü   

Table 1 Typical internal assessment finding of internal 
security 
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III. Proposed network security for academic institutes 
 
 
One important aspect of computer security that usually 

most of the universities, colleges, and academic institutes 
do not take care of is the possibility to be hacked 
internally.  Students will never give up; they keep trying to 
crack the security of the administration using any of the 
hacking software easily available and downloadable from 
the Internet, or by triggering any of the severe worms 
among the college or university network. This would 
become very harmful specially if success to penetrate 
through the academic and/or administration staff files and 
folders and the consequences is also very hazardous, 
credibility of the university or college will be on line. 
Perimeter firewalls were never designed to solve the 
insider problem, and intrawalls, which move security 
enforcement closer to the user and to the host level. This 
implies that we need more firewall ideally, one firewall for 
every host, however this seems unfeasible due firstly to the 
difficulties of managing a firewall on every host and 
secondly the cost and the budgeting complications. The 
solution here could be one of the following. 
1. Use of Intrawalls: Perimeter firewalls that separate an 

organization from the internet are blind to attacks 
launched by unwitting insiders and hostile insiders. 
These firewalls may provide some protection from 
partners that abuse their access rights unless client to 
server VPNs are used. These VPNs effectively blind 
perimeter firewalls. 
The firewall functions may be moved deeper into the 
organization's network as shown in Figure 3. 
Intrawalls that separate groups within an organization 
are a reasonable attempt to address this need. However 
they suffer from the following shortcomings. 

• Intrawalls, like perimeter firewalls, are 
blinded by client to server VPNs. 

• Do not adequately address mobile computer 
users that may literally carry their computer 
from one side of the intrawall to the other. 

• Topology dependent. Thus, they complicate 
security policy management by binding 
security administrators to network engineers. 

• Intrawalls uses hardware devices, which 
needs more cost and administration. 

 
These issues make it clear that the firewall function 

needs to be moved to the individual hosts. This can provide 
the necessary firewall functions, at the right place, as 
mobile/wireless computing and client to server VPNs 
become common [5]. 

 
2. Use of Network Edge Security: Network Edge 

Security is the second generation firewall architecture 
which changes 1st generation firewall paradigms. 
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Figure 3 Intrawall Network Architecture 

 
 

Network Edge Security pushes network security 
policy enforcement to the edge of the network (in 
other words, all the way to the host) to address the 
insider problem. The architecture is not a host-based 
software such as personal firewall but it is a host 
operating system independent and hardware based 
implementation on NIC (network interface card), with 
its own processor and memory that cannot be accessed 
by the host [5]. 

Network Edge Security is implemented as a 
remotely managed policy-enforcing device that is 
independent (from a policy enforcement perspective) 
of the host operating system. The NIC should be 
configured to send a periodic heartbeat to the policy 
server to reduce the threat of undetected physical 
tampering.  
 
The policy server creates policy and pushes it to the 
NICs. The NICs provide packet filtering and other 
simple network security support functions. This 
approach needs hardware modifications to the NIC as 
well as software that must match networking 
standards.  

 
3. Implementing a distributed personal firewall: The 

solution that can be by some means effective and 
inexpensive is installing an internal firewall at every 
host in the administration and academic staff subnets, 
however the administration should be centralized. So a 
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personal firewall policy server should be added to 
provide a centralized management of all the firewalls 
as shown in Figure 3 shows. The firewall policy server 
provides all of the user interface, policy management, 
personal firewall policy enforcement, group 
management, and audit database functions. The 
firewall policy server creates policy and pushes it to 
the individual personal firewalls. The personal 
firewalls provide packet filtering and other simple 
network security support functions. This approach 
places the complex functions at the firewall policy 
server allowing the personal firewalls to be simple, 
fast, and inexpensive. The uses of these personal 
firewalls in an organizational environment produce 
tamper-resistance architecture and protect a host from 
the network.  

 
This approach (Distributed Personal Firewall) was used in 
this paper to protect the staff and administration hosts and 
servers from being cracked by the students. The following 
are to be followed to ensure a proper implementation of the 
network security: 
 
a. Installation of antivirus software to protects computers 

from computer Viruses / Worms, commercial antivirus 
software are available and recommended. Most of 
academic institutes have antivirus on place however 
some of them have a loose policy regarding upgrading 
of antivirus data files or they are not obeyed to policy. 
It should be mentioned very strictly in the policy that 
upgrading antivirus is a vital issue that needs to be 
firmly pursued. 

 
b. Assigning fixed IP address ranges to computer 

laboratories and student workstations in order to block 
traffic towards admin and faculty staff network which 
is very useful in the case of personal firewalls 
approach. These ranges of IP addresses of student’s 
workstations are considered as non-trusted addresses 
in the firewall policy. 

 
c. Control the students’ access to workstations. Colleges 

and universities suffering from students keep changing 
the computers’ initial configuration. Also they try to 
install their own pirated programs, games, and illegal 
software. Moreover they may uninstall some required 
software, delete important files particularly system 
files, act harmfully by formatting computers’ hard 
disks and installing sniffing programs for hacking and 
cheating purposes. To have a proper control over such 
a common students’ behavior, firstly, every student 
should have his own private logging name and 
password. Secondly, students’ groups should have user 
privilege and not administrator in order to prevent 
installation of new software or deletion of an existing 
one. Thirdly, is to install shield software to protect 
students’ workstations from being formatted or altered. 
 

d. Encryption of data and information exchanged through 
the network. A system or process must be put in place 
that satisfies requirements for confidentiality, access 
control, authentication, integrity, and non-repudiation. 
The key to the securing information on a network is 
encryption, which is the process of scrambling the 
contents of a file or message to make it unintelligible 
to anyone not in possession of the "key" required to 
unscramble it. So it is very much recommended to use 
the encryption technique in the academic institutes 
since encrypted information will be unintelligible and 
non useful in case of internal or external hacking.  
 

e. Physical security of computers and resources. In old 
networks physical security was not as much of a 
challenging task as it is today, because computers were 
mostly mainframes locked away in server rooms with 
a handful of people who knew what to do with them. 
Nowadays there is a computer on almost every desk 
and devices and resources are spread throughout the 
environment, several wiring closets and server rooms, 
and remote and mobile users take computers and 
resources out of the facility. Properly protecting these 
computer systems and devices has become an 
overwhelming burden to many colleges and 
universities [4]. 

 
The implementation of a secure network infrastructure 

would start primary by securing the backbone cables. 
Changing the backbone cables to fiber optics has many 
advantages, such as, eliminating high electromagnetic 
radiation that is vulnerable to taping and interferences, 
increasing the throughput and bandwidth of the backbone 
and the use of longer cable that can cover the whole 
college campus without the need of extra equipment.  

Moreover physical security can be accomplished 
through proper facility construction, fire and water damage 
protection, anti-theft mechanisms, intrusion detection 
systems, and security procedures that are adhered to and 
enforced. 
 

IV. Implementation of the proposed network 
 

The proposed network was implement in one of the 
colleges that has an existing network infrastructure as the 
one shown in Figure 1. The new architecture is shown in 
Figure 4, where the network is implemented using the 
proposed distributed personal firewall technique. The 
changes to the network were implemented as follows: 

 
• Commercial Anti virus software was installed in 

each host in the network with weekly scheduled 
update of the virus database. 

• IP address ranges were defined for each subnet 
and a software personal firewall was installed in 
each host in the staff and administration subnets. 
This firewall was defined to block the IP address 
range defined for the student’s subnet. 
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• Each student is given a unique user ID and 
password with limited access to the network 
resources 

• Encryption software was used in every host. 
Whenever a staff saves a file in a certain directory, 
a symmetric encryption technique will arise 
automatically. 

• Windows protection software (a commercial 
security software system) was installed in all 
workstations in the college. This software is 
designed to restore the original settings of the PC 
(set by the administrator) once it is restarted no 
matter the student did to any software component. 

• The backbone of the network was changed to 
multimode fiber optic cables and the server room 
was physically secured with restricted access 
control. 
 

The network was tested using different penetration 
software (that can be found in the market or internet) and 
proved to be robust in terms of its resistance to internal 
hacking and password cracking. The students were 
challenged to break the security of the system and to 
damage the system files on the workstations and the 
servers (e.g. deleting system files, formatting the hard disk, 
etc.), however the implemented security was robust enough 
to block all their trials.  
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Figure 4 Proposed distributed personal firewall Network 
Architecture 

V. Conclusion 
 

The implementation of the proposed network has 
shown very positive results in term of securing the institute 
network and preventing students from cracking the staff or 
administration servers. The implementation of the 
distributed firewalls acts as a double protection against 
internal breaching of the network security. It also blocked 
all the trials of the student to reach any of the staff or 
administration host.  

The definition of an IP address range for every subnet 
in the network was very effective in filtering the packets 
coming from other subnets. Also the encryption software 
works well in terms of securing the confidential records 
and sensitive information. 
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