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ABSTRACT
The Montgomery inversion is a fundamental computation in
several cryptographic applications. In this work, we propose a
scalable hardware architecture to compute the Montgomery
modular inverse in GF(p). We suggest a new correction phase
for a previously proposed almost Montgomery inverse algorithm
to calculate the inversion in hardware. The intended architecture
is scalable, which means that a fixed-area module can handle
operands of any size. The word-size, which the module operates,
can be selected based on the area and performance requirements.
The upper limit on the operand precision is dictated only by the
available memory to store the operands and internal results. The
scalable module is in principle capable of performing infiniteprecision Montgomery inverse computation of an integer,
modulo a prime number. This scalable hardware is compared
with a previously proposed fixed (fully parallel) design showing
very attractive results.

1. INTRODUCTION
Modular inverse arithmetic is an essential arithmetic operation in
public-key cryptography. It is used in the Diffie-Hellman key
exchange method [5], and it was also adopted to calculate
private decryption key in RSA [4]. Modular inversion is a basic
operation in the elliptic curve cryptography (ECC) [1,9-12,2025]. This work is targeted mainly toward the use of ECC
because of its promise to replace older public-key cryptographic
systems
[9-12, 20]. ECC arithmetic consists mainly in
modular computations of addition, subtraction, multiplication,
and inversion.
Inversion is well known to be the lowest computation among
all other arithmetic calculations in ECC [1, 11, 16-18]. Many
researchers propose minimizing the use of modular inversion by
adopting elliptic curves defined for projective coordinates [912], which substitutes the inverse by several multiplication
operations. Inversion, in the projective coordinate systems, is
required only once at the end, to convert the projective
coordinate points back to affine coordinates. However, if this
single inversion is not fast enough, it will cause the complete
ECC system to be slow.
Speed and security are the driving trends to do inversion in
hardware instead of software [16-18]. It is more secure, practical

and fast to have all the computations handled in hardware, inside
a VLSI IC-chip, instead of mixing some computations
performed in software with others processed in hardware [6, 1618, 20-25].
Modular inversion is often performed by algorithms based
on the Extended Euclidean algorithm [11]. Several inversion
designs are described in the literature [4, 16-18, 20-25]. Most of
them [17, 18, 20-25] are for inversion in Galois Fields GF(2k),
which are out of the scope of this work. Takagi in [16], proposed
an inverse algorithm for hardware with a redundant binary
representation. Each number is represented by a digit in the
set {0, 1, -1}. Redundant representation is used to avoid the
carry propagation delay problem. However, the hardware in [16]
requires more area than the design proposed here and also needs
data transformations that are usually expensive.
The standard modular inverse over GF(p) can be defined by
the following example. Assume a is an integer in the
range [1, p-1]. Integer x is called the modular inverse, or modulo
inverse, of integer a if-and-only-if: ax ≡ 1(mod p); where
x ∈ [1, p-1]. It is normally represented as x = a-1 mod p [1]. The
Montgomery modular inverse algorithm suitable for our research
is presented in [1]. The algorithm requires two main operations
and in this work we suggest replacing one of them with a
simpler correction phase, which results in an overall speedup of
the inverse computation.
Our improved algorithm is implemented in hardware using
scalability features, which allows the use of a fixed-area scalable
circuit to perform inversion of unlimited precision operands, as
discussed in [4]. The hardware divides the long-precision
numbers in words and each word is processed in a clock cycle. It
is shown that this hardware is appropriate for cryptographic
applications. The work shows the area and speed of several
scalable hardware configurations compared with a fixed fully
parallel design presented in [4], similar in principle to the
scalable multipliers presented in [6-8]. Our scalable inverter
gives various practical results to show how attractive this
contribution is.
In the coming section, Section 2, the reason behind choosing
Montgomery modular method is briefly described. Section 3
presents the Montgomery inverse algorithm including the
correction phase proposed in this work. In Section 4 the scalable
hardware procedure and VLSI implementation is presented. The
comparison between several different hardware implementations
is given in Section 5 followed by the conclusion, Section 6.

2. WHY MONTGOMERY ARITHMETIC?
Cryptography is heavily based on modular multiplication, which
involves the division by the modulus in its computation.
Division, however, is a very expensive operation [13]. This fact
made researchers seek out for methods to reduce the division
impact and make modulo multiplication less time consuming.
In 1985, P. Montgomery invented an algorithm to perform
modular multiplication without trial division [15]. He replaced
the normal division with divisions by two, which is easily
performed in the binary number representation (shifting the
binary representation of a number one bit to the right). The cost
behind using Montgomery’s method resides in some extrarequired computations to represent the numbers into
Montgomery domain and vice-versa [1, 6, 7, 15]. The reader is
referred to [15] for more knowledge of Montgomery
multiplication.
To use Montgomery’s method for ECC, as an example, the
integer input operands are first transformed into Montgomery
domain, all the modular operations are performed in this
Montgomery domain, and the result is converted back to the
original integer values. Because the inversion is one of these
modular operations, some researchers propose to have dedicated
procedures to compute the modular inverse in the Montgomery
domain, i.e., Montgomery modular inverse algorithms [1,2].

3. MONTGOMERY INVERSE ALGORITHM AND
PROPOSED MODIFICATIONS
A modified Montgomery modular inverse algorithm is found in
the literature [1]. It modifies a technique proposed by Kaliski in
1995 [2], to make it more suitable and faster for cryptography
using Montgomery’s idea. The Montgomery inverse function is
to calculate x = a-12n mod p from a2n. Kaliski method however,
takes an integer a and produces x = a-12n mod p. If a is an
integer, the algorithm will calculate the inverse of a, but
represented in Montgomery domain, as shown in Fig. 1.
However, in order to have fast ECC operations using
Montgomery arithmetic, numbers should be represented into
Montgomery domain and all modular operations should be
performed in this domain. In other words, if the number a is
already in Montgomery domain, the application of Kaliski’s
routine will not give the needed Montgomery inverse result and
some extra arithmetic operations are required to get it. Kaliski
method is summarized next. It is followed by a very brief
explanation of the modification to make it compute the
Montgomery inverse (input and output in the Montgomery
domain) and to make it faster. We then propose a new correction
phase that results in further speedup in hardware
implementations.

3.1 Kaliski Algorithm
Kaliski algorithm [1, 2] is derived from the extended Euclidean
algorithm and is divided in two phases as shown below. Phase I,
also called almost Montgomery inverse (AlmMonInv) [1], takes
the inputs a and p, and give outputs r and k; where
r=a1 k
2 mod p, and n < k < 2n. Phase II takes the outputs of Phase I as
its inputs, and gives the final result x=a-12nmod p, where 2n1
≤p<2n. Note that in both phases values of a and x ∈ [1, p-1].

Fig. 1. Types of input/output numbers for Kaliski algorithm
Phase I: Almost Montgomery Inverse, AlmMonInv(a)
Input: a & p; where a is in the range [1, p-1].
Output: r & k; where r = a-12k mod p & n < k < 2n
1.
u = p, v = a, r = 0, and s = 1
2.
k=0
3.
while (v > 0)
4.
if u is even then u =u/2, s =2s
5.
else if v is even then v =v/2, r =2r
6.
else if u > v then u =(u - v)/2, r =r+s, s =2s
7.
else v =(v - u)/2, s =s+r, r =2r
8.
k =k + 1
9.
if r ≥ p then r =r-p
10. return r =p-r
Phase II
Input: p, r=a-12kmod p, k & n; where r & k from PhaseI
Output: x; where x = a-12n mod p
1. for i = 1 to k - n do
2.
if r is even then r =r/2
3.
else r =(r + p)/2
4. return x = r

3.2 Modification to Kaliski Algorithm
In July 2000, Savas and Koç [1] proposed to replace Phase II of
Kaliski’s algorithm with Montgomery multiplication, which
resulted in a faster execution process for software
implementations on general-purpose microprocessors. They
presented a complete Montgomery modular inverse algorithm
using two main procedures, the almost Montgomery inverse
(AlmMonInv) and the Montgomery product (MonPro). This
modification was targeted toward software implementations.
However, the work in [1] acted as the seed of our study of a
correction phase that completely eliminates the need for MonPro
in the inversion computation.

3.3 New Approaches for Montgomery Inverse
Let’s consider the main Montgomery inverse problem again. An
approach to calculate x=a-12nmod p from a2n can be to compute
a first and then calculate the AlmMonInv (Kaliski Phase I)
followed by Kaliski Phase II to get the desired inverse result.
The first computation of a from a2n is performed by a modular
division by 2n named Preparation Phase as shown below.
Preparation Phase (Divide by 2n)
Input: r = a2n,n & p; where p=modulus & 2n-1 ≤p<2n
Output:
x; where x = a mod p
1. for i = 1 to n do
2.
if r is even then r = r/2
3.
else r = (r + p)/2
4. return x = r
Note that calculating a from a2n is obtained in [1] by a
Montgomery product (MonPro) as: a2n (2-n) mod p= a mod p.
However, we preferred the preparation phase to using MonPro
because it clearly can be implemented utilizing the same
hardware components of the AlmMonInv.

Another new way to calculate the Montgomery inverse is by
applying the AlmMonInv on the input a2n to produce r and k
according to the formula: (r,k) = AlmMonInv (a2n)
where: r = (a2n)-12k mod p = a-12k-n mod p
Recall that Montgomery inverse of a2n is a-12nmod p, which
implies that the AlmMonInv result (a-12k-nmod p) must be
corrected. It is possible to find a constant C such that:
C × (a-12k-n mod p) = a-12nmod p.
Applying some algebra we get: C = (a-12nmod p)/(a-12k-nmod p)
= (a-12n)/(a-12k-n)=(2n)/(2k-n) = 2n-(k-n) = 22n-k
multiplying (a-12k-nmod p) by (22n-k) in a modular fashion can be
performed as the following:

only 2n iterations to complete the inversion, the AlmMonInv
needs 1.5n iterations, and the correction phase (CorPh) needs
0.5n iterations, assuming an average value of k=1.5n [1].
Observe that the other approach proposed in Section 3.3
(Fig. 2 path: Preparation Phase, AlmMonInv and Kaliski Phase
II) would require 3n iterations to complete the inversion; it is the
slowest alternative and for this reason will not receive further
attention. For the previously proposed methods using MonPro
multipliers [1], even if the multipliers are completely parallel
(one iteration instead of n), they need more than 2n iterations,
which is still slower than using our new two-phase method.

4. THE SCALABLE DESIGN
4.1 Why scalable design?
This arrangement of applying the modular operation after
completing the multiplication is very expensive because the
result of the multiplication by 22n-k can go far above the modulus
and a large amount of hardware to handle it [11]. However, the
result can be simplified by introducing the modular reduction
operation with each multiplication by 2 as the following:
[(((((a-12k-n).2)mod p).2)…2)mod p).2)mod p)]=a-12nmod p
The modular reduction operation is performed by a
subtraction of p whenever the number exceeds p. The proposed
correction phase consists then in performing a multiplication of
the a-12k-n by C = 22n-k as outlined below:
Correction Phase (Multiply by 22n-k)
Input: r, p, n & k; where r & k are AlmMonInv outputs
Output: x; where x = a-12n mod p
1. for i = 2n-k to 0 do
2.
r = 2r
3.
if r > p then r= (r – p)
4. return x = r

3.4 Evaluation of Alternatives
Several methods considered for hardware computation of the
Montgomery inverse are shown in Fig. 2; including the
procedures proposed in [1] using MonPro. Each path in the
graph has its own set of routines and its total computation time.
Fig.2 presents the approximate number of iterations for each
routine. Note that the number of iterations for multiplication is
estimated considering serial-parallel multipliers, because fully
parallel multipliers are impractically large [6].

Application specific hardware architectures are usually designed
to deal with a specific maximum number of bits. If this number
of bits has to be increased, even by one bit, the complete
hardware needs to be replaced. What's more, if the design is
implemented for a large number of bits, the hardware is huge
and its’ clock frequency tends to be very low. These issues
motivated the search for a complete scalable (multi-precision)
hardware for Montgomery inversion as an extension to what was
originally presented by the authors in [4] since it adds the CorPh
to compute the inverse completely (no need for MonPro).
The scalable architecture solves the previous problems with
the following four hardware features. First, the design’s longest
path should be short and independent of the operands’ length.
Second, it is designed in such a way that it fits in restricted
hardware (flexible use of area). Third, it can handle the
computation of numbers in a repetitive way up to a certain limit
usually imposed by the size of the memory in the design. If the
number of bits in the data exceeds the memory size, the memory
unit may be replaced while the scalable computing unit is not
changed. Finally, the number of clock cycles required for an
inverse operation depends on the actual size of the numbers
used, not on the maximum operand size.

4.2 Scalable Hardware Issues Applied to Algorithms
The AlmMonInv algorithm, when observed from hardware
point-of-view, contains operations that are easily mapped to
hardware. For example, one-bit right shifting the binary
representation of number u (ShiftR(u,1)) is equivalent to perform
division by two, or shifting s one bit to the left (ShiftL(s,1)) is
equal to multiplication by two. Checking for a number to be
even or odd requires a test of the least significant bit (LSB). The
comparison of two numbers is performed after subtracting one
from the other. If the subtraction result is positive (the borrowbit is zero) the first number is greater, otherwise the opposite is
true. Such hardware mapping is shown in the hardware
algorithm below:
AlmMonInv Hardware Algorithm (HW-Alg1)

Fig. 2. Ways to compute the Montgomery inversion
All approaches of Fig. 2 lead to the same final result.
However, the number of iterations in each path proves that our
two-phase method, the AlmMonInv followed by the correction
phase (the bold path shown in Fig. 2), is the fastest. It requires

Registers: u, v, r, s, & p (all five registers hold n bits).
Input: a ∈ [1, p-1], p = modulus; where 2n-1 ≤ p < 2n
Output: result∈[1, p-1] & k; where result=a-12k mod p & n≤k≤2n
1. u = p; v = a; r = 0; s = 1; k = 0
2. if (u0 = 0) then { u = ShiftR(u,1) ; s = ShiftL(s,1)}; goto 7
3. if (v0 = 0) then { v = ShiftR(v,1) ; r = ShiftL(r,1)}; goto 7

4. S1 = Subtract (u, v); S2 = Subtract (v, u); A1 = Add (r, s)
5. if(S1borrow=0)then{u=ShiftR(S1,1));r=A1;s=ShiftL(s,1)};goto 7
6. s = A1; v = ShiftR(S2,1); r = ShiftL(r,1)
7. k = k + 1
8. if (v ≠ 0) go to step 2
9. S1 = Subtract (p, r); S2 = Subtract (2p, r)
10. if(S1borrow=0)then{return result=S1}; else {return result=S2}

Consider step 6 of the AlmMonInv algorithm (HW-Alg1), if
u>v then a subtraction (u-v) takes place. Otherwise, as in step 7,
the subtraction of (v-u) is calculated. For the worst case, two
subtraction operations are performed, because the comparison of
u and v is also performed through subtraction of u and v. Note
that (v-u) can be generated from (u-v) by the use of an adder
module to compute the two’s complement. We rather perform
these two subtractions in parallel, as step 4 of HW-Alg1 (S1 and
S2 stands for the subtraction results signals). The same case
applies to step 9 and step 10 of AlmMonInv algorithm, both
subtractions are performed in parallel in the HW-Alg1.
The CorPh algorithm contains operations that are easily
mapped to hardware components as shown in the CorPh
hardware algorithm (HW-Alg2) below:
CorPh Hardware Algorithm (HW-Alg2)
Registers: r & p (two registers to hold n bits).
Input: r,p,n,k; where r (r= a-12k-nmod p)& k from AlmMonInv
Output: result; where result = a-12n (mod p).
11. j= 2n-k-1
12. While j>0
13.
r = ShiftL(r,1); j = j-1
14.
S1 = Subtract(r, p)
15.
if (S1borrow = 0) then {r = S1}
16. return result = r

4.3 Scalable Hardware Design
The scalable hardware design is built of two main parts, a
memory unit and a computing unit, as shown in Fig. 3. It is very
similar, in principle, to the scalable hardware presented in [4].
The memory unit is not scalable because it has a limited storage
defined by the value of nmax. The data values of a and p are first
loaded in the memory unit. Then, the computing unit read/write
(modify) the data using a word size of w bits. The computing
unit is completely scalable. It is designed to handle w bits every
clock cycle. The computing unit does not know the total number
of bits, nmax, the memory is holding. It computes until the
controller indicates that all operands’ words were processed.
Note that the actual numbers used may be way smaller than nmax
bits.
The memory unit contains a counter to compute variable k
and eight first-in-first-out (FIFO) registers used to store the
inversion algorithm’s variables. All registers are limited to hold
at most nmax bits. Each FIFO register has its own reset signal
generated by the controller. They have counters to keep track of
n (the number of bits actually used by the application).
The computing unit is made of four hardware blocks, the
add/subtract, shifter, data router, and controller block. It worth’s
mentioning that the controller does not include counters to avoid
any dependency on the number of bits (nmax) that the system can
handle. Such counters are located in the memory block, which is
the non-scalable component in the system.

Fig. 3. Montgomery inverse scalable hardware block
diagram

5. MODELING AND ANALYSIS
The proposed Montgomery inverse scalable design was modeled
and simulated in VHDL. It has two main parameters, namely
nmax and w, which define several hardware configurations. These
design configurations are compared in this work with other fixed
designs previously described in [4]. The fixed designs, in brief,
are direct fully parallel implementation only parameterized by
nmax because w=nmax in their case.
For both area and speed comparisons, we show the fixed
design in [4] modified to execute the same Montgomery inverse
algorithm proposed here to be realistic and functionally similar
to the scalable hardware of this work. Note that the area
presented in [4] is the same given in this paper because
modifying the AlmMonInv hardware to process both
AlmMonInv and CorPh will increase the area with a negligible
amount due to modifying the controller only. However, the time
of [4] is different than what is here considering executing the
complete Montgomery inverse computation. We didn’t define a
specific architecture for the adders and subtractors used in the
designs. Thus, the synthesis tool chooses the best option from its
library of standard cells. Since, all designs use the same type of
adders and subtractors the comparison is fair.

5.1 Area Comparison
The exact area of any design depends on the technology and
minimum feature size. For technology independence, we use the
number of equivalent gates as an area measure [13]. A CAD tool
from Mentor Graphics (Leonardo) was used. Leonardo takes the
VHDL design code and provides a synthesized design with its
area and longest path delay. The target technology is a 0.5µm
CMOS defined by the ‘AMI0.5 fast’ library provided in the
ASIC Design Kit (ADK) from the same Mentor Graphics
Company [19].
The area of the scalable designs and the fixed one are
compared in Fig. 4. As nmax increases the difference between the
fixed hardware and scalable ones increases, which is expected
because of the increasing burden of the computing unit of the
fixed design. Observe that the fixed design has larger area than
all scalable ones except for the configuration with w=128 and
nmax<160 bits, because as w approaches nmax the scalable
design’s benefit reduces and the extra hardware used for multiprecision computation shows-up. i.e., the scalable design with

w=nmax has the same size of adder and subtractors as the fixed
one with extra hardware for scalability features, making it more
expensive.

Fig. 4. Area comparison

5.2 Speed Comparison
The total computation time is the product of the number of clock
cycles the algorithm takes and the clock period of the final VLSI
implementation. This clock period changes with the value of w
in the scalable hardware (Table 1), and changes with the value of
nmax in the fixed hardware (Table 2). Tables 1 and 2 lists the
clock period for each design obtained from synthesis of the
VHDL models.
Table 1 Clock cycle period for scalable designs (nsec)
W
4
8
16
32
64
128
12
14
19
28
47
82
Period
Table 2 Clock cycle period for fixed designs (nsec)
nmax
32
64
128
256
512
1024
50
93
178
351
694
1382
Period
The number of clock cycles for all designs depends
completely on the data and its computation. For the scalable
design, the number of cycles is a function of three parameters: k,
w and n. To compute any shifting, addition and/or subtraction,
the number of cycles is calculated as ⎡n/w⎤. The total number of
clock cycles to execute step 2 or 3 (HW-Alg1) is different than
step 4. Step 4 needs extra ⎡n/w⎤ cycles for the shifting operation
after it (steps 5 or 6). The average number of clock cycles to
perform each iteration of HW-Alg1 (step 2 through step 10) is
calculated
as
(CPI×0.85k)+⎡n/w⎤;
where
CPI=(0.5⎡n/w⎤)+(0.5(2×⎡n/w⎤), (CPI stands for the clock cycles
per iteration within the loop: steps 2 to 8). Similarly, the average
number of clock cycles of the scalable hardware to execute HWAlg2 equals to
2 × ⎡n/w⎤ × (2n-k)/2. The total
number of clock cycles required by the scalable design to
complete Montgomery inverse computation is calculated as
Cs=(2.4125n+1)⎡n/w⎤, which was verified by several VHDL
simulations.
For the fixed design to perform the CorPh after the
AlmMonInv using HW-Alg1 and HW-Alg2, the total average
number of clock cycles is n+0.35k; where 0.85*k cycles are

used to execute HW-Alg1, and (2n-k)/2 cycles are allocated for
HW-Alg2. If k is approximated to its average of 3n/2 (similar to
the scalable design [4]), the number of the clock cycles will be
given by the function Cf=1.525n.
Several scalable hardware configurations are designed
depending on different nmax and w parameters. Each
configuration can have different computation time depending on
the actual number of bits, n, used. For example, Fig. 5 shows the
delay of six scalable hardware designs compared to the fixed
hardware, all modeled for nmax=512 bits, which is a practical
number for future ECC applications [11]. Observe how the
actual data size (n) plays a big role on the speed of the designs.
In other words, as n reduces and w is small, the number of clock
cycles decrease significantly, which considerably reduces the
overall computing time of the scalable design compared to the
fixed one. This is a major advantage of the scalable hardware
over the fixed one.
Recall that the number of clock cycles of all designs depends
on the actual size of the data used. However, the fixed hardware
period always assume to have nmax bits to process. i.e., if the
application is using n=128 bits, and all designs are made for
nmax=512 bits, as the example of
Fig. 5, the fixed design
frequency is not affected by n and all nmax bits are treated in the
computation causing the fixed design to have a total time greater
than all different scalable ones. This observation is found valid
for all different nmax designs built and tested, which generalized
the fact that all scalable designs are faster than the fixed one
while
See Fig. 5 for example, as n<nmax/2 (n=256) the fixed
hardware is faster than the scalable one with w=4 bits and very
similar to the one with w=8 bits. As n>3nmax/4 (n=384) the
scalable design with w=16 speed falls below the fixed one.
When n=nmax=512 the scalable design with w=32 bits has
almost the same speed as the fixed one, but the ones with
w>nmax/16 bits remain faster. In fact, as w gets bigger the total
time decreases, which is also true when comparing among the
different scalable designs as long as n≥w (Fig. 5). Whenever
n<w considering the scalable designs only, the scalability
advantage of the designs reduces indicating that the number of
words to be processed reached its lower limit, but still the
scalable designs are faster than the fixed one.

Fig. 5. Delay comparison of designs with nmax = 512 bits

6. CONCLUSION

This paper presents a scalable VLSI hardware implementation of
a new procedure proposed for the computation of Montgomery
modular inverse in hardware. The procedure used a previously
published almost Montgomery inverse algorithm followed by a
new correction phase, which resulted in the fastest approach to
compute Montgomery inverse when compared with several other
Montgomery inverse computation methods.
The proposed architecture is scalable allowing a specific
computing module to handle operands of any precision. The
word-size that the module operates can be selected depending on
the area and performance requirements. The maximum limit
(nmax) on the operand precision of the entire inverter hardware is
limited only by the available memory to store the operands and
internal results. If the operand precision exceeds the memory
size, the memory unit is the only part that needs to be modified,
while the scalable computing unit does not change.
The scalable VLSI architecture was compared to a fully
parallel fixed hardware. The scalable design showed area
flexibility, depending on the number of bits used at each clock
cycle (w), as w increase the scalable hardware area increase.
Choosing w=4 bits (as smallest scalable design) and nmax=512
bits, the area of the scalable design is 60% less than the fixed
hardware. The speed, however, of this scalable hardware
depends on the actual number (n) of bits used; if n≤nmax/4, the
scalable design is faster than the fixed one. The clock cycle
period required to execute the algorithm on the scalable
hardware relies on w, which is not the case for the fixed
hardware. The comparisons show that our scalable structure is
very attractive for cryptographic systems, particularly for ECC
where there is a clear need for modular inversion of large
numbers, which may differ in size depending on security
requirements imposed by applications.
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