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The IEEE 802.11b
Security Problem, Part 1

Joseph Williams

unctionally, there is no
inherent security for
IEEE 802.11b. In early
April 2001, Peter Ship-
ley and Matt Peterson illus-
trated several serious security
holes in 802.11b networks. They
did so in a single day by eaves-
dropping on more than 80 cor-
porate wireless networks that
implemented virtually no secu-
rity. The duo demonstrated that
anyone sitting in a parking lot
with $150 worth of technology
could pick up information from
these wireless networks (Kevin
Poulsen, “War Driving by the
Bay,” The Register,20 Apr.2001,
http://www.theregister.co.uk/
content/8/18285.html).

Concurrently and indepen-
dently, researchers at the Uni-
versity of California, Berkeley,
discovered serious flaws in the
only built-in security technology
for 802.11b, the Wired Equiva-
lent Privacy (WEP) algorithm
(“Security of the WEP Algori-
thm,” http://www.saac.cs.berkeley.
edu/isaac/wep-faq.html).

How important are these
problems? Understood in the
appropriate context and regard-
less of the raging debates sur-
rounding WEP, they have
serious implications for the
security architecture of 802.11b
networks.

WHAT IS 802.11B?

IEEE 802.11b is a standard
for wireless local area networks
(WLANS). It covers systems in
which an omnidirectional wire-
less radio generates a nominal
2.4-GHz carrier wave that com-
municates over a theoretical
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range of 1,000 feet (and a prac-
tical limitation of less than 350
feet) with devices—typically lap-
tops—equipped with 802. 11b
transceivers. Directional radios
have a much higher range (up to
30 miles) but are limited to line
of sight. Although directional
radios are used in fixed wireless
networks, I do not specifically
discuss such networks here.
Most systems encode 802.11b
data using direct-sequence
spread-spectrum technology.
DSSS works by taking a data
stream of Os and 1s and modu-
lating it with a second pattern
based on complementary code
keying. This method then mod-
ulates the CCK code word with
quadrature-phase shift-keying
(QPSK) technology to yield 22
MHZz of frequency spectrum.
The 802.11b specification tar-
gets a theoretical throughput of
11 Mbps—more than seven
times a traditional T1 connec-
tion. A series of wireless radios

Be aware of the
security issues

a wireless

LAN can pose,
and take steps
to use its built-in
security features.

(called Access Points) deployed
throughout an installation pro-
vides campus-wide connectivity.
These Access Points thus pro-
vide blanket coverage for mobile
workers as they move from park
benches to conference rooms to
drop-in offices. The WLAN
industry has not established an
exact vocabulary, but the device
that communicates with the
wireless radio Access Point is
usually called the station.

In an 802.11b Basic Service
Set (BSS), the Access Point acts
as a bridge for a set of associ-
ated stations—PCs, laptops,
handheld devices, and 802.11b-
enabled IP (Internet protocol)
phones—outfitted with wireless
network interface cards (NICs).
Most Access Points act as a
MAC (media access control)
level bridge, letting the WLAN
serve as a natural extension of
a wired network. Thus, Access
Points act as a bridge between
wireless and wired LANs. They
give mobile workers complete
connectivity to the corporate
LAN and to the Internet.

Continued on page 91
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Continued from page 96

Organizations have extensively de-
ployed 802.11b networks on campus-
sized environments as well as in the
home, seeking the advantages dis-
cussed in the “WLAN Benefits” side-
bar. In addition, companies have de-
ployed several 802.11b networks
in public-space domains—airport
lounges, coffee shops, shopping malls,
and hotels—to keep mobile employ-
ees connected away from
the office. Several ventures
have implemented value-
added services through
802.11b wireless portals,
such as a boarding call sent
to your computer to tell you
when a flight is ready.

The Wireless Ethernet
Compatibility Alliance is
pushing a version of 802.11b
called Wi-Fi. WECA'’s mission is to
certify interoperability of Wi-Fi prod-
ucts and to promote Wi-Fi as the
global WLAN standard across all
market segments. Two of the more
active Wi-Fi vendors have been
MobileStar Network—which scored
a major win in January 2001 by sign-
ing a deal with Starbucks—and
Wayport, which focuses more on busi-
ness travelers by providing public Wi-
Fi at airports and hotels.

BUILT-IN 802.11B SECURITY
MEASURES

Anyone within range of the Access
Point radio can potentially eavesdrop
on WLAN traffic or use the Access
Point to access any connected net-
work. In fact, unauthorized joyriders
surf countless corporate networks and
the Internet through unprotected
Access Points; this is the point Shipley
and Peterson were making with their
demonstration. This isn’t to say that
802.11b networking is inherently
without any built-in security features.

Atthe simplest level,802.11b enables
two types of security: encryption (to
preclude eavesdropping) and authen-
tication (to prevent unauthorized users
from accessing the network). When
Shipley and Peterson were driving
around Silicon Valley discovering unse-
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WLAN Benefits

With WLANSs (wireless local area networks), users can access shared
information without looking for a place to plug in, and network managers
can set up or augment networks without installing or moving wires.
WLAN:S offer the following productivity, service, convenience, and cost
advantages over traditional wired networks, according to the Wireless
LAN Association (http://www.wlana.org/learn/educate2.htm#benef):

ceilings.

» Mobility. WLAN systems can provide LAN users
with access to real-time information anywhere in
an organization. This mobility supports productiv-
ity and service opportunities not possible with
wired networks.

» Installation speed and simplicity. Installing a
WLAN system can be fast and easy, and can also
eliminate the need to pull cable through walls and

» Installation flexibility. Wireless technology lets

the network go where wire cannot go.

» Reduced cost of ownership. Although the initial investment required
for WLAN hardware can be higher than the cost of wired-LAN hard-
ware, overall installation expenses and life cycle costs can be signifi-
cantly lower. A WLAN’s long-term cost benefits are greatest in
dynamic environments that require frequent network moves, addi-

tions, and changes.

» Scalability. Network administrators can configure WLAN systems in
various topologies to meet the needs of specific applications and instal-
lations. These easily changed configurations range from peer-to-peer
networks—suitable for a few users—to full-infrastructure networks
with thousands of users. These large networks allow roaming over a

broad area.

cured WLANsS, they also discovered
failures of both types of security.
Indeed, manufacturers typically ship
802.11b products with all the security
features disabled by default,so Shipley
and Peterson’s findings were certainly
not a surprise.

To associate with each other, Access
Points and stations exchange various
types of management frames, which
are used to help determine who is
allowed to join the network. For
example, Access Points can periodi-
cally transmit beacon frames contain-
ing a unique identifier, known as a
service set identifier (SSID), for the
Basic Service Set. Stations use an
SSID to gain access to a network, as
described later.

Stations also transmit probe frames
to discover Access Points. When a sta-
tion finds an Access Point, it initiates
an association and proposes an
authentication method. The default
association method, Open System
Authentication, actually provides no
authentication at all. In Open System
Authentication, any station can join
the BSS (Lisa Phifer, “Wireless
Privacy: An Oxymoron?” http://www.
80211-planet.com/columns/article/0, 4
000,1781_786641,00.html). The station
can associate with any Access Point
and “listen” to all data sent as plain-
text. Network administrators usually
implement this type of association
when ease-of-use is the main issue or
they’re not concerned with security.
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It has been widely suggested that
frequency-hopping WLAN systems
(802.11b uses a spread-spectrum tech-
nology) would be less vulnerable to
security attacks than other WLANS.
This is not true; in frequency-hopping
systems, Access Points transmit the
hopping codes and timings in plain-
text, which is easily available to an
attacker (“WLAN Response of WEP
Security,” http://slashdot.org/articles
/01/02/15/1745204.shtml).

SSID

Administrators can implement net-
work access control using an SSID
associated with an Access Point or
with a group of Access Points. The
SSID provides a mechanism to seg-
ment a wireless network into multiple
networks serviced by one or more
Access Points. Each Access Point’s
programming includes an SSID cor-
responding to a specific wireless net-
work.The SSID is a unique string that
identifies the network, but it is the
same string for all users on the net-
work. To access this network, a client
computer’s configuration must in-
clude the correct SSID. A building
might be segmented into multiple net-
works by floor or department.
Typically, a client computer can use
multiple SSIDs for users who require
access to the network from various
locations.

Because a client computer must
present the correct SSID to access the
Access Point, the SSID acts as a sim-
ple password and consequently pro-
vides some measure of security. How-
ever, this minimal security is compro-
mised if, as is common, the adminis-
trator configures the Access Point to
broadcast its SSID (Asma Yasmin,
“Known Vulnerabilities in Wireless
LAN Security,” 10 Nov. 1999, http://
www.tml.hut.fi/Studies/Tik-110. 300/
1999/Wireless/vulnerability_4.html).
With this broadcast feature enabled
on a wireless network, any client
computer not configured with a spe-
cific SSID can receive the SSID and
gain entry to the Access Point.

Thus, the SSID actually provides
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virtually no security benefits at all—
hackers can easily sniff it in plaintext
from every packet (Carole Fennelly,
“Let Security Hound You,” IBM
developerWorks, May 2001 http://
www-106.ibm.com/developerworks/
library/wi-sec.html). So the SSID’s
primary value is to partition traffic to
a particular network.

MAC address filtering

Although an Access Point has an
SSID for identification, a station uses
the unique MAC address of its 802.11
network card as an identifier. To
increase an 802.11 network’s security,
you can program each Access Point
with a list of MAC addresses associ-
ated with the client computers allowed
to communicate through the Access
Point. If a client’s MAC address is not
on this list, the network does not let the
client associate with the Access Point.

MAC address filtering provides
stronger security than relying on
SSIDs, but it comes with somewhat
cumbersome administrative over-
head: Administrators must manually
program each Access Point with a list
of MAC addresses and keep the list
current. The administrative overhead
of provisioning individual Access
Points—there is no open-standard
method of sharing access lists among
Access Points—Ilimits this approach’s
scalability. Thus MAC address filter-
ing is best suited for small networks.

A determined hacker could identify
and counterfeit the valid MAC
addresses used on the network cards.
After capturing an authorized MAC
address, an intruder could easily pro-
gram her own network card to have
the same MAC address and gain
access to the WLAN.

Wired Equivalent
Privacy (WEP)

Network administrators can secure
WLANSs by employing techniques
specified in the Wired Equivalent
Privacy (WEP) standard. Its develop-
ers designed WEP so that 802.11 net-
works would have confidentiality
similar to that of standard LANs.

WEP uses an algorithm-based encod-
ing system to protect wireless com-
munication from eavesdropping. Most
WEP implementations also authenti-
cate stations seeking to join a BSS,
thereby preventing unauthorized
access to the WLAN.

In other words, when enabled, WEP
encrypts the data portion of each
packet exchanged between the station
and the Access Point. It uses either a
40- or 128-bit encryption algorithm
and relies on a secret key that the sta-
tion and Access Point share. The sta-
tion and Access Point use the secret
key to encrypt packets before trans-
mitting them. The receiver also uses an
integrity check to ensure that packets
remain unmodified in transit. The
WEP standard does not specify how to
establish the shared key. In practice,
most implementations have all stations
and Access Points share a single key.

In addition, some implementations
use WEP in conjunction with the
optional shared-key authentication
algorithm to prevent unauthorized
devices from associating with an
802.11b network. If the station pro-
poses shared-key authentication, the
Access Point generates a random 128-
bit challenge. The station returns the
challenge, encrypted with a shared
key—a secret configured into both the
station and the Access Point. The
Access Point decrypts the challenge
using a CRC (cyclic redundancy
checker) to verify its integrity. If the
decrypted frame matches the original
challenge, the Access Point considers
the station authentic. The Access Point
and station repeat the challenge/
response handshake in the opposite
direction for mutual authentication.

It is perfectly reasonable to enable
both the encryption and authentica-
tion features of WEP. Unfortunately,
WEP uses the same shared key for
encrypting/decrypting data frames
and for authenticating the station. It is
a major risk to have both encryption
and authentication keys be the same.

WEP security is also not available in
ad hoc (or peer to peer) 802.11b net-
works that do not use Access Points.



These networks would include, for
example, a room full of laptop users
who create a peering network using
802.11b. In this situation, the laptops
connect to each other via their station
transmitters but do not use an Access
Point radio. The only security enabled
on such a network would be whatever
the laptop operating systems’ pro-
vided, which is usually minimal.

Impact of WEP on
WLAN performance

WLAN performance metrics are still
highly debated and you should take
them with a grain of salt until the tech-
nology is more mature. However, a few
ad hoc studies are measuring whether
WEP significantly affects WLAN per-
formance. The results are somewhat
contradictory, but one of the more
credible sources reported minimal
degradation of WLAN performance
for either 40- or 128-bit WEP, as Table
1 shows (Rob Flickenger, “Perfor-
mance Test: 802.11b Takes a Lickin’
and Keeps on Tickin’,” O’Reilly
Network, 29 Mar. 2001, http://www.
oreillynet.com/pub/a/wireless/2001/03/
29/microwave.html).

Other sources suggest WEP de-
grades throughput by as much as 16
percent, although much of the degra-
dation may be due more to the prod-
uct architecture than to WEP itself
(Andrew Garcia, “Performance Tests,”
ZDNet Reviews, 15 Feb. 2001,
http://www.zdnet.com/products/stories
/reviews/0,4161,2686384,00.html).

Short answer to
WLAN security

Enabling all of the 802.11b security
features collectively—SSID, MAC
address filtering, and WEP—provides
the most secure environment for
WLAN traffic without having to
resort to external measures. Figure 1
shows where these different features
fit in such a network.

It is important to remember that
physical security usually doesn’t pre-
vent intruders from getting close to a
WLAN,; so you must proceed on the
assumption that intruders can and will

Table 1. Impact of WEP
on WLAN performance.

Actual throughput (bps)*

Nominal throughput

(Mbps) No WEP 40-hit WEP 128-bit WEP
1 1,048,576 1,175,773 1,178,175
2 2,128,106 2,120,282 2,116,391
5.5 3,673,355 3,627,149 3,650,106
1 4,164,020 3,857,637 3,806,711

* Performance at 25 feet, through three walls and a solid wood door.

snoop WLAN traffic. If you imple-
ment only built-in 802.11b security
measures, be prepared to accept the
likelihood that a determined hacker
will defeat the 802.11b security and
use a WLAN Access Point to reach
the corporate network.

So,802.11b security measures will be
a sufficiently effective deterrent for
some casual networking environ-
ments. As with any networking envi-
ronment, a competent security analy-
sis is critical when deploying WL ANS.
However, it is highly unlikely that
most enterprise computing environ-
ments will find the inherent 802.11b
security measures sufficient.

A growing consensus among indus-
try experts charges that corporate
users are not using WEP at all or, if
they are, they are doing an inadequate
job of addressing overall security man-
agement (“802.11b Security Flaws
Being Addressed,” Mobilelnfo.com,
May 2001, http://www.mobileinfo.com/
News_2001/Issue20/WLAN_Security.
htm). WEP, SSID, and MAC address
filtering—even if inadequate against
a determined hacker—are better than
no security at all. At a minimum, these
methods will collectively thwart the
opportunistic or accidental hacker.

SECURITY ISSUES

IEEE 802.11b-related security issues
range from security management to
inherent weaknesses of the underlying
technologies. In addition, WLANSs are

subject to the same attacks that target
traditional LANS.

High degree of
management for WEP

When coupled with SSID and MAC
address filtering, WEP security is best
suited for small, tightly managed net-
works. For large networks, the admin-
istrative burden of maintaining WEP
encryption keys on each client system
and each Access Point, and maintain-
ing a current list of valid MAC
addresses on each Access Point make
the WEP solution impractical. In
addition, because all clients and
Access Points use the same WEP
encryption key, a lost or stolen client
system requires an administrator to
change all keys.

The point at which the number of
wireless client systems becomes
unmanageable varies, depending on
the organization’s ability to adminis-
ter the network, its choice of security
methods (SSID, MAC address filter-
ing, WEP, or all three), and its toler-
ance for risk. If a company uses MAC
address filtering on its wireless net-
work, the maximum number of MAC
addresses that each of the installa-
tion’s Access Points can handle fixes
the maximum number of client sys-
tems. In some cases, this upper limit is
255. However, the manageable num-
ber of clients under MAC address fil-
tering will likely be considerably less
than 255 for most organizations.
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Figure 1. Using SSIDs, MAC address filtering,
and WEP-based encryption protects wireless
networks.
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WEP vulnerability to attack

An attacker who captures 802.11b
data frames possesses the plaintext,
the ciphertext, and the initialization
vector (IV) used to turn the plaintext
into ciphertext. Because WEP uses
RC4 encryption, this is enough infor-
mation to derive the RC4 key
stream—the stream of bits XORed
with plaintext to generate ciphertext.
Knowing a legitimate IV and key
stream lets the attacker successfully
respond to any future challenge with-
out having to know the actual shared
key. Consequently, the attacker has a
free pass to join the WLAN, accord-
ing to the UC Berkeley researchers.

The story is just as bleak for encryp-
tion, where the deficiency of the WEP
encapsulation design arises because it
adapts the RC4 encryption into an
environment for which it is poorly
suited (Jesse R. Walker, “Unsafe at
Any Key Size; An Analysis of the
WEP Encapsulation,” 27 Oct. 2000,
http://grouper.ieee.org/groups/802/11/
Documents/DocumentHolder/0-362.
zip). A group at the University of
Maryland (William A. Arbaugh,
Narendar Shankar, and Y.C. Justin
Wan, “Your 802.11 Wireless Network
has No Clothes,” 30 Mar. 2001, http:/
www.cs.umd.edu/~waa/wireless.pdf)
and Cisco (Cisco Comments on
Recent WLAN Security Paper from
University of Maryland, Product
Bulletin No. 1327, Cisco Systems,
1 Nov. 2001, http://www.cisco.com/
warp/public/cc/pd/witc/ao350ap/
prodlit/1327_pp.htm) are also debat-
ing these security point.

Testing reveals that WEP encapsu-
lation remains insecure whether its
keylengthis 1 or 1,000 bits. Moreover,
the same remains true when any other
stream cipher replaces RC4. The
weakness stems from WEP’s usage of
an I'V. This vulnerability prevents the
WEP encapsulation from providing a
meaningful notion of privacy at any
key size.

Once again the initialization vector
scheme is the source of the problem.
By definition, a stream cipher key
stream can never be reused, thus



obliging the BSS to change the base
key as soon as its members have con-
sumed all 2** keys derived from the
base key. WEP defines no practical
way to change the base key,so in prac-
tice, WEP keys are not replaced fre-
quently enough to maintain the
intended level of privacy.

A single Access Point BSS running
at 11 Mbps with a typical packet dis-
tribution can exhaust the derived-key
space in about an hour. A campus-
wide Access Point network with tens,
hundreds, or thousands of stations
would exhaust the key space much
faster.

Increasing availability of
kiddie scripts

At first glance, the complexities of
802.11b security would seem to be
daunting for any but the most tal-
ented potential hacker. In fact, a read-
ily available hacker script called
AirSnort automates the process of
breaking into wireless networks (John
Leyden, “Tool Dumbs Down Wireless
Hacking,” The Register, 14 Sep. 2001,
http://www.theregister.co.uk/content/
55/21177.html). Hackers are also pur-
portedly developing a similar script,
WEPcrack.

Both tools would let even the most
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casual hacker exploit the inherent
weaknesses in the 802.11b security
framework. All a potential digital
intruder needs to break into the typ-
ical WLAN is a laptop computer, an
802.11b wireless-network card, one
of these kiddie scripts, and a parking
lot or park bench that is close
enough to the building to enable
access to the wireless network.

technology, I've painted a fairly

gloomy picture of the security you
can expect in a WLAN. However, all
is not lost: In my next article, I will dis-
cuss some architectural strategies you
can use to mitigate these security
shortcomings. M

I n this brief overview of 802.11b

Joseph Williams is Practice Manager,
Americas, for Sun Microsystems’
Advanced Internet Practices group.
The information presented here repre-
sents the author’s opinions and not
necessarily those of Sun Microsystems.
Contact Williams at joseph.williams@
sun.com.

For further information on this or any
other computing topic, visit our Digi-
tal Library at http://computer.org/
publications/dlib/.
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