Lab 3 Routing Protocols

Overview

The Routing Information Protocol (RIP) is an example of a dynamic distance vector routing algorithm. This
protocol chooses routes within a network that are of minimum distance. Routers adapt to changes in network
topology (link or router failures) by exchanging information with their directly connected neighbors. Under
normal conditions, routing table information is exchanged periodically (typically every 30 seconds). When
changes in topology occur, however, the triggered update mechanism comes into play. If a router receives new
routing information, it will wait 1-5 seconds (randomly determined) before passing that information on to its
neighbors, rather than waiting the full 30 seconds. The triggered update mechanism causes topology
information to propagate through the network much faster than it would using the standard timeout.

Objective
To simulate the behavior of several routers running the RIP routing protocol and to learn how to use routing
tables to find paths in a network.

Build the Simulation Model

Start up OPNET IT Guru Academic Edition.

Select the File menu => New...

Choose Project and click on OK.

Change the Project Name to xx_RIP_Network (where xx are your initials) and click on OK.
In the Initial Topology window, select Create Empty Scenario and click on Next.

In the Choose Network Scale window, select Logical and click on Next.

In the Select Technologies window, click on Next.

In the Review window, click on OK.
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First, you may read the model usage guide for the RIP protocol. This guide explains how to configure nodes to
use RIP and defines the meaning of each parameter.

Click on the Protocols tab => RIP => Model Usage Guide.

When you have finished reading the guide, click on the close window icon of the PDF viewer.
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We will now build a small network of routers and set up the RIP parameters.

Select an ethernet4_slip8_gtwy object from the Object Palette and place it in the project workspace. Right
click on the object and choose View Node Description. Note that this gateway is equipped with four Ethernet
interfaces and eight SLIP interfaces. Click on the close window icon to close the window. Right click on the
router, choose Edit Attributes, and set the name attribute to Routerl. Expand the RIP Parameters attribute
and the Timers attribute. Note that the Update Interval (seconds) is set to 30 seconds. This means that a
router will exchange its routing table with each of its neighbors every 30 seconds, even if new information is
not learned. Click on OK to close the window.

ﬂ {node_0) Attributes

Type: Irouter
| Attribuate | Yalue ;l
& - name Frouter]
@ |—mou:|e| ethemetd_slipS_agtwy
(%) [F]BGP Parameters [..]
(% [F] CPU Background Utilization M are
(% [F] CPU Resource Parameters Single Processorn
(% [F]EIGRF Parameters [..]
(% [F]HSRP Parameters Mot Configured
(% [F]IGMP Host Parameters Default
(%) [¥]IGRF Parameters [...]
(® [+]IP Multicast Parameters Default
(%) [+]IP Processing Infarmation
(%) [+]IP Routing Parameters —

(%) [+]15-5 Parameters
(%) [+] LOP Parameters
(%) [£]MPLS Parameters
(%) [#] 05PF Parameters

[
[
[
L.
[
[
[

(% [C]RIP Parameters

i) I Start Time comstatt (5]

@ |—Sto|:| Time [zeconds) EB.0

@ |—U|:u:|ate Interval [zeconds) a0 LI
[ Apply Changes to Selected Objects [~ advanced

I Find Next | Cancel | 0K |

Left click on the router and choose Copy from the Edit menu at the top of the window. Choose Paste from the
Edit menu five times to generate five copies of the first router in the project workspace. Arrange them in a
circle and then connect them together into a ring using six PPP_DS1 lines from the Object Palette. Each router
should be connected to two other routers.

Paste two more routers on the map. Using 2 more PPP_DSI1 lines, make a tail off of Router6. Your final
network should look like a ring of six routers with a tail of two routers:

30



Lab 3  Routing Protocols

=] Project: RIP_Network Scenario: scenariol [Subnet: top.Logical Network]
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Select the Protocols menu => IP => Routing => Configure Routing Protocols... Check the boxes next to
RIP, Apply the above selection to subinterfaces, and Visualize Routing Domains. Select the radio button
next to All interfaces (including loopback). Click on O K to close the window. By doing so, you have
ensured that the RIP routing protocol will be used to route packets across all the interfaces on all the routers.
Note that the legend shows that RIP is used on all links.

Now we are going to configure one of the PPP links to fail part of the way through the simulation. Select
utilities from the pull-down menu in the Object Palette in order to display all utility objects. Place a Failure
Recovery object in the project workspace. Right click on the failure object and Edit Attributes. Set the name
to Link Failure. Expand the Link Failure/Recovery Specification attribute and set rows to 1. Expand row 0,
and set the Name to Logical Network.Router 1<->Router 6. Set the Time to 300. Note that the Status is set
to Fail. This failure node will cause the link between router 1 and router 6 to fail 300 seconds into the
simulation. Click on OK to close the window.

Configure and Run the Simulation

Select the Simulation tab => Choose Individual Statistics...

Expand the Global Statistics item, and the RIP item and select the Traffic Received (bits/sec) statistic. Right
click on the statistic and choose Change Collection Mode. Check the box next to Advanced, and change the
Capture Mode to all values. This will ensure that OPNET will provide a more detailed graph.

Click on OK twice to close the windows.
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Select Simulation => Configure Discrete Event Simulation...

Under the Common tab, set the Duration to 10, and the unit to minute(s).

Click on the Global Attributes tab. Set the IP Interface Addressing Mode to Auto Address/Export. Set the
IP Routing Table Export/Import field to Export. This will cause the routing tables of all the routers to be
written to a text file when the simulation completes. Set the RIP Sim Efficiency to disabled. Set the RIP Stop
Time to 10000. This will ensure that the routers keep exchanging routing information even when their routing
tables have stabilized.

Click on Run to run the simulation.

When the simulation has completed, click on Close to close the window.

32



Lab 3 Routing Protocols
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Inspect and Analyze Results
Select Results => View Results...

Select and expand the Global Statistics item and the RIP item, and select the Traffic Received (bits/sec)
statistic. This statistic shows how much traffic was generated by the routing algorithm. Click on Show to
generate a separate window for the statistics graph. You should see nice, regular peaks in routing protocol
traffic every 30 seconds except for two periods, one at the beginning of the simulation and one half way
through. Select the first 2 minutes of the graph to zoom in. You should now be able to see that many
irregularly timed updates were done very quickly at the beginning of the simulation. These updates are due to
the triggered update mechanism in RIP. The other period of irregular updates is due to the link failure that
occurred after 300 seconds. Click on the close window icon and Delete the panel. Click on Close to close the
View Results window.
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~+|RIP. Traffic Received (bits/sec)

Select Scenarios => Duplicate Scenario... Accept the default scenario name of scenario2 by clicking on the
OK button. Left click on the Failure node to select it and choose Edit => Cut to remove the Failure node.
Choose Simulation => Run Discrete Event Simulation to generate results for this scenario in which no link
failures occur. When the simulation has completed, click on Close to close the window.

Select File => Model Files => Refresh Model Directories. Select File => Open... Choose to open a Generic
Data File, and from the list displayed, choose xx_RIP_Network-scenario2-ip_addresses. This file shows the
IP addresses and subnetwork masks which have been assigned to each interface by OPNET. Note that each
router has one interface called the loopback interface that is not attached to any link. These logical interfaces
are commonly used for testing or to allow two socket programs to communicate even if they are running on the
same machine. Note that the figure below shows only part of the entire file. Click on the close window icon to
close the addresses window.

j Generic Data File: RIP_MNetwork-scenario2-ip_addresses
File Edit Options ‘Windows Help

1 # -
H # Furpose: Contains IF address information for all actiwve —I
3 # interfaces in the current network model.

4 # (created by exporting this information from the model.)

B #

4

7 # MNode Mame: Logical Network.Routerl

& # Iface MName Iface Index IF Address Subnet Mask Connected Link

a # mmmmm———— eeee R e L e

10 IF10 10 15z.0.0.1 255.255.255.0 Logical Network.Routerz <-= Routerl

11 IF11 11 1%z.0.1.1 258C.255.255.0 Logical Network.Routerl <-= Routers

12 Loopback 1z 192.0.2.1 255.255.255.0 Mot connected to anmy link.

15 # Node Mame: Logical Network.Routerz

16 # Iface Mame Iface Index IF Address Subnet Mask Connected Link
17 I e B et
15 IF10 10 15z.0.3.1 255.255.255.0 Logical MNetwork.Router3 <-»= Router:z
19 IF11 11 1%z.0.0.2 258C.255.255.0 Logical Network.Routerz <-= Routerl
20 Loopback 1z 152.0.4.1 255.25G5.255.0 Mot connected to anmy link.
1

Kl

|Dpened File: [C:\Documents and S ettingzhk evinhop_models\RIP_Network -scenano-ip_addresses. gdf] |Line: 1

Now we will inspect the routing tables of the nodes. Select File => Open... Choose to open a Generic Data
File again, and from the list displayed, choose xx_RIP_Network-scenario2-ip_routes. This file is a dump of
the routing tables maintained at each router in the state they were in at the end of the simulation run. There are
two parts to the file. In the first part, the directly connected networks for each router are listed. A network is
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directly connected to a router if the router has an interface which matches that network address up to the length
of the subnetwork mask. For example, Routerl has an interface of 192.0.2.1 with a subnetwork mask of
255.255.255.0. A subnetwork mask of 255.255.255.0 requires that the first 24 bits of the IP address match the
network address. So the 192.0.2.0 network matches the interface address of 192.0.2.1 and Router1 is directly
connected to the 192.0.2.0 network.

ﬂ Generic Data File: RIP_Network-scenario2-ip_routes
File Edit Options MWindows Help

25
26

27 START_ROUTING_TAELE

28 #Module Object ID, Table Size, Number of Interfaces, Route Source
29 639,3,0,2

30 #Module Hierarchical Name:

51 Logical Hetwork.Routerl.ip

32 #Interface Information: Interface, subinterface, IF aAddress, Mask
53 #IF Directly Connected Networks:

34 R et
55 #0est Address, Subnet Mask,Mext Hop,Administratiwve weight

36 R e e e T T
EXg 1%z.0.0.0,2558.2588.258.0,1592.0.0.1,0

35 1%2.0.1.0,255,255,255.0,1%2.0.1.1,0

549 1%z.0.2.0,2558.2588.258.0,1592.0.2.1,0

40 END_ROUTING_TAELE
41 hd
| ’

|Dpened File: [C:\Documents and Settingsik.evinop_models'\BIP_Metwork-zcenarioZ-ip_routes. gdf) |Line: 1

L L

The second part of the ip_routes file shows routes to networks which are not directly connected. Note that the
next figure below shows just the part of the routing table file which applies to Routerl. Your file will include
one routing table for each router. Note that your address assignments may be different, depending on the order
in which you placed the routers in the workspace.

j Generic Data File: RIP_Network-scenario2-ip._routes
File Edit Options ‘Windows Help

154 d
155 START_ROUTING_TAELE

156 #Module Object ID,Table Size,WNumber of Interfaces,Is static
157 135,132,32,0

155 #Module Hierarchical Name:

159 Logical Metwork.Routerl.rip

160 gInterface Information: Interface,IP address,Mask

161 10,-1,122.0.0.1,255.255.255.0

162 11,-1,122.0.1.1,255.255.2585.0

163 12,-1,122.0.2.1,255.255.255.0

164  #RIFP Routing Table Contents:

1B e mmm -
166 @ Int Addr,Dest MWetwork,Dest Wet Mask,Metric,Mext Hop Addr,Route Tag,FPermanent J
17 e

168 3,1%z2.0.3.0,Invalid,1,1%2.0.0.2,0,0

163 4,1%z2.0.4.0,Inwvalid,1,1%2.0.0.2,0,0

if0 9,192.0.9.0,Inwalid,1,192.0.1.2,0,0

171 11,192.0.11.0,Invalid,1,192.0.1.2,0,0

17z 12,192.0.12.0,Invalid,1,192.0.1.2,0,0

173 F,19z.0.7.0,Inwalid,z,192.0.1.2,0,0

174  §,192.0.8.0,Inwalid,3,192.0.1.2,0,0

175 10,192.0.10.0,Invalid,z,192.0.1.2,0,0

176 13,1%2.0.13.0,Invalid,z,192.0.1.2,0,0

177 14,1%2.0.14.0,Invalid,z,192.0.1.2,0,0

i#&  15,1%z2.0.15.0,Invalid,?,1%:2.0.1.2,0,0

iva  5,1%z2.0.5.0,Inwalid,z,1%2.0.0.2,0,0

150 g,1%2.0.6.0,Invalid,z,1%2.0.0.2,0,0

151 END_ROUTING_TAELE -
]_| _>I_I

|Dpened File: [C:ADocuments and SettingshK evinhop_modelzhBIP_Metwork-scenarioz-ip_routes. gdf] |Line: 1

Using the ip_routes file, we can determine the path that a packet would take through our network. Let’s say
that we would like to find the path from Routerl to Router8. Using the xx_RIP_Network-scenariol-
ip_addresses file, let’s pick an interface on each router (other than the loopback interfaces).

Routerl: 192.0.1.1
Router8: 192.0.13.2
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192.0.13.2 is on the 192.0.13.0 network so that is what we’ll be looking for in the routing tables. Note that, in
order to reduce the size of the routing tables, routing is done based on network addresses rather than individual
IP addresses.

Starting with Routerl’s routing table, we look for the destination network (Dest Network field in the table),
192.0.13.0, and pull out the Next Hop Addr field. In this case, the Next Hop Addr is 192.0.1.2. We now look
at the Interface Information portion of this file or in the xx_RIP_Network-scenariol-ip_addresses file to see
which router has an interface with this address. In this case, it is Router6. We then repeat our steps, first
looking for the destination network, 192.0.13.0, in Router6’s routing table, pulling out the next hop address
(192.0.11.2), and finding the router that owns this address (Router7). We continue until we reach a router that
is directly connected to the destination network. Router 7 has an interface (192.0.13.1) on the destination
network, meaning that it has a direct connection to Router8 (192.0.13.2). You can see that Router7 and Router8
are on the same network because their IP addresses are the same up to the length of the subnetwork mask (24
bits).

In our example, the path is
Routerl (192.0.1.1) => Router6 (192.0.1.2) => Router7 (192.0.11.2) => Router8 (192.0.13.2) Success!
Click on the close window icon to close the ip_routes window.

You may also access the routing table dump file directly. Using Windows Explorer, look in your home
directory for a directory called op_models. Change to this directory and look for the generic data file called
xx_RIP_Network-scenariol-ip_routes.gdf. This is the file you just inspected from within OPNET. If you
have trouble finding the directory, select Edit => Preferences, and look for the mod_dirs attribute. The
associated value is the path to your op_models directory.

Save your model and close all windows.
Questions

1. Look at the ip_addresses and ip_routes files associated with the first scenario (scenariol), in which a failure
occurred on the line which connects Router]l and Router6. You can switch between scenarios by choosing
Scenarios => Switch to Scenario. Find the path from Routerl to Router8 as shown above.

2. Write a program which takes three parameters, a source IP address, a destination IP address, and the
ip_routes file from the model you created above. Your program must automate the process of finding the path
from the source to the destination. You must print out output as shown above. For example:

RouterA (interface x.x.x.x) => RouterB (interface y.y.y.y) =>... Success/Failure

3. Duplicate scenariol and add another row to the Failure Recovery object so that the link between Router6 and

Router5 fails at time = 300 seconds. Rerun the simulation and examine the ip_routes file. Is there a path from
Routerl to Router8? If so, what is it? If not, why not?
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