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ersonal Communication Systems
(PCS) are anticipated to bring ubiquitous wireless telephony
intowidespread public use. To help further this goal, system design-
ers are pursuing solutions to anumber of challenges. These include
accommodations for terminal (handset) mobility, personal mobil-
ity, universal roaming, access control, and the protection of
user information sent via the airwaves. Of these, the latter two
are often considered as a single subsystem called “Privacy and
Authentication” (P&A). A well-designed P&A technique is
necessary to protect assets. Network assets are protected by the
access control (authentication) portion which enables legiti-
mate users to utilize network services for which they have sub-
scribed, while denying service to “hackers” whowould steal services
and monopolize resources. Subscriber assets (e.g., confidential
information) are protected by encryption of traffic (privacy) on
the radio link.

Authentication and privacy are generally linked together
because the derivation of a “session key” for an encryption
algorithm is often an integral part of the authentication process.
From a designer’s perspective, the access control and derivation
of a session key form a single activity called Authentication and
Key Agreement (AKA). The subsequent use of this session key
to achieve encryption of user traffic can then be treated as a
separate topic. This includes the selection of a cryptographic
algorithm having properties that are compatible with the air
interface to be protected.

This work describes progress to date in the development of
AKA processes for PCS. A conceptual framework is first estab-
lished; this is a three-part general model that characterizes all
AKA techniques. Then three proposed AKA methods are
compared using this model. These methods are the so-called
secretkey method of GSM, the secret key method of United States
Digital Cellular (IS-54, IS-95), and a public key/secret key
method that has been recently described in technical literature.
Finally, a summary is presented that indicates the AKA method
of preference for some proposed PCS air interfaces that are
currently under development by standards bodies.

A General Model for Access Control
(Authentication and Key Agreement)

set is shown on the upper-left side as a “flip-phone,” and
the service provider’s network is shown as a cloud-like
shape in the upper-right corner. Most security methods are ini-

Figure 1 depicts the general AKA process. The user’s hand-

tiated when the user purchases a phone, and continue toward
the goal of protecting the user’s traffic through encipherment
over the wireless media. These endpoints are depicted at the
top and bottom, respectively, in Fig. 1. The three-part security
model that connects these endpoints provides the logical steps nec-
essary to accomplish this process. These parts are described below.
Three composite P&A methods are later compared through
the use of this model.

The first part of the general security model is Provisioning.
This is the means by which a handset or user acquires the bona
fides that will enable the network to subsequently recognize
him as a legitimate user. It is essential that these bona fides
permit the user access to the network while frustrating any
“hacker” who attempts access “replays” or false interrogation
of the handset.

Part two of the model is the means by which a handset
establishes credibility when the user registers with a local
service provider who is generally not the “home” network. In
such cases, a local service provider should only acquire a byprod-
uct or subset of handset credentials. This is necessary in a well-
planned P&A method because any promulgation of handset
secrets will eventually result in their compromise. However,
it is still necessary that the local network be capable of distin-
guishing a legitimate user, based on partial security informa-
tion.

The third part of the model is the protocol that is executed
to permit network access and establish a key for protection of
channeltraffic. Insecret key systems, this is generally a simple chal-
lenge/response mechanism. Public-key systems typically use the
exchange of “certificates” and modulo-exponentiation to com-
plete the AKA transaction.

Comparison Process

proposals that are based upon GSM, 1S-41, and a Public

Key method. The purpose of this comparison is to high-
light some differences of the three methods without attempting
to assign quantitative values. The reader is encouraged to con-
sult the references for more detailed information.

Because the GSM and 1S-41 proposals are quite similar, the
comparison process will be completed for these methods on a
side-by-side basis. This is illustrated in Figs. 2, 3, and 4. Then
the Public Key method will be described in order to contrast it
to both secret key methods. The public-key method is shown in
condensed form as Fig. 5.

These three processes will each be examined for PCS P&A
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Provisioning in
Secret Key Systems

in GSM-style systems, the service provider

controls the security process by issuing a
“Subscriber Identity Module” (SIM) to the user.
A SIM often takes the form of a credit card-like
device intended for insertion in the handset. The
SIM contains information about the services that
have been purchased, and it also contains a 128-bit
number called “Ki” that is unique for each SIM. Ki
enables the SIM to authenticate itself to the network.
When the service provider issues the SIM to the user,
he also must store Ki in a secure manner at the net-
work. A loss of Ki’s at the network could result in
widespread fraudulent access due to user imper-
sonations. In GSM-style systems, Ki’s never leave
the network of the “home” service provider.

Inthe United States, IS-41-based digital wireless
telephony evolved from the AMPS analog cellu-
lar system. IS-41 refers to the network signaling
protocol; its companion digital air interface stan-
dards in the cellular spectrum are IS-54 (TDMA)
and IS-95 (CDMA). In all current IS-41-based
systems, subscriber-specific information is down-
loaded into a user’s handset by electronic means,
generally by a service shop that is authorized to
perform this function by the service provider.

The practice of using a removable SIM has
not been a component of the analog-to-digital
evolution in the United States The introduction
of security features into 1S-54, 1S-95, and later
into AMPS and NAMPS has instead relied upon
a method by which the user enters a security
parameter called the “A-Key” into his handset
via the keypad. This technique begins when the
service provider sends the 64-bit A-Key to the
user in a confidential manner, such as through
the U.S. mail. This direct link between the user
and the service provider is intended to bypass the
service shop, which can be a source of fraud
through either intentional or careless mishan-
dling of security information. The user’s correct entry
of the A-Key is verified by security software with-
in the handset. It is also necessary that the service
provider store the user’s A-Key at the “home”
network. Provisioning of the A-Key is shown in
the lower section of Fig. 2. The A-Key never
leaves the “home” network, just as Ki never
leaves its GSM “home” network.

Establishment of an A-Key is the first of two com-
ponents of 1S-41 security provisioning. A second
security variable called the “Shared Secret Data”
is derived from the A-Key by means of an over-
the-air protocol that can be initiated by only the home
service provider. SSD is intended to be shared
between a home network and a visited network in
order that the handset can be autonomously authen-
ticated by the visited network. This feature is further
discussed in the next section.

R efer to Fig. 2. The upper portion shows that

Access Control

he previous section describes how the “home”
Tservice providers in both GSM and IS-41
systems establish unique secrets with each
subscriber. Mutual knowledge of these secrets
enables the respective network to authenticate its
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users when service is requested. However, termi-
nal mobility permits the handset to be carried
into the service areas of other, “visited” networks.
This is also called “roaming,” and business agree-
ments are generally negotiated between service
providers to support each other’sroaming users. This
results in a dilemma for the authentication pro-
cess. A sufficient amount of information must be
supplied to the visited network to authenticate a
roamer, but this information must not be ade-
quate to enable someone at the visited site to
permanently impersonate a legitimate subscriber.
The local network must be capable of performing
authentication, but the process must be con-
trolled by the home network.

The process of access control in a roaming sit-
uation is depicted in Fig. 3. A handset shown on
the left side of the figure has roamed from its
home network, served by its Home Location Reg-
ister (HLR), to another network, where it will be
served by the (other network’s) Visited Location
Register (VLR). An authentication will be per-
formed upon handset registration with the VLR.
Two flows of information are shown from the
HLR to the VLR in order to support the authen-
tication. The left-hand side depicts the informa-
tion content that is supplied in GSM-style systems,
while the right-hand side shows the information that
is provided in IS-41-style systems.

In GSM-style systems, roaming subscribers
are supported by their HLR in the form of
“triplets” that provide security information to the
VLR without revealing the secret Ki. Each set of
triplets consists of a subscriber-unique random
challenge RAND, an expected response SRES,
and aresulting cipher key Kc. The number of triplets
sent in a package may vary, but sets of five are
common. Triplets are sent upon registration and
thereafter as needed for the duration of the user’s
visit to the VLR’s service area. The use of triplets
permits the VLR to authenticate the roamer and
establish a cipher key, but unauthorized intercep-
tion of triplets does not enable permanent imper-
sonation of a legitimate subscriber.

IS-41-style systems support roaming sub-
scribers by transporting SSD from the HLR to

the VLR. Knowledge of SSD enables the VLR to
perform autonomous authentication of the user
because the challenges and responses canbe derived
locally. This eliminates the need for additional
HLR/VLR communications to provide further
security information when needed. In addition,
the visited system may utilize a “global” random
challenge that can be broadcast on a system-wide
information channel. The use of a global chal-
lenge enables the handset to respond to the chal-
lenge as a component of the service access request,
thereby making efficient usage of bandlimited
PCS channels.

An unauthorized interception of SSD upon
transport to the VLR could result in a long-term
impersonation of a user. IS-41-style systems employ
a “Call Count” for protection from both this
event and from general handset duplication, or
“cloning.” The call count isincremented in the hand-
set upon a command from the network, generally
during a call. The network also maintains the
count. Later, during a subsequent access attempt,
the handset sends its call count back to the net-
work. If multiple handsets are sharing an identity,
the network will accumulate a count that will like-
ly exceed that of the legitimate user. Once a clone
is suspected, network personnel can intervene.
The preferred method of eliminating a clone is to
request that the home network initiate the protocol
to change the handset’s SSD, as described above.

Authentication and Key
Agreement Protocol in Secret
Key Systems

for AKA in GSM-based systems (upper portion)

and in IS-41-based systems (lower portion).
Ineither case, the goals are to assure the serving net-
work that the handset is entitled to service and to
develop a set of cipher bits for protection of user
traffic over the RF link.

GSM-based AKA utilizes a challenge/response
protocol to perform authentication and to gener-
ate cipher bits. This protocol is executed at the
discretion of the serving network; a typical occur-
rence would be during a call setup. The network
begins the procedure by either generating or
selecting a challenge/response pair, called
RAND/SRES, respectively. If the handset is
being served by its “home” network, the 128-bit
RAND is generated locally and then combined
with the user’s Ki to form the 32-bit SRES. RAND
is then sent to the handset, where the handset will
combine RAND with Ki to produce SRES. SRES
will be returned to the network for comparison
with the SRES that was calculated internally. If
the two match, the handset will be considered to
be authentic. Additional processing on RAND
and Ki will produce the cipher bits called “Kc.”
This will occur at both the handset and the net-
work; Kc can then be applied at both ends to pro-
tect traffic. In GSM, the computational algorithms
that are used to combine RAND and Ki are
selected by the home service provider and need
not be common throughout the system.

In a roaming situation, the above scenario is
unchanged, except that the RAND/SRES/Kc¢
triplets are precomputed by the home network.

Figure 4 illustrates simplified call flow models
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Triplets are transferred to the visited network to
support a roaming user as a result of handset reg-
istration and/or a request for additional security
information. The VLR performs the SRES compar-
ison and provides Kc to the encipherment func-
tion, based on inputs from the home network.

1S-41-based systems also utilize a challenge/
response method to perform authentication and
derive cipher bits. As discussed in the previous
section, the user’s security variable is SSD; this is
intended to be passed from a home network to a
visited network uponregistrations. Hence, the chal-
lenge/response mechanism is identical for both home
users as well as roaming users.

In an IS-41-style network, a single 32-bit “global”
challenge is generated at frequent intervals and
broadcast throughout the service area on a system
information channel. Handsets that attempt a
system access will compute an 18-bit authentica-
tion response by means of an authentication algo-
rithm operating on their individual SSDs and the
current global challenge. The access request
package concatenates the registration/call setup
information with the user’s authentication
response and call countvalue. For aregistration, the
response (and challenge) are sent to the home
network for verification. If the handset is found to
be authentic, SSD will be transported to the serving
network along with other pertinent user data.
During a call setup, receipt of the user’s identity
triggers a local data base lookup at the serving net-
work toretrieve his SSD and call count. The authen-
tication response is then verified when the serving
network confirms that the retrieved SSD/global
challenge combination can be applied to the
authentication algorithm to produce the same
response as that received from the handset. In
addition, the call count is checked for accuracy.
Further processing of the SSD/global challenge at
both the handset and the local network then pro-
duces cipher bits for the protection of user traffic.

User Confidentiality in
Secret Key Systems

user authentication and subsequent protection

of user traffic. However, the registration and/or
call setup process must include an identification
of the user in order that the network may retrieve
unique security information assigned to the sub-
scriber. A subscriber ID that is available over the
airwaves may be a security risk, especially in low-
mobility settings, because it reveals knowledge of
a subscriber’s location.

GSM systems have dealt with this problem by
the practice of using “temporary mobile station
identities” (tmsi). This scheme requires that a
subscriber reveal his true identity upon initial
access. During the first call, the network then assigns
to him, under encryption, an identity that is only
known to him and to the serving network. “tmsi” may
be reassigned by the serving network at its discre-
tion. Anonymous roaming is accommodated
when the user sends tmsi and the ID of the (pre-
vious) serving network to the current network.
The use of a clear subscriber ID is permitted dur-
ing network failures.

IS-41-based systems, such as the “PACS” air inter-

B oth secret key methods provide a means for
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face, are adopting similar schemes for the protec-
tion of user identities.

Introduction of Public Key
AKA into PCS

CS networks that emerge at 1.8 GHz are
Pexpccted to adopt P&A techniques that are

derived from some combination of existing
GSM and/or 1S-41 standards. However, addition-
al security benefits may be realized by the intro-
duction of public key techniques. The “PACS”
air interface has already been designed with the
capability of supporting a migration to a public
key AKA method.

Public Key first appeared in mathematics
journals in the mid-"70s, but has not been widely
adopted for use in wireless systems. This is
because most implementations required both
excessive computations and the time-consuming
transfer of large bit fields across noisy, bandlimit-
ed channels. However, three factors have enhanced
the desirability of Public Key for PCS applica-
tions. First, some PCS air interfaces offer increased
bandwidths over conventional cellular and two-
way radio systems. Also, alow-mobility environment
decreases the effects of channel fading. These
considerations enable a quicker, more error-free
transfer of large public key bit fields across a PCS
channel. Second, the computational ability of
low-cost processors continues to increase, which
makes public-key mathematics less formidable.
Third, recent studies [2] have proposed tech-
niques that split the computational load unevenly
between the PCS infrastructure and the handset.
This enables the handset to perform relatively
simple calculations, while the land-based infras-
tructure performs the intensive calculations.

The proposed public key method is summa-
rized in Fig. 5, where the steps of provisioning
and roaming support are combined for clarity.
Once the access control information hasbeen estab-
lished, the AKA protocol for call setups can be
performedusingasecretkeymethod, asin GSMorIS-
41-based networks. This technique is referred to
as the “Public Key/Secret Key Hybrid.”

Handset provisioning begins when the user
purchases a phone and requests service, as in the

IEEE Personal Communications ® August 1995




ds of the last quarter of 1994, seven air

interfaces were under development by PCS standards bod-
ies: PACS, DCS, 1S-136-based, 1S-95-based, the composite
CDMA/TDMA/FDMA system, wideband CDMA, and the
DECT-based proposal.

secret key case. The user will then approach a
“Certification Authority” (CA) with his creden-
tials and some identity information about his
handset and/or SIM-like detachable User Identity
Module. The CA will verify the accuracy of the
information and “sign” a coded version of this
information. The digital signature uses the private
portion of the CA’s public key pair; this signature
is returned to the user as a “certificate.” Any PCS
network may check the validity of the certificate
by applying the public portion of the CA’s public
key pair.

In a similar manner, the CA issues certificates
to all PCS network Access Controllers after veri-
fying essential information. This permits the
subsequent validity check of a network by the hand-
set, by applying the CA’s public key as described
above.

This simplified model of the public key method
assumes that a single CA serves all PCS handsets
and all PCS networks. It is possible to utilize mul-
tiple CAs in peer-to-peer or hierarchical arrange-
ments, but this adds complexity. The goal is to
use a minimum of CAs that are trusted by many
service providers.

After the CA has issued a certificate to provi-
sion the handset, local security credentials are estab-
lished with the serving network at the time of
registration. These credentials are generated at
the handset and sent to the serving network
under public key encryption. This eliminates the
need to send “triplets” or “SSD” via a network-
to-network transfer.

A further application of public key in the
hybrid protocol occurs when the handset per-
forms a per-registration digital signature on
access-specific information. This is done to pre-
vent access through the use of stolen certificates.

An attractive feature of this hybrid method
over secret key techniques is that all “private”
keys are never distributed beyond their source.
The CA signs certificates with its private key but
distributes its public key for certificate validation.
The Access Controller generates a private key for
usage during a portion of the protocol, but broad-
casts its public key for handsets to perform encryp-
tion. The handset generates a private key for use
in its digital signature calculations, but sends its
public key to the network for digital signature
validation. The practice of not distributing a pri-
vate key means that network “hackers” will not
be able to infiltrate a data base of handset secret
numbers at the network.

The hybrid method offers some protocol

advantages as well. Since the Access Controller’s
public key is broadcast, a registration can be
anonymous. This eliminates the need for network
management of user confidentiality, as through a
“tmsi” method. Also, there should never be a
requirement that a clear ID be sent due to admin-
istrative difficulties.

A further benefit of the hybrid method is that
the serving network establishes security creden-
tials for the handset upon registration, instead of
though an information transfer from the home
network. The registration process involves a
mutual validity check by both the handset and the
network, based upon credentials that have been
prevalidated by the Certification Authority. This
reassignment of the source of trust enables a sav-
ings in network resources, since neither “triplets”
nor “SSD” are required to be sent to a visited net-
work to support a roaming user. However, it will
still be necessary that the user’s service profile and
creditstatusbe maintained at his home network and
be available to visited networks in order to provide
continuous service.

Security Mechanisms of
Proposed PCS Air Interfaces

were under development by PCS standards

bodies: PACS, PCS-1900, IS-136-based, IS-95-
based, the composite CDMA/TDMA/FDMA sys-
tem, wideband CDMA, and the DECT-based
proposal. PACS security uses an IS-41-like AKA
technique with the ability to migrate to the hybrid
public key method. PCS-1900 uses a GSM-like
security process. The composite system supports
both GSM and IS-41 methods. Wideband CDMA,
IS-136-based, and 1S-95-based air interfaces rely
on the I1S-41-style P&A method. Various options
remain under consideration for other air inter-
faces.

A softhelast quarter of 1994, sevenair interfaces
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